U.S. Department of Justice 



Federal Bureau of Investigation 

Washington, D.C. 20535 


FOIPA Request No.: 1| 
Subject: 080-HQ-805 


The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States 
Code, Section 552/552a. Below you will find check boxes under the appropriate statute headings which indicate the 
types of exemptions asserted to protect information which is exempt from disclosure. The appropriate exemptions 
are noted on the enclosed pages next to redacted information. In addition, a deleted page information sheet was 
inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The checked 
exemptions boxes used to withhold information are further explained in the enclosed Explanation of Exemptions. 


Section 552 


Section 552a 

r (b)(i) 

r (b)(7)(A) 

r (d)(5) 

r (b)( 2 ) 

r (b)(7)(B) 

r a)( 2 ) 

P (b)(3) 

P (b)(7)(C) 

r (k)(i) 

50 U.S.C., Section 3024 (i)(1) 

P (b)(7)(D) 

r (k)(2) 


P (b)(7)(E) 

r (k)(3) 


r (b)(7)(F) 

r (k)(4) 

r (b)(4) 

r (b)(8) 

r (k)(5) 

r (b)(5) 

r (b) 0 ) 

r (k)(6) 

P (b)(6) 


r (k)(7) 


327 pages were reviewed and 319 pages are being released. 

Below you will also find additional informational paragraphs about your request. Where applicable, check 
boxes are used to provide you with more information about the processing of your request. Please read each item 
carefully. 


* Document(s) were located which originated with, or contained information concerning, other 
Government Agencies [OGA]. 

^ This information has been referred to the OGAs for review and direct response to you. 
v/ We are consulting with another agency. The FBI will correspond with you regarding this information 
when the consultation is completed. 

r 

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act 
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the 
existence of your subject's name on any watch lists. 








For your information, Congress excluded three discrete categories of law enforcement and national security 
records from the requirements of the Freedom of Information Act (FOIA). See 5 U.S.C. § 552(c) (2006 & Supp. IV 
(2010). This response is limited to those records that are subject to the requirements of the FOIA. This is a 
standard notification given to all our requesters and should not be taken as an indication that excluded records do, 
or do not, exist. Enclosed for your information is a copy of the Explanation of Exemptions. 

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.” 

The FOIPA Request Number listed above has been assigned to your request. Please use this number in all 
correspondence concerning your request. 

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you may 
submit an appeal through OIP's FOIAonline portal by creating an account on the following 
website: https://foiaonline.requlations.qov/foia/action/public/home . Your appeal must be postmarked or 
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you 
submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act 
Appeal.” Please cite the FOIPA Request Number assigned to your request so it may be easily identified. 

You may seek dispute resolution services by contacting the Office of Government Information Services 
(OGIS) at 877-684-6448, or by emailing oqis(S>nara.qov . Alternatively, you may contact the FBI’s FOIA Public 
Liaison by emailing foipaquestions(a>fbi.qov . If you submit your dispute resolution correspondence by email, the 
subject heading should clearly state “Dispute Resolution Services.” Please also cite the FOIPA Request Number 
assigned to your request so it may be easily identified. 

The enclosed material is from the main investigative file(s), meaning the subject(s) of your request was 


the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown 
such additional references, if identified to the same subject of the main investigative file, usually contain 
information similar to the information processed in the main file(s). As such, we have given priority to 
processing only the main investigative file(s) given our significant backlog. If you would like to receive 
any references to the subject(s) of your request, please submit a separate request for the reference 
material in writing. The references will be reviewed at a later date, as time and resources permit. 


See additional information which follows. 


Sincerely, 



David M. Hardy 
Section Chief 
Record/Information 


Dissemination Section 
Records Management Division 


Enclosures: 


The enclosed documents represent the 2 nd interim release of information responsive to your Freedom of 
Information Act (FOIA) request. 

As previously indicated, document(s) were located which originated with, or contained information 
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their response. The 
FBI will correspond with you regarding those documents when the consultation is completed. 






Inquiries regarding your OGA referral(s) may be directed to the following agencies at: 


Federal Emergency Management Agency 

ADDRESS: Monique Booker-Kasper 
Records Management Division 
Federal Emergency Management Agency 
1800 South Bell Street 
4th Floor 

Arlington, VA 20598-3005 


Department of Health and Human Services 

Attn: Garfield Daley 
Acting Director, FOIA/Privacy Division 
Room 2206, Mary E. Switzer Building 
303 C Street, S.W. 

Washington, D.C. 20201 

Telephone number: (202) 690-7453 fax number: (202) 690-8320 


By letter dated 11/15/2017, we sent you a Compact Disc (CD) containing the first interim release for this 
case. At that time, we explained the $10.00 balance associated with that release would be billed with this release. 
Accordingly, upon receipt of the enclosed CD please go to www.pay.gov to make an electronic payment* in the 
amount of $25.00, or make a check or money order payable to the Federal Bureau of Investigation and remit it to the 
Work Process Unit, Record Information/Dissemination Section, Records Management Division, Federal Bureau of 
Investigation, 170 Marcel Drive, Winchester, VA 22602. Please include the FOIPA Request Number with your 
payment. Failure to pay for this release within thirty (30) days from the date of this letter will close any pending FBI 
FOIPA requests from you. Nonpayment will also cause an automatic denial of any future FOIPA requests. 


*Pay.gov is a secure web-based application that accepts credit card and ACH payments online, and is hosted by the 
United States Department of Treasury, Financial Management Service. For frequent FOIPA requesters, it is 
recommended to create a Pay.gov account to retain an online history of payments made through Pay.gov and to 
retain specific information for future payments. To make an electronic payment, complete the FBI Freedom of 
Information Act and Privacy Act Form located on Pay.gov. Please note: if a refund is necessary, there is less 
processing time to refund a credit card payment than an ACH payment. 



EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 

be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 
to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 
the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement puiposes, but only to the extent that the production of such law enforcement records or 

information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair 
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could 
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 

for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement puiposes, other than criminal, which did not result in loss of a right, benefit or privilege 
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be 
held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 
the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who 
furnished the material pursuant to a promise that his/her identity would be held in confidence. 


FBI/DOJ 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFO RMATION SHEET 
FOI/PA# 


Total 

Page 

Page 
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Page 
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Deleted Page(s) = 8 

21 ~ Referral/Direct; 

22 ~ Referral/Direct; 
264 ~ Referral/Consult 

297 ~ Referral/Consult 

298 ~ Referral/Consult 

299 ~ Referral/Consult 

322 ~ Referral/Direct; 

323 ~ Referral/Direct; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
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Memorandum 0 







To 


Mr. Bay.se 


From : R. W. Witzel 


a i U ' 


_ Exec AD Adm. . 

AO ftv. _ 
Exec AD LES * 
Asst. Dir.: 

Adm. Serve. . 
Crim. Inv. ,»_■ 
Ident. - 
Insp. 


a 



Date 10/9/81 


lnt.11. . 
Lob. _ 



Subject : 


COUNTERMEASURES 

_N ING COURSE . X- 

NOVE^BER -17, 1981 - NOVEMBER 25, 198 1 
QUANTICO TRAINING FACILITY. 


Legal Coun. ... 
Off. Cong. & 
Public Affs. « 
Rec. Mgnt. 
Tech. Serve. M 
Training - - 
Telephone Rm. H 
Director’s Sec'y . 


PURPOSE: 


DETAILS: 


To .identify candidates for. captioned training. 

o 

A two week training course on "BASIC .COUNTERMEASURES 1 
Will be held at the Quantico Training Facility from 


November 17 through 25, 1981. 

pS} Based on the need of their respective offices' for 

•^personnel trained in countermeasures, the following personnel 


53 have been selected to attend captioned course 

w 

if 


«ST •—J 
/iLy 
uj Sr 
cr Sr 

>-co 




Atlanta 
Atlanta 
Boston 
Boston / 
Cincinnati. 
Cleveland 
Sacramento 
San Diego 
FBI HQ 
/ 

Scheduling of the training course has previously been 
coordinated wilp 7 Training Division, Quantico. 

Enclosure 


SA_ 

SA Richard T.' ZaTac 
SA 
SA 
SA 
SA 
SA 
SA 
ET 


DEC 29 19ft 


b6 

b7C 


f(Instructor) 



2 - [ 


Attn: 


1 -[ 


1 


I 


DE-85 


%0 / " 7 / 


b6 

b7C 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Killion 
1 -1 


* OCT 14 1981 



(CONTINUED - OVER) 







' 4% Hu sfc 



OCT 16 !3 8? 











Memorandum to Mr. Bayse 
RE: BASIC COUNTERMEASURES 

TRAINING COURSE 

NOVEMBER -17, 1981' - NOVEMBER 25, 1981 
QUANTICO TRAINING FACILITY 


RECOMMENDATION : 
training. 


That the attached teletype be sent to notify 
attendees of their selection for captioned 



APPROVED: 

Adm. Serve. 

laboratory 


Crrtn. Inv. 

Legal Coun. 

Oirector 


Off. of Ceng. 

Exec. AO-Adm. 

Ident. 

—- Rec. 

Exec. AD-iiiv. 

Insoection 

Tech. Serve. lA&fMJfc 

Exec. AD-LES 

tntall. 

Trainino 










UNITED STATES GOVERNMENT 


DATE: 12/2/81 ^x^uiU 

REPlV TC/J 

\ ATTN jffSAC, LOUISVILLE (66-62) 

Wfecr: Technical equipment 

\ TO = DIRECTOR, FBI ATTN: ENGINEERING SECTION, TECHNICAL SERVICES DIVISION 


Enclosed for the Engineering Section are the following 
items: v 

( l^rnterad Ltd., 10-500 MHz, Receiver, Model 
7312, SN 103, Property No. 00167908. 

-,This item is defective and per instructions of SA 

_|FBIHQ, is being returned. ~ 

4 VOR Model 406D2 Units, SN 230, Property No. - 

none: SN 138, Property No. 005504_: SN 199, 

Property No. 00550483, and SN 132, Property No. 
00550474. 

These items are no longer required by Louisville. 

6>- Bureau (Enc. 5)(Under Separate Cover) 

1 - Package 
1 - Louisville 
LCB/mm 
(4) 





OPTIONAL FORM NO. 10 
(REV. 1-80) 

GSA FPMR (4! CFR) 101-11.6 
5010-114 
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* 


l 



ic 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Killion 
1 - 


b6 

b7C 


SAC, Seattle 
Attention: SA 


12/3/81 


Director, FBI (80-805) 




COUNTERMEASURES MATTERS 


Reference Bureau teletype dated November 6, 1981. 


On November 9 and 10# 1981, personnel from the Technical 
Services Division (TSD), Engineering _|ection. conducted a counter¬ 


measures sweep of the office sdace of I 


__ _ _ __ [Washington, 

in accordance with the request of the Assistant United States 


] 


b7E 


Attorney, Yakima, Washington. 


The countermeasures sweep consisted of a check of the 
radio frequency spectrum, a check of the telephones, telephone lines, 
all telephone line appearances within the Federal Building and a 
nondestructive physical check. During the nondestructive physicj 
check, all ceiling tiles around the perimeter of the office spac| 
were lifted in search of microphones or other listening devices 
all power line junction boxes were examined. 




A similar countermeasures sweep was conducted of the 
Resident Agency (Rh) office space. Federal Building, Richland, 
Washington. A loudspeaker which was connected to the building’s 
intercommunication system was found above the ceiling tiles. The 
loudspeaker system was determined to represent a potential security 
zard since it could be modified to serve as a surreptitious listening 
vupvice. The loudspeaker was disconnected and left in the RA’s office 
I space. 


No evidence of electronic eavesdropping or tampering with 
,e telephones was noted at the time of the sweeps at either the l 1 


b7E 


or RA's office space. 


Seattle SA 


Were verbally notified of the outcome of the countermeasures sweeps. 


ft 



I - l 





b6 

b7C 

b7E 






? DEC 8 1981 


A«$. OH. _ 
>nt Rea.- 


V < gv QEe «po' 

£ 













b7E 


Letter to Saattle 

RS s COUNTERf23ASURES I'ATTERS 


As Seattle in awar 
that the countermeasures swee' 


arej"~ 

./ecp 


advised 

Itatus 


inaicauea tine technical, 
of the office space inspected at the time of conclusion of the 
sweep. The countermeasures sweep does not insure that the 
technical security status of the area will not subsequently 
change. Uncontrolled access by unauthorised persons to the 
office space or to the telephone main frame could subsequently 
result in the emplacement of clandestine listening devices which 
would compromise any security that may have existed. 


Seattle should maintain a record of all telephone ap¬ 
pearances for the telephones in the Richland RA for use in future 
countermeasures sweeps by Seattle technical agents. If not 
already done, Seattle should advise the AUSA, Yakima> Washington, 
of the results of the countermeasures survey. 


NOTE: Sweep was 

conducted by ET 


and SA 


approved; 


laboratory^ 

« 


Crim. tnv. 

LegflCotm, _ 






Director__ 


C;‘ 'W-Wg. 

: . oitc Aifs. 


Exec, 

Exec AO-Irsv, _ 

Exec. AD-1.ES 




it^ 


Ieoh oerj'3.. 



Training 






b6 

b7C 
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memorandum 



To : Mr. Bayse 



Date 11/6/81 


7itze^ 


bject COUl 


Subject : v —COUNTERMEASURES MATTERS 


L*gol Coon. . 
Off. Cong. & 
Public Affs.' 
Roc. Mgnt. _ 
Toch. Sorvs. , 
Training ___ 
Tolophono Rm. , 
Director's Soc’y 


Reference Seattle airtel' dated September 28, 1981, and 
Seattle teletype dated October 14, 1981. 

PURPOSE: To request authoriz ation for ET land 


PURPOSE : To request authoriz ation for ET _^_| and 

SA | I to travel' to Richland, Washington, 

(Seattle Division) to conduct a countermeasures sweep in the offices 


DETAILS : In referenced communications, the Assistant United States 

Attorney, Yakima, .Washington,' requested that the FBI 
conduct a coun termeasures sweep of the office space of 

l at Richland, Washington. It should be noted that 
the Seattle Division has neither the appropriate countermeasures 
equipment nor trained countermeasures personnel to conduct a 
thorough countermeasures sweep. 

In early 1981, /the Office of the I Richland, > 

Washington, received allegations of fraud and abuse .i-nvo lying // 

approximately 38 subjects, mostly current or former!_| Richlanet u 

employees, concerning approximately fifty million dollars in / /{L 
questionable expenditures. / 

_ On Novemb er 4, 19 81, Unit Chief _ and t 

SA I I met with I 


_[wasnington, 

| confirmed the importance of their investigation and 
seriousness of the allegations which have been made at that facility. 
He /also advised that he was aware that discussions held between 
the^fwo| I at Richland and between an Investigator 



I Enclosure 


Enclosure 

1 - I 

1 - Mr. Bayse 
1 - Mr. Witzel 
1 - 

1 -_ 




DEC 9 1981 


(CONTINUED - OVER) 
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Memorandum to Mr. Bayse 

RE: COUNTERMEASURES MATTERS 

at Richland and the I [ Washington, D. C., be 

have become almost immediately known to other individuals who b7c 

should not have had access to that information. He further. b7E 

advised that from the inception of the in vestigation, offic ials 
at that facility have not cooperated with | |and 

have attempted to obstruct the investigationJ I 

| at Richland suspect there is a real possibility 
the Richland office which is located within the facility is being 
monitored in some manner. 

It is estimated that the total cost for ET I I and b6 

SA | -1 travel will be $350 per diem and $1000 for transportation.b7c 

RECOMMENDATION: 1) That the trip to Richland, Washington, be approved 

‘ and the attached teletype be sent. 

APPROVED: Adrit. Servo._ Laboratory_ 

Crlm. Inv._ Legal Coun.__ 

Director OIL of Cong. 

Exec.AD.Adm.- Wen,._ 

Exec. AO-lnv. _ inspcctic^, , , _ ■sch. Servo. llSW0/\ 

Exec.AD-LES __ Intel)._Training__ 

Atv 2) Since the sweep will extend to November 11, 

1981, which is a legal holiday, it is reques ted 
this d av be a sc heduled workday and holiday pay for ET I 

and SA| |be approved. c 


aK 


Director_ 

Exec.AD-Adm. 
Exec. AO-lnv. 
Exec.AD-LES . 


Went._ 

Inspection. 
InteH_ 


APPROVED: 

Director_ 

Exec. AD-Adn" 
Exec ' - 
Ex<.„ .... 


Adm. Servo. 
Crim. Inv. _ 


Ins'- * • _ 

li«v.v__ 


Laboratory_ 

Lea3t Coun. _ 
O - of Cong. 

•U Public Affo 
Rec. Mgnt. _ 
Tech. Servs.J; 
Training_ 
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FD.-,36 (Rev. 5-22-78) 

' w, „ 


TRANSMIT VIA: 
f~l Teletype 
1 1 Facsimile 
XO-AJRTRL 


PRECEDENCE: 
I I Immediate 
[~1 Priority 
I I Routine 


CLASSIFICATION: 

D TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

DatP 9/28/81 


FROM: 


DIRECTOR, SB1 - 

ATTN: SA _ TSD 

ENGINEERING SECTION 

SAC, SEATTLE (66F-1975) 


SUBJECT: COUNTERMEASURES 


For i nformation of Bur eau; the following information 
was provided bvl I Resident In vestigator. Office 

_| Richland, Washington, 

During the past year, | became aware of 

information leaking from his office of a sensiti ve investig ative 


Approximately six months ago, ___ _ _ 

discussed a sensitive investigative matter in their office, 
detail s of’ which w ere completely unknown on the project area. 
Before| initiated the investigation, the subjects 

learned of | | interest and certain documents documents 

incriminating them mysteriously disappeared. 

I 1 thinking his office space had been bugged, 

inspected the space above the false ceiling and discovered a 
number of wires running above •t he space, a s well as a speaker- 
type device connected by wire. | | was unable to trace 

the wires to their source. 

^2^- Bureau 
3 - Seattle 

(1 - 66F-1975) 

(1 - 20 7E-0) _ 

(1 - SA 
MEB:ecf 
(5) 


Approved: 




(Number) (Time) 


__ _ <r U.s. GOVERNMENT PRINTING OFFICE: 1980-305-750/540?. 

'h. ^ a — 

















«v 

' O ^ 


t 



SE 66F-1975 


_|_ suspects the security office of the 

has the capability to install and operate 
sophisticated intercept equipment. 


stated that the security o ffice would 


profit considerab ly from knowing what cases the 


Jwas pursuing since they have attempted to 


neutral ize his efforts in the past and protec t the administra- 
tion of I I who operates the 


| office is currently investi gating 
allegations of fraud and abuse bv officials of the I 


has been unable to use his office space without fear of com¬ 
promise of instant allegations. 


-* - m nr*- 


b6 

b7C 

b7E 

b6 

b7C 

b7E 


b6 

b7C 

b7E 


The Seattle Division requests that the Bureau's 
Countermeasures Sweep Team furnish appropriate assistance, in 
this matter, to determine extent of intercept in the office space 
and communication systems in the I I controlled 

area. 



2 * 












UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 0 


AIRTEL 


DATE: 10/19/81 



: DIRECTOR, FBI (3Q^g#5) 


(ATTN: SA 



, TECHNICAL SERVICES DIVISION) 


T£- 

DIC, NEW YORK (66-8331 SUB H).' 

[SWEEP/SEARCH 

. ReButeletype to New York', dated 9/21/31, and New York 
teletype to the Bureau, dated 9/30/81. 

. x 

Countermeasures Sweeps/Searches were conducted at t he 
following locations at the indicated times and dates by SA's | | 


. Room > 3720B 

26 Federal Plaza 
Manhattan, N.Y 
9/22/81' swept 


Room 42 . 

HANGER II ' 

(Old North Passenger .Terminal) 
Kennedy International Airport 
Queens, N.Y. 

9/29/81 • swept 


Date of review for declassification 

* 10////2001 


(2J- 3ureau 
Ur - New York 
PSD:mb 
(4) 






7 1198 § 












V 






«*> 




NY 56-SS31 


Results of those sweeps are as follows: 


Telephone checks both on-line and off-line did not 
disglose any unauthorised eavesdropping activity. Line tests on 
five (5) 565HKM telephones showed the following ranges or 
readings: • • 



Telephone #1 
Telephone numbers 

Voltages -(on hook) 

Voltages -(off hook) 
Milliamperage MA (on hook) 
MA (off hook) 

Infinity Transmitter 
Tone Test (ITTT) 

Amplifier Test 
Spare Line Tests * 


Telephone #2 
Telephone Numbers 

Voltages (on hook) 
Voltages (off hook) 
MA (on hook) 

MA (off hook) 
Infinity Transmitter 
Tone Test (ITTT) 
Amplifier Test 


565-HKMr 6/79: 4/72 


51.29-51.37* 

5‘. 79-6.71* 

0 

49.90-51.11 

Negative 
* Negative 
All negative 
(no audio,, voltage or 
current draw detected) 

565-HKM 


51.33-51.40* 

4.71-6.52* 

0 . 

50.09-52.23* 

Negative 

Negative 


*-Denotes constantly varying on Digital Multimeter 






b7E 


• ’ b7E 


b7E 











< 




NY 56-3831 



ICM (fifth position) 
Voltage.(on hook) 
Voltage (off hook) 
MA (on hook) 

MA (off hook) 

Amplifier 

ITTT 

Telephone #3 
Telephone numbers 

Voltages (on hook) 
Voltage's (c>ff hook) 

MA (on hook) 

•MA (off hook) 

(ITTT) . 

Ampliffier Test 
Spare position (fifth). 


Telephone #4 
Telephgne numbers 

Voltages (on hook) 
Voltages (off hook) 

MA (on hook) 

MA (off hook) 

ITTT 

Amplifier Test 
Spare position (fifth) 


23.59-23.61* 

6.47-6.72* 

0 

•76.18-77.92* 
Negative 
Negative 

565-HKM: 6-79? 3-67 


51.33-51.37* 

4.94-6.IS* 

0 

50.29-52.49*' 

Negative 

Negative 

All tests negative 
(no audio, voltage, or 
current draw detected) 

565-HKMr 6/ 79 : , 1 / 6 7_, 


51.35-51.46* 

5.47-6.54* 

0 

49.91-51.45* 

Negative 

.Negative 

All tests negative, 

(no audio, voltage, or 
.current draw detected) 


b7E 


b7E 









. ** 






NY 66-8331 




Telephone #5 
Telephone numbers 

Voltages.(on hook) 
Voltages (off hook) 
MA (on hook) 

MA (off hook) 

ITTT 

Amplifier Test 
• ICM (Fifth.position) 
Voltage (on hook) 
Voltage (off hook) 

MA (on hook) 

MA (off hook) 


565-T1KM; 6/79; .12-63 


51.41-51.32* 
4.43-5.96 - 

0 

50.26-52.40 

Negative 

Negative 

23i51-23.62’ 
6.42-6.46 
0 

79.08-79.16 


I l office, was given a Radio 

Frequency (RF) sweep with a scanlock Mark V Receiver, but no 
listening devices were found. 


% 

A complete physical search of the office which included 
inspecting the complete ceiling area, heater, and ventilation 
system, electrical outlets and switches, as well as furniture, in 

the room, did not disclose the presence of any eavesdropping 
devices. . ‘ - 


Telephone wiring was found which was connected to an 
electrical switch, however, it was determined that it wa's 
connected to a buzzer located near the front_door,which when 
opened activates the buzzer. 


The room contains a ceiling speaker system which 
appeared to be operating in a normal manner. 



b6 

b7C 

b7E 


4 











NY 55-8331 


___| was swept in the same 

fashion and' found to be free o-f any eavesdropping devices. It is 
noted that the entire office space, though patrolled at 
aprox.imately 6 p.m. by General Services Administration Guards is 
hot secure. Once entry is gained during daylight hours, an 
eavesdropping attach could be accomplished in a brief period of 
time. This type of attack can be effected either by defeating 
the door locks or breaching the ceiling 'space. Telephone attacks 
can be effected anywhere in the building at any time. 

Recommendation: That security with regard to this floor 
be tightened,, and alarms installed .which can, at least, be 
responded to by GSA Guards. 

. Room 42, Hanger II 

Kennedy International Airport 
. . Telephone # 665-4193, 4195, and 2062 


Telephone checks both on-line and off .line did not 
disclose any unauthorized eavesdropping activity. Line tests on 
five (5) telephones in the 564-HD and 5S5-HKM. series showed that 
these instruments were operating within normal telephone ranges. 


Voltages (on hook) 
Voltages (off hook) 
MA (on hook) 

MA (off hook) 


48-50 Volts* 

5-3 Volts* 

0 

50-65 MA * 

Maximum Acceptance 
Level 70 MA‘ 


b7E 







NY 66-8831 


Infinity Transmitter 
Tone Test (ITTT) 
Amplifier Test 
Spare Line Tests 


Negative 

Negative 

All negative- 

(no audio, voltage or 

current draw detected) 


A physical search was conducted on the telephones, 
telephone cables, and various line connectors around the office, 
however, no listening devices were found. 

Inspection of the interior walls disclosed that 
conversations could be intercepted with ease from another agency 
occupying space along an adjacent wall. Louvered air vents also 
allow for the passage of room audio. 

The overall structure which for the most part is 
unoccupied contains numerous communication a nd electrical syst em 
wire runs whi ch were used in the past by the I I 

an <3 the I I These runs , 

can be accessed and used, as 'needed, and as such present a 
countermeasures hazard. 


Regarding building security there is virtually none 
after 6 p.m., at which time all personnel have departed. The 
location, where the structure lies, is dark throughout the night 
and not patrolled on a, regular t>asis. 


The main doors leading to I l are glass entrance way 

doors which are secured with a hasp and an inexpensive padlock 
that can be easily defeated. 

. In essence J bffers no securitv. whatsoever, at 


. In essence J | offers. no security, whatsoever, and 

as such presents a serious countermeasure hazard. With no 
protection against entry, one must assume that the hazard exist. 

*-Denotes- constantly varying on Digital Multimeter 












NY- 66-8331 


Recommendation: That this agency's[ 

operations be moved to a more secure building which is protected" 
by a burglar’alarm and patrolled regularly by guards. 

In. that no location can "be assumed to be free from the 
various eavesdropping hazards which are known to exist, caution 
should be exercised at all times v;hen discussing, matters of a 
sensitive nature. 
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CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 
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tw* 11/9/81 


TO: DIRECT OR, FBI _ 

/{(Attn: I Technical 

„ 1 Services Division) 


DM:, SAC, ATLANTA (66F-2.1- 


SUBJEjCT: TECHNICAL EQUIPMENT f 
1 2 SCANLOCK MARK 5*s \ 




J * 

U 


Being forwarded to Headquarters by separate packages 
C2) are the following: 


One CD Scanlock 78/136 sent to Atlanta by Head¬ 
quarters. It is noted that this unit did not appear to func¬ 
tion properly. 


At % 


One (ljj&canlock 78/113, returned to Atlanta by f $ 
Tampa Divisronv^it is noted that Tampa indicated this ^ * 

Scanlock was not operating properly as a possible short might 
exist in the antenna. 

It is requested that Scanlock 78/113 be returned to 
Atlanta after it is checked out. 


(4)- Bureau 

(2 - Package copies) 
2 - Atlanta 
RTZ/lru 
( 6 ) 




I if it fa ( 
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REFERENCE BUTELCALLS TO LOS ANGELES-, SEPTEMBER Bfl-..’nflli 
-KANSAS CITY-, SEPTEMBER. 30-,: ITfllA AND KANSAS CITY AIRTEL-, 
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5 ‘and LOS ANGELES’S SA 


KANSAS CITY'S SA 
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1-HAVE BEEN SCHEDULED TO ATTEND THE INTERAGENCY TRAINING CENTER 
--CITC}--,-; 1DS30 RIVERVIEU ROAD-, FORT WASHINGTON-, MARYLAND-, 2074M-, 
-FOR TECHNICAL SECURITY COUNTERMEASURES -CTSCMI AGENTS COURSE 

-NUMBER ITC 22.-1S FROM OCTOBER.'13-, TONOVEMBER 20-.: 1181. 

SAS I I ARE TO COMPLETE AND SUBMIT TO 


in 
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tn 
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J— 
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111 

O. 

>- 
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)l 
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FEDERAL BUS.V) Q7 INVESTIGATION 
COMMUNICATION MEESAGS FORM 


p,\ci 2 


j..RAGE TIiI 0 .de HO 00M5 C 0_ 


CONTINUATION SHEET 


FBIHd TRAINING FORM {OPTIONAL FORM.' 1703- IMMEDIATELY • {U3- 

20_ ABOVE AGENTS SHOULD REPORT TO THE ITC BY =1:00 A-M- ON THE 

18_FIRST DAY OF TRAINING AND HAVE APPROPRIATE IDENTIFICATION. {U> 
THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS 
16_AT THE ITC. DUE TO THE ITC’S LOCATION AND LACK OF ANY PUBLIC 


.TRANSPORTATION-, KANSAS CITY'S SA 


IS AUTHORIZED TO 


14_LEASE AN AUTOMOBILE-, TO BE USED BY BOTH SAS■> FOR THE DURATION 
_0F THE TRAINING. {U3- 

12 _ CLXSSiF^gD AND EXTENDED BY.' 14MSi REASON FOR EXTENSION-, 

_FCIM-, IIv 1-2.2 i21, DATE OF REVIEW FOR DECLASSIFICATION 
10 .OCTOBER.' 1, 2DD1. TUI 


DO NOT TYPE MESSAGE BELOW THIS LINE 


kbi/doj 


DO NOT TYPE PAST THIS LINE 






MOTES ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
COUNTERMEASURES TRAINED AGENTS (JILL BE AVAILABLE IN THE FIELD 
TO ADEQUATELY SUPPORT COUNTERMEASURES WORK. -CUT 

THERE IS NO TUITION INVOLVED AND THE COST WILL BE 
APPROXIMATELY £7iQ00 FOR PER DIEM AND TRANSPORTATION FOR BOTH 
AGENTS. ABOVE HAS BEEN COORDINATED UITH SA| 

ADMINISTRATIVE SERVICES DIVISION. CUT - 






1 

1 

1 
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Mr. Bayse 
Mr. Witzel 
Mr. Killion 


/ & 




C 


Dear Mr, Hensons ' V 

_ t ■'as**-’ 1 ' 

Reference is made to your letter dated September 29, 


1981, 


In response to your request, on October 9, 1981, 

FBI personnel from the Techni cal sorvir:e>F. pjadLsion ^ 

countermeasures awean nf r oom 


——— - 1 The sweep consisted of a check of the 

radio frequency spectrum, a check of the telephones and telephone 
lines and a nondestructive physical search, 


Wo evidence of electronic eavesdropping or tampering 
of the telephones was detected at the time of the sweep. 



Sincerely ypurs, 

(5 


yp* 





William A, Bays© v 

Assistant Director FBI 
Technical Services Division 
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21r. D. Jerry Rubino, Director 
Security Programs Staff 
Justice Management Division (DOJ) 

William A. Bayse 
Assistant Director FBI 
JEpchnical Services Division 

COUNTERMEASURE S /MATTERS 


1 - Mr. Bayse 
1 - Mr. Witzel - 
1 - Mr. Killion 
1 - 
1 - 

11/27/SI 





In response to a verbal request by[ 


of your office, on November 4, 1981, FBI personnel conducted an 
electronic countermeasures security survey of a Lanier Model 103 
vMo Proble m Typewriter" word processor, serial number 352361, 


located in I 1 The survey 

consisted of a radio frequency spectrum sweep and a physical 
examination of the internal components of the equipment. No 
evidence of any electronic eavesdropping or tampering with the 
equipment was detected at the time of the survey. 

It was'determined prior to the survey, through ! 
laboratory tests conducted-by Honeywell, Incorporated, Annapoli 

Maryland...that the Lanier Model 103 "Ho Problem Typewriter’’ is a 

_ _hazard with a required perimeter control zone 

(FC2) of 200 feet. K) 

_ O'o S - 

Upon completion of the survey it was verified that the 
Lan ier Model 103 "No Problem Typewriter" did in fact parallel 
fche | | performed by Honeywell, Inc. There was no indi¬ 

cation that any of the compromising emanations detected were en¬ 
hanced to any degree. Our examination of the internal circuitry 
of the equipment did not reveal any visual abnormalities, however, a 
a complete examination would require a component-by-cdinponGht; analy- 
jsis by a factory engineer. $83 n 

It is recommended that if the Lanier Model 10 T'tfSo ^Pro'Slem 


Ty 

th 


is 


Lanier Moctei l o ;r w no ? i J r ohiem 

pewriter" is to be used to process National Security^Kiforraatlbn 
at it be provided a PCZ of 200 feet. This could be accomplished 
relocating the equipment internal to the buildin g. If relocation 


not feasible, then the procurement of 
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processor for National Security applications is recommended.' 
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The above information was provided orally 
] Justice Security Programs Staff, upon 
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Memorandum 





Ex«c AD Inv. - 

Exec AD LES_ 

Asst. Dir.; 

Adm. Serve. ——■ 
CrlmH.-lv_ 

Ident. —, 

Insp. —. ^ .- 


To 



Date 12/9/81 


From 




Bayse 


p 

Subjec y. COUNTERMEASURES MATTERS 



Intell. 
Lab. . 


Legal Coun. 

Oft. Con 9 . & b7C 

Public Aff._ 

Rec. Mgnt. — 

Tech. Serve. — 

Training 

Telephone Rm. — 

Director's Sec’y_ 


REFERENCE ; Your memorandum dated October 19, 1981, captioned 
"REQUEST FOR’AUDIO COUNTERMEASURES." 

PURPOSE: To report the r esults of a countermeasures sweep 

_ conducted of theT 


b7E 


DETAILS: On November 30, 1981, personnel of the Technical 

Services Division (TS D). Engineering Section, conducted 
a countermeasures sweep of your I_ 


The countermeasures sweep consisted of a check of the 
radio frequency spectrum, a check of the telephones, telephone 
lines and a nondestructive physical check. 

No evidence of. electronic eavesdropping or tampering 
with the telephones was detected at the time of-the sweep. 
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CLASSIFICATION: 

□ TOP SECRET 
a SECRET 

□ CONFIDENTIAL 
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FROM; 
SUBJECT; 


DIRECTOR, FBI 

(ATTN TECHNICAL SERVICES DIVISION, 
E, T, 

SAC, SPRINGFIELD (66-25) 

TECHNICAL MATTERS/COUNTERMEASURES - 


Re Springfield telephone call to the Bureau 12/10/81. 

The Bureau is requested to furnish the Springfield 
'Division one Scanlock kit so as to allow appropriate security checks 
to be conducted in Resident Agency space within the division. 

_ The Scanlock unit should be sent to the attention of 

SaI I FBI, 250 West Cherry Street, Room 350, 

Carbondale, Illinois 62901, arriving by 12/21/81, 

Upon, completion of usage, t]de unit will be returned to 

the Bureau, 


/ys//9/ 



(P- Bureau / 

1 - Springfield (66-25) 
\ / 

RVE/bbs / 

C3) - fY / 

^ © "Mil ""A / 

■ l, -| mk 
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Date_1 2/.1.4-/-8I 




DIRECTOR, FBI 

ATTN: TECHNICAL SERVICES DIVISION 
SAC, SAN JUAN (66-20) 

COUNTERMEASURES 



RE: San Juan airtel to the Bureau, dated 6/24/81, 
captioned "Countermeasures Matters;" and 
San Juan telephone call to Technical Services 
Division, Engineering Section, Signal Analysis 
Unit, 12/14/81. 



Referenced airtel and current inspection have 
demonstrated the need for countermeasure training to be afforded 
San Juan Technical Agents. Limit ed countermeasure and security 

(Technical 
Because 


measures are being provided by SA 

Coordinator) to headquarters and all RAs semiannually, 
of the political climate and terrorist activity in Puerto Rico 
semiannual inspections are felt to be the minimal acceptable 
with quarterly inspections advisable. At the present, no 
one within the San Juan Division has received countermeasur 
training. Countermeasures equipment assigned to San Juan 
consist of one Interad 7312, 10-500 MHz receiver. It is 
requested that the Bureau consider securing a slot for SA 



in the six week advanced countermeasures course and/or provide 
similar training at the Bureau and/or send headquarters personnel 
to Puerto Rico to provide the training. Upon completion of 
training, it is requested that the best available countermeasures 
equipment be assigned to the San Juan Division. The Bureau is 
requested to advise San Juan of its decision in this matter. 


$0 



ETCS SI 133t - 


Bureau 
San Juan 
(1 - 66-694) 
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-oat E | L2/31/81 

s 

Memphis (66-270) 



||NITED STATES GOVERNMENT 

memorandum 

> 


ECT = technical equipment 

COUNTERMEASURES 


TO = DIRECTOR, FBI 
ATTENT] 



TECHNICAL-SERVICES DIVISION, 
ENGINEERING SECTION, 
P.T.RC'TRONTC ANALYSTS UNIT 



Engineering Section is requested to supply the Memphis 
Division, on a permanent basis, with the’'following: 

One each Triplett 3400VOM modified with 
amplifier 

The above requested item is felt to be necessary in the 
Memphis Division in conducting countermeasures procedures on 
telephones in FBI facilities. 

The above requested item should be forwa rded to the _ 

Memphis Division, Attention: Technical Coordinator! 
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avings Bonds Regularly on the Payroll Savings Plan 


☆ GPO: 1979 0-28W87 P.0. 4304 
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SAC, S an Juan 

Attention: SA 


1/5/82 


Director/ FBI (80-805) 


COUNTERMEASURES MATTERS 


REFERENCE: San Juan Airtel dated 12/14/81 and BuTelcall 


i b\3 
l . aw 

1^/ !>• 




Ex«c AD Adm. _ 
Ex«c AD LE$ _ 
Asst. Dir.: 

Adm. Seivs.w. 
Ciim, Inv, 

(dent, 

Intell. ___ 
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Plon. & Insp. _ 
Roc, Mgnt' -— , 
Tech, Servs. 

Training - 

Public Affs. Qty 
Telephone R <& 
Director's SecW 

W 'JAR 


As was discussed during referenced telephone call, 
the Technical Services Division (TSD), Engineering Section 
(US), recognises the need for training of field technically- 
trained Agent personnel in counterraeasures and in providing 
the field with appropriate counterraeasures equipment. This 
Fiscal Year the ES has had two training in-services on Basic 
Countermeasures Techniques and in the U3o of the latest 
countermeasures equipment which is being added to the FBI 
inventories. Due to the lack of funds, the ES will be 
unable to sponsor any additional £ormai training in counter¬ 
measures this Fiscal Year; however, per your telephonic 
request, ES personnel can provide informal countermeasures (! 
training to your technically-trained Agents at San Juan in / 
conjunction with conducting countermeasures sweeps in your /!//- ‘ 
division* Informal counterraeasures training can also be r 
provided by ES personnel at FBIH9. The selection of loca-J, 
tion for countermeasures training is left to the discrotioir 
of San Juan. Upon the course of action elected by San Juan 
for the training, San Juan should direct a communication to 
F3IH0 for approval. 

The selection of attendees to the previous Basic 
Countermeasures In-Service Training was made based on the 
perceived needs of those field offices and FBIH0 efforts to 
implement regional countermeasures capabilities. _ 

".■5'-/ /7 

Regarding your request for advanced countermeasures 
training which is provided by another government agency in 
the Washington, D. C., metropolitan area, the' ES has been 
advised that there are no funds available at the present 
time for this type of training. For your information, the 

<as=iS3=:1 eS==S» 
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Letter to SAC, San Juan 
RE: COUNTERMEASURES MATTERS 


advanced countermeasures training is six weeks in duration 
and the agency providing the training does not have lodging 
facilities or public transportation, to and from their facility 
This requires attendees to be on per diem and arrange for 
their own transportation at an approximate cost of $3,900. 
Selection of Special Agents to attend this advanced training 
is made based an the Special Agent's formal training in 
electronic fundamentals, or experience as an electronic techni¬ 
cian, and on the needs of a particular field office. 

The ES's survey of field countermeasures equipment 
conducted in June, 1981, confirmed the need to supplement- 
and update countermeasures equipment available to the field. 
Every effort possible is being made to procure counter¬ 
measures equipment with the resources available and to 
make the equipment available to the field on a permanent 
basis. Presently> the ES has countermeasures equipment 
that can be made available to the field on a temporary 
basis provided the field office has personnel trained in 
the use of this equipment. 

Questions regarding this communication or relating 
to counterme asures matters sh ould be directed to the TSD, 
attention SA | I FBIHO, or by contacting him 

on extension 2700. 
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THIS IS TO CONFIRM REFERENCED TELEPHONE CALL- NEU YORK 
8 _IS TO CONDUCT EXTENSIVE COUNTERMEASURES SUEEPS. FULL 
_DETAILS REGARDING THE SUEEPS'UILL BE PROVIDED BY FBIH<3 " 
6 _ASSISTANT SECTION CHIEF RONALD UETHERINGTON• NY UILL CONTACT 
_SA UETHERINGTON AT NYC TELEPHONE NUMBER 212-a2P-aoaD ON 
4 _TUESDAYi JANUARY 12-. 1=332. DISCUSSIONS REGARDING THE SUEEPS ^ 
UILL NOT BE DONE TELEPHONICALLY • -06$ jm 


UPON COMPLETION OF THE COUNTERMEASURES SUEEPS-. NY UILL 


ADVISE THE TECHNICAL SERVICES DIVISION-. ENGINEERING SECTION 
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Memorandum 




Date 1/22/82 


A 


To ■■ Mr. Bayse. 


mom : R . w . Witzel J 

<?? V 

Subject : COUNTERMEASURES-MATTERS 


Reference Bureau letter to San Juan, dated 
January 5, 1982, and San Juan teletype dated 
January 12, 1982. 


PURPOSE ; To request authorization for ET |- 

and SA _ to travel to San Juan, 

Puerto Rico, to conduct’ countermeasures sweeps and provide 
countermeasures training to San Juan technically-trained 
agents. 


DETAILS: Referenced letter was in response to San Juan's 

request for countermeasures training by Engineering 
Section (ES) personnel for their technically-trained agents. 
San Juan requested the training in view of Puerto Rico's 
political climate and recent and continuing terrorist 
activities. Providing FBIHQ's approval, it was left at the 
discretion of San Juan for location of training. Referenced^ 
San Juan teletype requests that ES personnel travel to f < 
San Juan to provide countermeasures training and to conduct 
countermeasures sweeps at several locations. 1 A? 


Exec AD A^m._ 

Exsc AD Inv. __ 
Exec AD LES _ 
Asst. Dlr.j 

Adm. Servs. __ 
Crlm. Inv. .. , - 
I dent. — - 

Insp._ 

lnt.ll_ 

Lab. 

Legal Coun. M 
Off. Cong. & 
Public Affs. _ 
Roc. Mgnt. ___ 
Tech. Servo. M 
Training - — 
Telephone Rm. _ 
Director's Sec’y . 


j) 


To minimize the possibility of adversaries or unauthorized 
personnel from obtaining information as to the plans for counter¬ 
measures sweeps, all plans will be made upon arrival at San Juan. 

San Juan has been telephonically advised to obtain 
all FBI telephone lines appearances information. 


Attachment 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 -Mr. KilliQi 
1 “ [ 

$ET/vas (7) 


?0 


pOf-'/S 


lO JAN 28 1982 


61 FEB 9’82 


?((F 


FDI/DOJ 









Memo to Mr. Bayse from R. W. Witzel 
Re: COUNTERMEASURES MATTERS 


It is estimated that it will take seven (7) 
working days to support San Juan's request. 


An estimated cost for this trip is $600 for 
tr ansportati on and $2,400 per diem for ET| | and 


SA 


totaling $3,000. 


RECOMMENDATIONS: 

1 ) 


Ait 


That ET [" 

1 and 

SA f 

\ be 

authorized to travel 
Rico, in support of 

to San Juan, Puerto 
their request. 

APPROVED: 

Arim. Servs. 


lehnratorv 



1 egnl Ooun. 

Director 



Off. of Ceng, 
fi Public Affs. 

Exec. AD-Adm._ 

Ident. 


Reo.Mnnt. • _ 


Insoection 


Tech. Servs. & 

Exec. AD-LES 

Intell. 


Training 


2) That the attached teletype be sent. 




APPROVED: 

Adm. Servs. 

Laboratory 


1 egal Coun. 



Off. of Ceng. 

Director 


« Public Affs. 

Exec. AD-Adm. 

Ident. 

- Ren. Meat. 

Exec. AD-Inv. 

Inspection 

Tech. Servs. 

Exec. AD-LES _ 

Intell. 

Training 








jSJOliT 0122046* 

?i!R HI, 

DE S«J 

H I22tlW S3 **JAN; 


U'lmtUl 


FW SAN JUAN *1 $$*201 

TO DIRECTOR . <rWi»£> 

ATTENTION TECHNICAL SERVICES DIVISION 
BT 

UHCLAS 

COUNIERMEASUREBS MATTERS 

RE SAN JOAN'AIRTEL TO BUREAU DATED ; DECEMBER 14, ISfi, 


Exec. ADAdm. 
Exec. AD-lnv._ 
Exec. A01ES_ 
Asst. Oir.: 

Adm. Servs. 
Crim.lnv. _ 

Went_ 

Inspection _ 
tntelt_ 


laboratory 
Legal Coon.. 
Rec. Mgnt. 
Tccfi.'Sa:vs 
Training 
Git. of Ceng. 

& Public Ads.. 
Telephone Rrn. . 
Director's Scc’y. 

UvtXlMWMMMMM 



BUREAU LETTER TO SAM JUAN'DATED JANUARY!** '1582, ANN'BUREAU 
TELEPHONE CALLL TO SANiJOAN-ON JANAURY 12, 10*2. 

AS WAS DISCUSSED DURING REFERENCED TELEPHONE CALL, SAN JOAN 
IS REQUESTING THAT TECHNICAL SERVICES DIVISION XTSB> SEND 
BUREAU PERSONNEL TO SAN' J UAH'PREFERABLY^ DURING THE MONTH OF 
FEBRUARY, ISS2, FOR THE PURPOSE OF TRAINING OF FIELD TECHNICALLY 
TRAINED AGENT PERSONNEL IN CtUNTERMEASKlERS AND FOR ASSISTING 


ft) ' IfI 

ENCLOSURE. 






m til 



ART XC IfATED THAT THEAB0VEC0U8TERHEASUHE8 - SWEEPStflLL TAKE 
AFMtOXIWATELY ORE TO 08E A8D 08E HALF-WEEKS 19' ABBITIORTO 
ARY TIMESPEHTOS TRAIHIBQ.' SA8JUAB SHBUtiBEADVISEOAS 
S008 AS POSSIBLE OF ITIHERARIES SO THAT ACCOKWODATIOHS CAB BE 
SECOREDr 
BT 
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ocirz crtum _ 

Attention: GA 

Director, FBI (30-305) 


i/3/02' 


COUNTERMEASURES MATTERS 


gFERENCE: San Juan Airtel fated 12/14/31 and BUTelcall 

-Q- - * % ‘ 

.. *. A » was discussed during referenced telephone* call, 

«!) oss D ^ v J sion (? s£ » - Engineering section 

trfUcd SS f’ e n ?°? for training of field technically- 

Knf“2?fi^ 9t vr, per30I)ne f in - countermeasures and in providing 
tile rield with appropriate countermeasures equipment. This 

ConSir-,M C3r thG had tMO Gaining in-services on Basic 

Countermeasures Techniques and in the use of the latest 

countermeasures ‘Equipment which is being added to the" FBI 
inventories. Duo to the lack of funds, the ES will be 

measu?J°t2?S n r- *? y ; additional formal training in counter- 
uasuieu this Fiscal Tear; however, per your telephonic 

training fn personnel can provide informal countermeasures 
• t0 ‘-^okfcS-cally- tra ined Agents at San-Juan in 

divisio^^Tn^ C ? nductin9 countermeasures sweeps in your 
Xnformal countermeasures- training can also be 
tio^fni by -personnel at FBIHQ. The-selection of Icca- 
ti°n for countermeasures training is left to the discretion 
of san uuan. Upon the course of action elected by San Juan 

PBXHO fofccpS?h? an JUan Sh ° Uld air<iCt a =°««»nicatlo n .to 

~ , 4 . The SQlecfci Oh of attendees to the previous Basic - 
Countermeasures In-Service Training was made based on the 

needs °f 1:1x030 fiQld offices and FBIKO efforts to 
implement regional countermeasures capabilities. 

training y °Y? 5 e ? uest for advanced countermeasures 

f provided by another government agency in 

!? wk 9 J°!!u D * C,/ metropolitan area, the ES has been 
aavised that there are no funds available at the present 
time for this type of training. For your information, the 



1 - Mr, Uitzel 

1. - Mr. Kiilio, 

(S> \ 

ST/pjf 

(S) 


to- 

ENCLOSURE 











* 



H 


*• , ..*•»> * < - t- v‘> 

^.o ^/>.e, ri*M-» ctw*»y\ 

RE: COUimi^MEASU RES ? 1ATTERS 


t 


advanced.countermeasures traininq is six weeks in duration 
and the agencv r_oviding the traininq dees not have lodginq 
facilities or public transportation to and from their facility. 
This requires attendees to be on per cliem and arranqo for 
their own transportation at an n-r-'roximate cost of $3,900. 
Selection of Special Agents to «ecend this advanced traininq 
is made based on the Special Ao^«-»- , s formal training in 
electronic.fundamentals, or experience as an electronic Vv-hni- 

cian, and on the needs of a particular field office. 

» 

The ES's survey of field countermeasures equipment 
conducted in June, 1981, confirmed the need to supplement 
and update countermeasures equipment available to the field. 
Every effort possible is being made to procure counter¬ 
measures equipment with the resources available and to 
make the equipment available to the field on a permanent 
basis. Presently, the £S has countermeasures equipment 
that can be made available to the field on a temporary 
basis provided the field office has personnel trained in 
the use of this equipment. 

Questions regarding this communication or relating 
to counterme asures matters sho uld be.directed to the 7SD, 
attention SA \ ~1 FBIPIQ, or by contacting him 

on extension 2700. 


-p 
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4 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

PATE: /A/%^ 

TO: Sft C. AOS S 



/ ^ j£/do 4 r o3'£ < ^y 













r a- ' SA/ ■ z " 


- (WILED TTSPP 

I JAN 15 198Z 

•* * m -—~-i 


716335 
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rrtUL i wv uz. nu uuci l v w r 

COUNTERMEASURES EQUIPMENT • SA 


SHOULD TAKE WITH HIM THE 


COOKE TELEHONE ANALYZER AND THE NON-LINEAR JUNCTION 
DETECTOR. -C«C TT 



LOUISVILLE. Mg, 

UPON COMPLETION OF THE COUNTERMEASURES SWEEPS AND TRAINING-,, 

SA_ (JILL TAKE WITH HIM THE MICRO-TEL PR 7D0B RECEIVER 

SERIAL NUMBER E1S-, PROPERTY NUMBER 4LL1EB WHICH IS BEING 


ASSIGNED TO 


DIVISION ON A PERMANENT BASIS- 


’ LOUISVILLE WILL PROVIDE THE TECHNICAL SERVICES DIVISION 
•CTSDJi ENGINEERING SECTION -CESI-, WITH THE NAMES OF THE 
TECHNICALLY-TRAINED AGENTS THAT RECEIVE THE INSTRUCTIONS IN THE 
USE OF THE COUNTERMEASURES EQUIPMENT - THE TRAINING BEING 
PROVIDED TO ALL LOUISVILLE TECHNICALLY-TRAINED AGENTS WILL BE INI 
LIEU OF THE FORMAL COUNTERMEASURES TRAINING THAT THE TSD-, ES-, 
PROVIDES AT (3UANTICO. DUE TO THE LACK OF FUNDS-, THE ES DOES NOT 
EXPECT TO BE ABLE TO PROVIDE ANY FORMAL COUNTERMEASURES TRAINING 
AT (2UANTICO THIS FISCAL YEAR. CUJ 

LOUISVILLE IS REQUESTED TO MAKE LODGING RESERVATIONS FOR 


AND SA 


FOR FOUR -C4} NIGHTS. CU> 
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: Director, FBI (80-805) Date 

Attention: Technical Services Division 


AC, LOS ANGELES (66-119) 



Subject :(J 


COUNTERMEASURES MATTERS 


8/20/81 
, SA | 



LOS ANGELES has the following countermeasures 

equipment: 

Kaiser security kit, model 1040, serial number 

6. 


Scanlock receiver, model MK V, serial number 

78/099. 

Triplett V-O-M and tone generator, model 3400 
(modified), serial number 403384. - 

Interad receiver, model 7312R, serial number -728. 

All of the above itemized equipment is in good 
working order and is utilized on a weekly basis. 


i 

0 £3>VmjREAU ' 

(1) LOS ANGELES 

WHS/me 

(4) 



FBI/DOJ 









I JAB 2 0 1982 


7-664Rev. 3-9-78) 




Killion 


SAC, Memphis (66-270) 


Director, FBI (80-805) 


TECHNICAL EQUIPMENT 
TRIPLETT 3400 V-O-M MODIFIED 

ReurLetter dated 12/31/81 

Q>. ^ 


2 - Technical Services Div 

1 - Invtry Rm 1835 „ , 

1 - Eng Invtry Mgt Fhh 1B016 
2 - Laboratory Div 1* > 

1 - Lab Invtry Mgt-Rm 1B239 
1 - Sect Invtry Rm 3456 

1/21/82 


| | Equipment listed below has been received. After repairs have been made it will be 
returned to your office. 

| | Equipment listed below has been repaired and is being returned to your office. 

[3 Equipment listed below is being shipped to your office for (3 permanent 
| | temporary assignment. Appropriate inventory changes should be made. 

gjr) Your request for equipment listed below has been placed on record and 
CD will be considered qg will b 

sent; to your Division when Available. 
The item(s) □ has Q has not C3 have □ ha Y e not '- been P ut on automated 
inventory. 

The item(s) (3 does (3 does not; l"'l do (3 do n °t; have a label affixed. 

E3 1 each. Triplett 3400 V-O-M Modified 
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DEO001 0291713 
PP HQ 
DE DE 

P 291713Z JAN/82 
FM DETROIT 066-4 01) 

TO DIRECTOR/ (PRIORITY) 


^ * * 


tel 

cSJMSI V 7 jg 

C wV-'rJ -/(> •>: A U 

‘ •‘—trCS Til?,* JM 


a 


3> 




SExsc. AO Adni., 

lExfiC. AWtM— 


1 


Exoc. AC-LES—-1 

§Asst Or- 
AisvScns. 
tarn. lav. _ 
teet- 

(nspsciton _ 

insa.- 


VH 


0 


UNCLAS E F T 0 

ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 
SECTION, 


L2ittate!y — 
Lsyj} — 
— 

Tww.Cws. - 

TraMng -- 

Cite* Ceng. 

&PubT!cAJ5s._ 
Tete^Jjy.sRsi- . 
Directed SjcV ■ 


OUNTERMEASURE MATTER, 00: DETROIT 
RE DETROIT TELEPHONE CALL OF SA 

SA ~ 



1E04S 0 $1 2 /'s i . / 


TO 


JANUARY 27, 1982. 


IT IS REQUESTED THAT SA I I BE TELEPHONICALLY 

NOTIFIED BY BUREAU, EXTENSION 2700, UPON RECEIPT OF 
THIS TELETYPE. 





FOR INFORMATION OF THE BUREAU, THE SAC, DETROIT, HAS 
SCHEDULED A COMPLETE COUNTERMEASURE SURVEY TO BE CONDUCTED 
FOR 




ON FEBRUARY 6-7, QOIWM 




}l> 







y hEB 8 19 82 


74 FEB 1 t 


<{/' •« 


















page two de 66-401 unclas e f t 0 

TO ACCOMPLISH THE ABOVE, DETROIT IS REQUESTING THE 
ASSISTANCE OF ONE SPECIAL AGENT FAMILIAR WITH ABOVE SURVEY 
PROCEDURE. DETROIT FURTHER REQUESTS ONE Cl) TELEPHONE 
ANALYZER A® ONE Cl) MR700 RECEIVER. 

COMMUNICATIONS REGARDING THIS MATTER SHOULD BE DIRECTED 
TO SA I DETROIT DIVISION. 
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COMMUNICATION MESSAGE FORM 


CLASSIFICATION 
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PRIORITY 


SFOmiEPP CG DE33DE M HOOm SHjEVCIEP 0M1L35Z JAN 82 
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h> START HERE _ 

FM DIRECTOR RBI' -CaD-aDSI 

TO FBI DETROIT* -Ctt-MOl* PRIORITY 

FBI CHICAGO PRIORITY 

ATTN: SUPERVISOR ’ 


I COUNTERMEASURES NATTERS 

REFERENCE DETROIT TELETYPE DATED JANUARY 2T-,' 1182-1 AND 
BUREAU TELEPHONE CALL TO CHICAGO SUPERVISOR ! 

JANUARY 27-, 1*132. -CUI 

FOR THE INFORMATION OF CHICAGO-, DETROIT’S REFERENCED 
JELETYPE REQUESTS COUNTERMEASURES EQUIPMENT AND TECHNICAL 
PERSONNEL TO ASSIST IN A COUNTERMEASURES SWEEP TO BE CONDUCTED 
ON FEBRUARY L - ?-, 1132-, IN DETROIT- $£> 7/ 


CHICAGO’S SA 


IS TO TRAVEL TO DETROIT AND 


2 JAKE ALL APPROPRIATE COUNTERMEASURES EQUIPMENT TO ASSIST IN 
THEIR REQUEST. T - _ 


DO NOT TYPE MESSAGE BELOW THIS LINE 


|APPRQVE P^^ 

1 - MR. BAYSE 
1 - MR. UITZEL 
1 - MR. KILLION 

1 -I 


DRAFTED BY . 

ET:JMH 


-If i I 


DATE 

2/3/82 


74 FEBl 1 ?' 982 


FECiERAL"DURtAU Or INVESTIGATION 
COMMUNICATIONS CENTER 

FEB 51982 - 


Troom tele ext. 

1B0S3/8 2700 


to' 


17 8 19 
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UPON COMPLETION-. DETROIT WILL ADVISE FBIH(3 OF THE RESULTS 


20 

13 

16 

14 

12 

10 _ 

8 _ 

6 _ 


J^OF THE COUNTERMEASURES SWEEP- n 

HffcA£S4£I££ AND EXTENDED BY Bn REASON FOR EXTENSION FCIM-. 
II-. 1-2 4-2-. DATE OF DECLASSIFICATION,B/3/2002- 
BT 


,0) Vy* 


n* 



i 


fbi/doj 


DO (J-3T TYPE PAST THIS HNS 




NOTE: SA ,_ . 

CONTACTED CHICA GO SUPERVISOR 
TO CHICAGO’S SA 


E NGINEERING SECTI ON TELEPHONICALLY 






? 


WITH RESPECT 


jTRAVELING TO DETROIT TO ASSIST 


WITH DETROIT'S REQUEST FOR EQUIPMENT AND TECHNICAL ASSISTANCE 
IN CONDUCTING A COUNTERMEASURES SWEEP- 


b6 

b7C 






□ □□ 


FD-36 <Rev. 5-22-78) 


TRANSMIT VIA: 
Teletype 
Facsimile 
AIRTEL 


PRECEDENCE: 
I I Immediate 
I I Priority 
D Routine 



CLASSIFICATION: 
D TOP SECRET 
O SECRET 
□ CONFIDENTIAL 
a UNCLAS E F T 0 
O UNCLAS 

Date iV4/81_ 


DIRECTOR, FBI (ATTN: TECHNICAL SERVICES DIVIi 

ENGINEERING SECTION, SA 


FROM: 


SAC, ST. LOUIS (66-477) 



COUNTERMEASURES\MATTERS 


St. Louis r equests a Dektor telephone analyzer for 
familiarization by TC | | 

The analyzer will be returned after familiarization 


l i 

2^. Bureau / 
1- St. Louis 
BA J: cw 






\A 




v / y/ /-r<A ©O 

vwv9 < 




not recorded 

5 MOV 6 £2! 


Cl"* - J _ xj. * 



Approved: _j 


Transmitted_ Per. l .... - 

(Number) (Time) 

*U.S. GOVERNMENT PRINTING OFFICE: 1980-305-750/5402 
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AT0004 0252030Z 
RR HQ 
DE AT 


(; kkgAiyEO 
TELETYPE UNIT 

5 J&h 82 20 ‘I 5 ; 

i 

FED»’,H/.3UREAU 
OF IMvTi*T!OATiQH 


R 252030Z JAN 82 
FM ATLANTA <66-2136 CP) 
TO DIRECTOR, FBI' ROUTINE 


BT 

UNCLAS 

ATTN: 



services Division 


ELECTRONIC ANALYSIS SECTION, TECHNICAL 


0 


TECHNICAL MATTER - COUNTERMEASURES 

/ i 

RE.'FBI HQ TELEPHONE CALL TO ATLANTA, JANUARY 22, QOIWM 


FOR INFORMATION OF HQ, 


ATLANTA, 


GEORGIA, HAD ADVISED THAT THE NSA CONFERENCE, TENTATIVELY 
SCHEDULED FOR JANUARY 2 8, -efirffc&N HAD CANCELLED DUE TO BUDGETARY 
CONSTRAINTS. THEREFORE NO ACTION IS BEING TAKEN BY ATLANTA AT 
rKISTIME. 

INDICATED THAT THE ABOVE CONFERENCE MAY BE' 




SCHEDULED FOR SOME DATE IN MARCH, QOIWM 
BT 


« 

10 FED IS ® A 


i\0 


i‘ : ‘ \ 


V ' |P 
MAR 1 1982 


*< t{ \ 


i ' 
















'^HN0S44 0411033 

i 


7/6 









Exec. AD-Adm. 5 

Excc. ADtnv_ 

Em. gates_ 


Asst. ft:.: 
^dm. Ssfvs. 


CtKi(.o»c ■ 

Ido';;.__ 

tn$pe£3*.t , 
Intell_ 


Laboratory. 
Legal Court.. 
Rec. Mgnt 
Tech.'Serv: 

Training_ 

Oil. ol Cong. 

& Public Alls. 
Telephone Rm. 
Director - ? $ec\ 


AS THE BUREAU IS AWARE, THE HONOLULU OFFICE IS EXPANDING 
INTO NEW OFFICE SPACE WHICH WILL BE UTILIZED PRIMARILY BY EXPANDED 
FCI SQUAD. THIS NEW SPACE WILL NEED TO BE ELECTRONICALLY SWEPT. 

TO DETERMINE THAT NO BUGGING DEVICES ARE PRESENT. ADDITIONAL 
IT HAS BEEN OVER TWO YEARS SINCE THE EXISTING OFFICE SPACE HA 
BEEN SWEPT AND THAT SPACE ALSO SHOULD BE ELECTRONICALLY SWEPT. 



















PAGE TWO DE H{tf 66-301 UNCLAS E F T 0 

SWEEPING NOR DOES IT HAVE ANY AGENTS WITH EXPERTISE IN THIS 
TECHNIQUE, THEREFORE, IT IS REQUESTED THAT TECHNICALLY TRAINED 
AGENTS FROM FBI HQ COME TO HONOLULU AND PERFORM SUCH A SWEEP. 

ALSO IT IS REQUESTED THAT DURING THEIR STAY IN HONOLULU, TRAINING 
BE GIVEN TO HONOLULU TECHNICAL COORDINATOR IN THE USE OF THE 
SWEEPING DEVICES. 

IT IS ANTICIPATED THAT THE NEW OFFICE SPACE WILL BE FINISHED 
DURING THE LAST WEEK OF FEBRUARY, 1'982 AND THAT HONOLULU WILL 
REQUEST THE SWEEP BE MADE IN EARLY MARCH, 1982. 

BT 


NNNN 
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CLASSIFICATION _ 
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PRIORITY 



$F0jL4ffPP~SDiEDE H(3 HDOMM SHSVCSP 031531Z JAN 52 


Ti> START HERE 

rv- - 

FM DIRECTOR FBI- 


TO FBI SAN DIEGO PRIORITY 


ATTN: SA[ 






lOL 


COUN TERMEASURES TRAINXMG—~~ 

REFERENCE BUREAU TELEPHONE CALLS TO SAN DIEGO JANUARY 26 
AND FEBRUARY 1-. 1=162. -CUl 
SA 


HAS BEEN RESCHEDULED TO ATTEND THE 


8[ _INTERAGENCY TRAINING CENTER CITOn 10S3D RIVERVIEU ROAD-. FORT 
WASHINGTON-. MARYLAND 20744-. FOR TECHNICAL SECURITY COUNTER¬ 
MEASURES CTSCM3- AGENTS COURSE NUMBER ITC 22-lb FROM FEBRUARY 

|_to march 2b-.. na^. ITi 

I SHOULD REPORT TO THE ITC BY =1 A-M-i ON FEBRUAf 


4L 


SA 


lb-, n62n AND HAVE APPROPRIATE IDENTIFICATION. -CU1 
2 [_ THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS 
AT THE ITC. DUE TO THE ITC'S LOCATION AND LACK OF ANY PUBLIC 
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NOTE: ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
COUNTERMEASURES TRAINED AGENTS WILL BE AVAILABLE IN THE FIELD 
TO ADEQUATELY SUPPORT COUNTERMEASURES WORK* -CU> 


THERE IS NO TUITION INVOLVED AND THE COST HILL BE 
APPROXIMATELY $3,150 PER DIEM, $300 TRAV EL AND $^00 FOR RE NTAL 
CAR. ABOVE HAS BEEN COORDINATED UITH SA 

ADMINISTRATIVE SERVICES DIVISION, ON 2/1/52. -CU> ' 
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SAG, Norfolk (66-946) 
Director, FBI (30-805) 
^^^TSRlSAStmBS) NATTERS 


3/8/32 


Reference 
and Butclcall to SA 



: nirtel dated February 10, 1932; 
on February 18, 1932. (0) 


Technical Se rvices Division (TS P), personnel, 
Electronics Tech nician ! I end Special Agent 

| hd.ll arrive in Williamsburg Virginia, on 

Sunday morning, Karch 14, 1982, to provide technical 
assistance and personnel for duration, of the SAC ’ s Annual 
Conference. X6)C jj 

SAl I in Norfolk, should ensure access to 

the Williamsburg Resident Agency vault so that classified 
equipment can be stored at the end of each working day 
during the SAC * s Conference. (0) y , y ( 
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Date of Review for Declassification 
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DATE: 2/11/82 


: DIRECTOR, FBI (80-805) • 

(ATTN: TECHNICAL SERVICES DIVISION'; SA- 


FROM , j/lMblC , NEW YORK '(66-8831-SUB H) SPECIAL OPERATIONS-1 


SUBJECT:TO UNTERMEASURES MATTERS 

... .'*“** ““ * ' -• „ 

ReButei to New York, dated January 7, 1982. 

On 1/14/82,’ New York Countermeasures team met with FBIHQ 
Assistant Section Chief RONALD WETHERINGTON to discuss areas to 
be examined. • 

On same date, seven (7) offices were examined for Radio 
Frequency' (RF) transmissions emanating from within-, and telephone 
line devices, and in addition, physical searches were conducted. 
Specific details re this matter are maintained on file in New 
York under Countermeasures Matters. , 

Nothing v/as found indicating any eavesdropping devices 
either having been installed in the past, or presently installed. 

In closing, though nothing was found to indicate a 
Countermeasures attack at any of the seven-(7) locations, all /( 
parties concerned were advised to exercise,extreme caution, when' y 
discussing matters of a. sensitive nature for no location or.. / £/ 
vehicle can ever be assumed free from the various Countermeasures'- 
hazards which are known to exist. It is also noted that those 
individuals, concerned with this ever present problem, were 
further advised, in terms of additional security, to select . 
randomly, when possible, conference rooms or offices other than 
those examined, and preferably, making those selections only . 

minutes before a meeting was. scheduled to occBTi oA ^ / if/ u 



,%A 




Cv - Bureaul^ 
(1 - Attn: 
1 - New York 
PSD:baf 
(5) 


/Ci2css4=£±gcr and Extended by 8520 
Reason for FCIM II, 1-2.4.2 2 & 3 
Date of Review for Declassification 
2 / 8/2002 


Technical Services Division; 





20 FEB 12 i§§2 
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SAC, Richmond (66-135) 


Director, FBI (80-005) 
OUHTK RUE ASURB Sh lATTER. 


3/10/82 


Reference Richmond airtel dated 
February 18 . 1082: and Bure au telephone call to 
Richmond SA l I on March 1, 1982. 

The Technical Services Division (TSD) is 
in the process of modifying several Triplett Model 
3400 volt-ohm-meters (V-O-M) by incorporating an 
audio amplifier. At the present, the modification 
of these meters has been delayed due to the unavail¬ 
ability of some components for the amplifier. ‘It is 
anticipated that these components will be available 
in the near future, at which time the meters will 
he modified and deployed to selected field offices. 


b6 

b7C 



This modified V-O-M is used in measuring 
telephone pair parameters while at the same time it 
monitors the lines for the presence of any audio 
during a countermeasures sweep. The monitoring of 
telephone lines for audio can be accomplished by 
using the audio amplifier of the Kaiser Kit Model 
1040. — 
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Training — T - M 
Public Alfs. Off-, 
Telephone Rm, _ 
Tirector's Sec'y - 




3/15/82 


SAC, Louisville 


Director, FBI (80-805) 


MATTERS 


Reference Louisville teletype dated 
December 23, 1981? and Bureau teletype dated 
January 15, 1982. 

In accordance with your request, on 
January 25, 1982; Tech nical Services Divi sion (TSD), 

Electronics Technician!_I traveled 

to Louisville, Kentucky", to provide countermeasures 
training to Louisville Technically-Trained Agents (TTAs) 
and to conduct countermeasures sweeps at several locations 
in the Louisville Division. As was stated in referenced 
Bureau teletype, the training provided to your TTAs was 
in lieu of any other training in countermeasures that 
TSD normally provides at the FBI Academy, Quantico, 
Virginia. Louisville TTAs received the type of counter- , 
measures training that is afforded attendees at FBI 
Academy, Quantico. SAl~ | i< 

| | received training m counter- « 

measures techniques as well as in the proper use of '■ 

the current countermeasures equipment used by the Bureau, 
which includes radio frequency receivers, non-linear 
junction detectors, telephone analyzers and a modified 
volt-ohm-meter/amplifier. ^ <?n K _ 


V j 


J 0-tfo5 — £j 

;t ed o f the_/ // 



The countermeasures sweeps consisted of a 
radio frequency spectrum check, a check of the telephones, 
telephone lines and a nondestructive physical search. 


} wz- 


1 - SAC, Chicago 

Attention: Supervisor 


1 - Mr, Bayse 
1 - Hr. Witzel 
1 - Mr. Killion 


ROOM EJ 


Ulllf 
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^eo W --- 

Inspectio n- 
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. laborafoi v— r 
LegaJ Coun.— 
Off. of Cong. 

& Public Affs._ 

■ Rec. Klgnt. _ 

Tecfi. Se'lvs.^ 
'Training __ 


MAR 2 $1932 










Letter to SAC/ Louisville 
RE: COUNTERMEASURES MATTERS 


No evidence of any clandestine listening devices or 
tampering with the telephones was found at the time 
of the sweeps. 

Any questions concerni ng countermeasures 
matters are to be directed to SaT 
FBIHQ, TSD/ Extension 2700. 
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3/11/82 


TO; DIRECTOR, FBI _ 

ATTN; I 

ENGINEERING SECTION, TECHNICAL SERVICES 

FROM; SAC, MILWAUKEE (66-1019) 

SUBJECT; OFFICE SECURITY 

MILWAUKEE DIVISION 


Re Chicago airtol to Director, 11/3/81, captioned,[ 

ET AL, FCI—PO. M 


Inasmuch as[ 


did the electrical work in the Photo 
remodeling project in this office, it is requested that 
Countermeasures survey be performed in the Milwaukee office. 


Please contact Technical Coordinator 


Milwaukee. 


(3 - Bureau (AM) 

2 - Milvzaukee 

(1 - 66-1019) 
(1 - 66-196) 
MEWsEF 
(5) 
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SAC/ Albuquerque 

Attentions SA Gerald B. Brown 


4/6/82 


Director, FBI (80—805) 


TECHNICAL EQUIPMENT 


z: 


.CASE 

Yl ni£L A -r ■ 


Reference Albuquerque Better dated March 12, 1982* 


[~1 Equipment listed below has been received. After repairs have been made it will be 
returned to your office. 


I I Equipment listed below has been repaired and is being returned to your office. 


Equipment listed below is being shipped to your office for gp permanent 
I I temporary assignment. Appropriate inventory changes should be made. 


f~l Your request for equipment listed below has been placed on record and 
1 I will be considered Q will be ordered when funds are available. 


The item(s) Q has Q has not; Q have Q have not; been put on automated 
inventory. 


The item(s) Q does Q does not; Q do Qdo not; have a label affixed. 

• 1 each Zero Case 

USH m 529417 


2 - Technical Services Di\? 

1 - Invtry Rm 1835 
1 - Eng Invtry Mgt Rm 1B016 
2 - Laboratory Div 

1 - Lab Invtry Mgt Rm 1B239 
1 - Sect Invtry Rm 3456 jl 


7 
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3?his zero Case is to be used to carry the Scanloclc Receiver* 
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OUNTERMEASURES MATTERS 


Reference Bureau teletype dated January 22, 1982; 
and San Juan airtel dated March 6, 1975. (U) 

On February 1, 1982, personnel from the Technical 
Services Division (TSD), Engineering Section (ES), arrived 
in San Juan in response to your request for countermeasures 
training of San Juan's Technically-Trained Agents and to 
provide technical assistance and equipment to conduct counter^: 
measures surveys at several locations in your division. (Jpr\~ 

_Oil. February 2 and 3, 1982, San Juan SA I I 

was provided trai ning on the us e of the Bureau's 
countermeasures equipment. SA | ~1 assisted on all 

countermeas ures surveys cond ucted^ jin>ther«San Juan Division. 

San Juan SA | j adlj/i hefl! >hWwas not to receiv e any 

training per orders of San'^uap j^ ~~~~ ~ r j ^* J ) 

On February 4, 1982), a 'cou^tenfE^sures fcmiT survey 
was conducted of the Roosevelt Roads Resident Agency (RA). No 
evidence of any electronic eavesdropping was detected at the 
time of the survey. During the initial phase of the survey, it 
was noted that the door to the inner office, equipped with 
an alarm system, was open, unalarmed, and the key was 
left in the lock cylinder. The SRA was on vacation at 
the time the survey was being conducted. Although this was 
not a physical security inspection of the RA, it is good 
countermeasures practice to secure all office space to prevent 
easy access to unauthorized personnel. It is incumbent 
upon the SRA to provide the maximum security possibl e to_ the 
RA office space. (38} - »***“ 

1 J 7 APR 2 1982 

_£rinting and Space .Manageme nt /Se ati on^s 41abor3toiv_ 

1 - I t Crirn few. _ legal Court. _ 

‘_ Toff ice of Inspections*_\« 0 JpJ b w\ffs 

« (For Information Only),o-Aa.T>:_ttc.n n-. c . Mgnt. 

1 — Mr » Bayse Gx;n ' '* ‘ fos'oQCtjtr n • j Toch, Servo. 

. Intel!_ 
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Letter to SAC, San Juan. 

RB; COUNTERMEASURES HESTERS 


A cm survey was conducted at the Gan Juan Field 
Office on February 4, 5, and 10/ 1902, Ho evidence of any 
electronic eavesdropping dr of any tampering with the 
telephones or telphone lines vac detected at the time of 
•the survey» (B$ 


* In referenced March 6, 1975 airtel/ your office 
proposed to have two cables with 200 pairs total brought 
directly fron the Telephone Company central office to the 
FBI space with no other multiple appearances* However, in 
tracing all telephone lines leaving the FBI space, it was 
noted that most of the FBI telephone lines appeared in 
three wire closets located throughout the 5th floor and in 
the basement of the Federal Building. Despite the fact that 
all telephone wire closets and the 'door to the basement were 
found to be locked, this safeguard measure provides minimum 
security to these areasp^^jyaj^^-^piephone lines* 


(U) 

On February 3, 1982, a cm survey was conducted 
at the St* Thomas, Virgin Islands, Resident Agency. YThile 
conducting a physcial trace of all wires in the ceiling of 
the RA's office space, it was found that the alarm system 
had been disconnected* TSD personnel were advised that 
the alarm unit was disconnected in February, 1981, and 
sent to the San Juan Field Office for repairs. SA 
Hof the St. Thoma 


_ RA advised that the alarm system 

was disconnected prior to her assignment to the RA and 
that she was unaware as to the status of the alarm unit. 
The countermeasures survey .determined no evidence of 
clandestine listening devices or telephone tampering and 
nothing'additional of a security-related nature other 
than the natter described above was noted. $0) ?T 


On February 9, 1982, a cm survey was conducted at 
the Mayagues Resident Agency* The office space was not' , 
alarmed* This office has a wall which is common with a law 
office* The trail construction of one room is of ”2 X 4*’ 
lumber and sheatrock* The accoustics between the offices 
is such that conversations in the law offices can easily 
be overheard and it is, therefore, likely that conversations 
in the RA space can be overheard in the law office* The 
RA’s two telephone lines were traced to a point in the 
trail where it appeared that the telephone lines went through 
tlie wall and into the law office space* Ho. determination 
could be made of the appearances of the two telephone 
lines without having access to the adjoining office space. 



<2JOl 
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Letter to SAC, San Juan 
EEs COUNTER! IBASUR3S HATTERS 

’ _ Also, upon your request, on February 10, 1982J 

I Four type 

564 telephones using Northern Telcon speakers were found to 
be passing audi o on-hook whpm -hnl nnhrmr* 1 i r>r> r>-> rflrim 

were depressed.! __l-ras 

advised of this find and on the corrective measures to this 
problem. TT 

All countermeasures surveys conducted consisted 
of a radio frequency spectrum check, a check of the 
telephones and telephone lines and a nondestructive 
physical search, (u) 

TSD personnel were unable to check all appearances 
of the telephones as the line appearance information, which 
was requested prior to the surveys, was not available for any 
of the telephone lines checked in the San Juan Division. (U) 

The follow 7inCTrecommendaMcns are being made: 

1. Obtain^alarlxnea|^^c^ance information for 
all telephone numbers subscribed to by San Juan Office, 

RAs included, and maintain in a file; updating them as 
appropriate. (U) 

2. Conduct a physical tracing of all wires 
from all telephone instruments in the San Juan Office and 
Resident Agencies (RAs) to the last appearance before the 
Telephone Company central office, recording and correcting 
any abnormalities. (U) 

3. Obtain a cost estimate from the Telephone 

Company for dedicated telephone service for the San Juan 
Office as was proposed on referenced airtel. Submit for 
approval to FBIEQ, Attention: Technical Services Division, 
Operations Management Section, Unit Chief | (U) 


4. Obtain and install necessary alarm equipment 

for the Uayaguez RA. •• 

5. Repair and install, the alarm system in the 

St. Thomas RA. „ 


CONTINUED - OV1 UR 
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Letter to SAC, San Juan 
RE: COUNTERMEASURES MATTERS 


# 6. That San Juan submit the name of a Special Agent 
to be trained in audio countermeasures by PBIHQ, Technical 
Services Division. It is desirable that the Agent is fluent 
in the local dialect of the Spanish language. Audio counter¬ 
measures depend upon being able to correlate demodulated 
audio with room activity; therefore, language abilitv is a 
requirement. (U) 


San Juan is requested to advise FBIHQ, Att entic 
Technical Services Division, Engineering Section, SA 

_by June 1, 1982, of the course of action taken 

concerning the above recommendations. (U) 
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Memorandum 






To : Mr. Bayse 




Date • 4/9/82 


l i±zel 


subject ^“countermeasures/matters 




Ex*c AD Adm. . 
Exec AD Inv. _ 
^ftec AD LES . 
Asst, Dir.: 

Adm. Servs. - 
y^Crim. Inv. —- 


Irttell. -- 

Lob_ 

Logoi Coun. _ 
Off. Cong. & 
Public Affs. - 
Rec. Mgnt. ___ 
Tech. Servs. _ 
Training - 
Telephone Rm. _ 
Director's Sec'y . 


PURPOSE: To report the results of a contemporaneous monitoring 

of the radio frequency spectrum in the JEH Building, 

Room 7145, on March 23, 1982. 

DETAILS : At your request, a contemporaneous monitoring of the 

radio frequency spectrum from 3 KHz to 2 GHz was 
conducted in Room 7145 of the JEH Building. No evidence of 
any electronic eavesdropping was detected during the search. 

However, a relatively high-level local oscillator radiation 
from a radio tuned.to 99.5 MHz was discovered. 

As you may recall, you and I 1 were advised *>6 

of this condition. No attempt was made on this date to determine^* 370 
the location of the radio(s) radiating the high-level signals\ 

On April 1, 1982, a follow-up examination of the FU? ( . Z' J 
spectrum was conducted in an attempt to locate the source off vK / 
the above-mentioned radiation. v / /V / 

The source of‘the radiation was determined to be 
Panasonic portable radio located in Room 7159, JEH Building. 

A similar radio located in Room 7145 was also determined to be s 

radiating at approximately the same level. Both radios were 
checked in an effort to determine if room audio was detectable 
using a Micro-Tel PR 700 countermeasures receiver. No room 
audio was detected using above counterm^gii^^^^ ^eiv er > 

A third source of high-level local oscillator radiation 
discovered was a Panasonic table radio. Model Number RKU151B, 

GPN 412679, which is located in your office behind your desk. As 
was demonstrated to you on 4/1/82, the signal from .this* r,adio -was* 
found to contain intelligible room audio, i.e. the radio was 
determined to be microphonic. • ppg 

No other source of high-level radiation w as_fo undeb.eslide's 
the above-described signals. ^ ... 

RECOMMENDATION : That the radio in your office be subjected to 

additional examination in an effort to further 
identify the local oscillator radiation problem. 


rp6 

23SEP30 


1 - Mr. Bayse 
1 - Mr. Witzel 

1 - Jt r. Killjon 
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DIRECTOR, FBI C80-805) 

Attention: Technical Services Division 
Engineering Section 
SAC, SAN JUAN (.1-45) 


TECHNICAL TRAINING 
4/19 - 5/7/82; . 

0 COUNTE RMEASURES! TRAINING 


ReButel, captioned as above, 4/6/82; 

Telcal of SAC Bernardo M. Pgr ez to 

Bu Supervi sors _and^ 

~| TSD; Bulet, 4/2/82. 

SA | has been designated 

by FBIHQ to attend Technical Training 4/19-5/7/82 at 
FBI Academy, Quantico. It is requested that Countermeasures 
Training be furnished to SA Ju pon termination of 

the above course. r7 Q O' $T -~-~ 


^ noTrecoROEC 

7 MW 14 ^ 




isl> 


(3- Bureau 1 
San Juan 
BMP:cmj 
(.5) 
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•IRECTOR, FBI • ,j0 CY' 

Date 3/12/82 


_ 

Attn,: TSD, Sup.| | 

\ 

b6 

JjS' 

" Room 1B053 TL 253 

t 

H, ' 

b7C 

V" 

SAC, ALBUQUERQUE (66F-44) 

4-' 


Subject : 

TECHNICAL MATTERS 

1 



ALBUQUERQUE DIVISff 


In order to safeguard the ScanTdck receiver 
assigned to Albuquerque, it is requested the Bureau furnish 
Albuquerque with a Zero case, in which to carry the Scanlock. 
Also, it is requested FBIHQ furnish Albuquerque with a filter 
to attenuate the FM band. 


(2^ Bureau 
1- Albuquerque 
GBB 
(3) 
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□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 
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natp 4/15/82 




DIRECTOR, FBI ^ 

(ATTN: TECHNICAL SERVICES DIVISION. ENGINEE RING 

SECTION, SUPERVISOR ! ~| 

SAC, CHICAGO (66-4770) (SQUAD 10) 


COUNTE RMEASURES(MATTERS 


All contents of this airtel are considered 
unless otherwise noted. 


3/26/82. 


Re Bureau teletype to Chicago and Milwaukee, 

M ,m 


_ On 4/14/82, Chicago Technical Special Agents 

(SAs) | I conducted 

a countermeasures sweep of two (2) photo rooms at the 
Milwaukee Field Office. Sweep was conduced due to the 
recent renovation of the photo lab and its close proximity 
to the Milwaukee Code Room. (B) 1TT1 

A (U) 

The following countermeasure steps were taken: £&£ 

A full radio frequency spread spectrum analysis 
was conducted. Telephone(s) on/off hook checks were made 
and all other field office main feeder pairs and house pairs 
were checked for foreign wires and/or taps. A non-linear 
detector examination was also made of the entire photo lab 
area. Further checks were made of the AC lines and all 


(g)- Bureau —"\ 

1 - Milwaukee (66-1019)_^ 


(Attn: SA 

2 - Chicago - 

1 - 66-699 Sub D 
JWS/mtd 
(5) ^ * 


' 'A 
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\ v%a 5? s 

s? tO'O 


Approved: _ 

7 8 MAY 1 2 1982 


Cla-sslTlerl and Extended by 1148 

Reasons for Extension FCIM. II. 1-2.4.2 QkV 

Date of Review for Declassification 4/15/02 


Transmitted __Per 

(Number) (Time) 1/ APR 21 













CG 66-4770 


electrical outlets utilizing a comparison of voltages, 
continuity checks and physical observation. Further, 
a non-destructive physical examination of the premises 
was conducted; all with negative results. -jv, 


















NOTE: SA | I IS ATTENDING THE TECHNICAL TRAINING IN-SERVICE 

AT (3UANTICO SAN JUAN REQUESTED THAT SA 


BE AFFORDED COUNTERMEASURES -CCM! TRAINING UPON 


TERMINATION OF THE TECHNICAL TRAINING 
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-EKL0& 


*1/53/82 _ V I UNCLAS _ I PRI ORITY_ 

$F125iCPP PC KCffiDE HQ H0125 $H!DVU!EP 235W5LZ APR 65 _ 

START HERE _ 

FM FM DIRECTOR FBI {80-8053- 
ToJO FBI OKLAHOMA CITY {bb-377> PRIORITY 
JBI KANSAS CITY PRIORITY 
14 JT 
UNCLAS 

C 

12 COUNTERMEASURES, MATTERS 

REFERENCE OKLAHOMA CITY TELETYPE DATED APRIL 21nflSi 
10 BUTELCALL TO OKLAHOMA CITY ON APRIL B2-23-, 3,H82i AND BUTELCALL 
JO KANSAS CITY ASAC ROBERT M. BRYANT ON APRIL 52-23-, 1H82. 

8 _ - THE TECHNICAL ASSISTANCE AND COUNTERMEASURES 

EQUIPMENT REQUESTED ON REFERENCED TELETYPE UILL BE PROVIDED 
6 BY TWO .TECHNICALLY-TRAINED SPECIAL AGENTS FROM THE KANSAS CITY 
CKC3- DIVISION • OKLAHOMA CITY C0C3- SA |~ | UILL 

4 CONTACT KC SAS | | FOR TRAVEL 

AND OTHER ARRANGEMENTS. 

2 _ FOR THE INFORMATION OF KC-, THE OC DIVISION HAS Jk 

REQUESTED TECHNICAL ASSISTANCE AND COUNTERMEASURES EQUIPMENT 

DO NOT TYPE MESSAGE BELOW THIS LINE 

APP/OVEO Ip34RED BY I DATE I ROOM TELE EXT. 
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1 - MR. UITZEL 
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FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 
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RAGE.mTiU.Oe DE HQ 0125 UNCLAS 

rv-----—-—-— 

(TO CONDUCT AN AUDIO COUNTERMEASURES IACM> SURVEY OF THE 


20 PMINISTRATIVE OFFICE SPACE-. 


DISCOVERED MICROPHONES AND RECEIVING UNITS 


14 


12 


AUTHORITIES HAVE 


1 6 [0FFICIALS AT THE INSTITUTION BELIEVE THERE ARE ADDITIONAL 
MICROPHONES IN PLACE. 

THE OC DIVISION IS’ALSO IN RECEIPT OF A REQUEST FOR 
[AN ACM IN THE! 


iTULSA i OKLAHOMA 


FURTHER 


10 DETAILS CONCERNING PREMISES TO BE SURVEYED UILL BE PROVIDED BY 
OC. 

8 _ KC WILL PROVIDE THE TECHNICAL SERVICES DIVISION WITH 
A REPORT OF THE COUNTERMEASURES SURVEY AFTER. COMPLETION AT 

THE REPORT MILL INCLUDE NAMES OF PERSONNEL 



'CONDUCTING THE COUNTERMEASURES SURVEY-. EQUIPMENT USED 

DURATION OF SURVEYS AND FINAL OUTCOME- THE 
(COMMUNICATION SHOULD BE DIRECTED TO FBIHGJ-, ATTENTION: 
TECHNICAL SERVICES DIVISION-. ENGINEERING SECTION-. SA| 


DO NOT TYPE MESSAGE BELOW THIS LINE 


UJ 

Z 


to 

X 


to 

< 

a. 

UJ 

a. 

>• 


O 

z 

O 

a 



FB./DOJ 














DO NOT TYPE PAST THIS LINE 







THE OKLAHOMA CITY -CO Cl DIVISION HAS REQUESTED 
TECHNICAL ASSISTANCE AND EflUIPMENT TO CONDUCT AN 
AUDIO COUNTERMEASURES IAMO SURVEY AT I I 

I EL RENO-, OKLAHOMA. 

INSTITUTIONS OFFICIALS HAVE FOUND MICROPHONES 
IN THEIR ADMINISTRATIVE OFFICE SPACE AND THEY 
BELIEVE THERE ARE ADDITIONAL MICROPHONES IN 
PLACE. 

TECHNICAL ASSISTANCE AND EQUIPMENT WILL BE 
PROVIDED TO OC BY TWO TECHNICALLY-TRAINED 
SPECIAL AGENTS FROM THE KANSAS CITY DIVISION. 

OC HAS A REQUEST FOR 4N ACM SIIRVFY I _ | 

_ TULSA i 

OKLAHOMA. 

IN VIEW OF A POSSIBLE IN TERCEPTION OF 
COMMUNICATIONS VIOLATION | 

I I RENO-. OKLAHOMA-, THE CRIMINAL 

DIVISION IS BEING PROVIDED WITH A COPY OF 
THIS COMMUNICATION. 








SAC, Norfolk (66-94i 
.^Attention: SA 


Director, FBI (80-805) 


UNTERMEASORES MATTERS 



4/28/82 


Reference Bureau letter dated March 8, 1982* 

In response to your request. Technical Services 
Division (TSD) personnel conducted a countermeasures 
survey of the conference room on Sunday, March 14, 1982; 
and a contemporaneous monitoring of the radio frequency 
spectrum during the SAC’s Annual Conference at Williamsburg, 
Virginia, March 14-17, 1982. The monitoring was conducted 
from 8:00 a.ra. to 5:00 p.m., March 15 and 16; and from 
8:00 a.m. until 12:00 noon on March 17, 1982. 

No evidence of any electronic eavesdropping 
was detected at the time of the countermeasures survey 
or during the contemporaneous monitoring. 

TSD is grateful for the assista nce and coopera tion 
extended to TSD personnel by Norfolk*s SA| 
during the SAC's Conference. 



NOTE: The above cm survey and contemporaneous raonitorinc 
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ATTENTIO^^t/cHNICAL SERVICES DIVISION, ENGINEERING SECTION./Wine^4P6sect 
S A ^ 


Countermeasures /matters 


RE BUREAU TELETYPE DATED MAY 5, 1982. 

SPECIAL AGENT | 1 TECHNICAL COORDINATOR, 

EL PASO DIVISION, IS BEING DESIGNATED TO ATTEND THE AUDIO 
COUNTERMEASURES IN7SERVICE, PREFERABLY FOR THE FIRST 
SESSION, JUNE 7 TO JUNE 18, 1982. 
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ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECT IQ H / foiroct «4s 

( V UngiWrifi 

v JcOUNTERMEaSURES [ matters lB046iEH3 

RE BUREAU TELETYPE TO ALL FIELD OFFICES MAY 5, 198?,. / ® 

IT IS NOTED THAT THERE ARE LIMITED SLOTS AVAILABLE FOR THE ACM 

IN-SERVICES DISCUSSED IN RE TELETYPE, WHICH INDICATES SELECTIVITY 

MEEDS TO BE EMPLOYED, IT IS ASSUMED, ON THE BASIS OF LOCaTION ANO >j 

threat assessment, in all candor, sac, ta.mpa does not plrceive yi/ 
any URGENT NEED FOR an aCM-TRaINED AGENT in this division *t* THIS 
TIME OR in THE FORESEEABLE FUTURE, EVEN THOUGH SUCH TRAINING WOijLD 
ENHANCE THE CREDENTIALS OF OUR TECHNICALLY TRAINED AGENTS. 

SHOULD THE BUREAU, HOWEVER, DESIRE T^HAVE^|^ cm - t ^^^^ 

agent geographically located at TaMPA» SaCT, TaMPa REC0*M®8d» 


SELECTION OF OUR TECHNICALLY TRAINED SA 
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PAGE TWO TP 66-74 UNCLES 

HI? OP AND WHO, Due TO OTHER COMMITMENTS, could only ATTEND the 
AUGUST 23 THROUGH SEPTEMBER 3, 1$>?2 SESSION. 
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OF INVESTIGATION 


ATTENTION! TECHNICAL SERVICES DIVISION; ENGINEERING SECTION. 
^OUNIERMEASURES/M ATTERS. 

RE BUREAUTELETYPE TO ALL FIELD OFFICES, MAY 5, 1982. 
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WILL ATTEND BASIC AUDIO COUNTERMEASURES 


IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982. 
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SAVANNAH 


V / / 

**■'*/& X5/ 

OF 

n / cS mwbH 


TO DIRECTOR , FBI (80-805) ROUTINE 


UNCLAS 


ATTENTION: TECHNICAL/ SERVICES DIVISION, ENGINEERING SECTIO 

Countermeasures /matters 'Z 


| Exec. AD-Adn. 

Exec. ADInv._ 

lExec. AO-LES_ 

Ass* 

Arfm.Gervs. _ 

Ctlm,(r,v. _ 

Idt'i!__ 

t.roeeia._ 

to'.sll_ 

Ufcoratcry__ 

Lcg-ii Coun- 

Oi ol Cf.Vj 
& ft L'ic Af(s. 

Pec. M.i„!_ 

I.-. S:'vs. _ 
1 Tit'.i vi_ 

i\f:Cp'lCn1 illD. _ 

D' , ?c*i’r’$SscV— 

LTVJC-»-%« MKtHfOrdHM 


—b3 
~b7E 


SAC, SAVANNAly, RECOMMENDS THAT SA 
SENIOR TECHNICALLY-TRAINED AGENT , SAVANNAH DIVISION, BE 
SELECTED TO ATT EH) ACM IN-SERVICE, PREFERABLY FROM JUNE 7 
THROUGH JUNE 18, 1982. IN VIEW OF SAVANNAH DIVISION'S 
HEAVY COMMITMENT TO DRUG RELATED MATTERS AND THE INCREASING 
SOPHISTICATION AH) FINANCIAL RESOURCES AVAILABLE TO DRUG 
DEALERS, THIS TYPE OF TRAINING IS APPROPRIATE TO PRIORITY 




WORK OF THIS DIVISION. SA 


WAS FORMERLY ASSIGNED IN 


RADIO ENGINEERING SECTION AT FBI HQ AND IS HIGHLY EXPERIENCED 
AH) PROFICIENT IN THE TECHNICAL FIELD . 


pr-'lifntr. 


*QCC<roB.....sC 


5 MAY 10 >302 
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RR HQ 
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fm fbi Dallas 

i 

T0 DIRECTOR FTfl ROUTINE 
ATT ENT ION 


*/:YkO 

" •. •' :? !T 


1 (iAV 82 01 13 z 


FEbFVAL BUREAU 
OF INVESTIGATION 

(66-293) 


TECHNICAL SERVICES DIVISION, ENGINEERING SECJIGN 
SA 




BT 

UN CL AS 

UHTERMEASURESVE TTERS 

RE BUREAU- TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982 

sac, Dallas requests that technically trained agent 







. a** 

*****& 964 


BE 


CONSIDERED FOR ATTENDANCE AT THE JUNE 7-18 , 1982 Ba?IC AUDIO 
COUNTERMEASURES IN-SERVICE. 

HAS BEEN A SOUND AGENT SINCE 1978 AND IS IK HIS 



SA 


OFFICE'OF PREFERENCE. IT IS IMPERATIVE THaT HE BE CONSIDERED FOR 
THE JUNE SCHOOL IN VIEW OF HIS PENDING PARTICIPATION IN A GROuP 1 
UNDERCOVER OPERATION BEGINNING DURING MID-1982. 

BT 


#0004 




s 


pp 


W 


4 

nos °^ r 

g 4 TO 181982 


S--M2 
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n* y ' TO 1332 
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b7E 
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RR HQ 
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FM ANCHORAGE C 66-19 6) 


RECEIVED 
TELETYPE UNIT 

7 Hat 82 0 ij o 2 2 

@{AL bureau 
of investigation 


TO DIRECTOR ( 80-805) ROUTINE 


UNCLAS 


I ExeeTAD-Adm. 

Exec.AO.fnv,_ 

Exec^Afrits_ 

AdmSer***_ 

Crtro.fnv. __• 

Went. _______ 

fnepecfiKi__ 

Intel. _________ 

l.aioratory __ 

US2.'Coun.__ 

E Roc.WgRt._ 

TecivScrvs. __ 

Training __ 

'll of Ceng. I 

; SPuiScAffs_| 

TefjpfKMoRm. _| 

CfeCtgf’sScc V,__H 


ATTENTION:-/TECHNICAL/SERVICES DIVISION, ENGINEERING SECTION, 


INTER MEASURES 1 MAT/TER S 

RE BUREAU TELETYPE TO ALL.OFFICES, MAY 5, 1982, 




ANCHORAGE NOMINATES SA 


TO ATTEND ABOVE IN- 


SERVICE AUGUST 23 - SEPTEMBER 3, 1982. DUE TO COURT COMMITMENTS, 
SA | | UNABLE TO ATTEND JUNE 7 - 18, 1982 SESSION. 






• 5 






/&> 






0 WAY 10 18S! 


n62i; 

MAY 181982 
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JNO0011270528Z 
RR HQ 
DE JN 

R 070225Z MAY 82 
:M JACKSON (66-69) J 
TO DIRECTOR ROUTINE 
ATTN: SA 
BT 



ftta82 0 5 312 


BUREAU 
"^INVESTIGATION 



IgJteC. AD-AdfO 

Woe. AO-'W— 

Wee. AtM^S--1 

|Asst»r.-. 

Adm. Servs. 

Cdm.lnv. . 

Went- 
InSpecifeo 
Intel’.. 

Labo.-atoiy - 

LogsiCcun- 

Ott. oS Cong. 

5, puttie Alls—| 
Reo. Mgtf- 

Tech.Sarvs. _ 

Tratntng.- 

l Telephone Ftm- • 

1 nitectct’s Sony. 



fasini^r^a^t 


UNCLAS 

< 3;ountfrmfasures/ matt ER S 

REFERENCE BUTEL TO JACKSON DATED 5/5/82. 

FOR INFORMATION OF THE BUREAU, JACKSON DIVISION TECHNICAL 
COORDINATOR, SA 


IS IN HIS OFFICE OF 


PREFERENCE. SA 


IN AVAILABLE FOR BASIC AUDIO COUNTER¬ 



MEASURES (ACM) IN SERVICE AT THE CONVENIENCE OF THE BUREAU. 
BT 


.C.NUB, Ur IHE. Dunc.HU. 

$)_go 5-<^r 


NNN 


Cj 


o 


/ 


f 



y /v 
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b6 | 
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PAGE 1 OF 5 
DATE 

5/S/6E 


i DEPARTMENT OP J UST ICE 

FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 

dm* \ 

CLASSIFICATION 1 

UNCLAS 


PRECEDENCE 

ROUTINE 


SFllLIRR AFOSDE Ht2 HGllb VUER 0520D5Z NAY 62 _ 

START HERE 

7 -•- 

FM DIRECTOR FBI {60-605} 

_T0 ALL FBI FIELD OFFICES {ROUTINE} 

PERSONAL ATTENTION SAC 

_BT ' ' 

JJNCLAS 

_COUNTERMEASURES| MATTERS 

THE TECHNICAL SERVICES DIVISION -CTSD}-, ENGINEERING SECTION 

JES}-, HAS SCHEDULED TWO BASIC AUDIO COUNTERMEASURES {ACM} IN- 

_SERVICES FOR THE REMAINDER OF THE CURRENT FISCAL YEAR. THE 

_DATES FOR THESE IN-SERVICES ARE AS FOLLOWS: JUNE 7 THROUGH 

JUNE 18-. nfi2i AND AUGUST 23 THROUGH SEPTEMBER 3-. 1^82. EIGHT 

jai. TECHNICALLY-TRAINED AGENTS ITTAS> WILL BE SELECTED FOR EACH 

JN-SERVICE. ___ 

SACS ARE REQUESTED TO SUBMIT BY COB MAY 14-. n82-, 

NAMES OF TTAS DESIGNATED TO RECEIVE ACM TRAINING IN ONE OF THE 

_ABOVE IN-SERVICES. IT IS DESIRABLE THAT SELECTEES BE IN THEIR 

OFFICE OF PREFERENCE. IT IS IMPORTANT THAT EACH ATTENDEE _ 

DO NOT TYPE MESSAGE BELOW THIS LINE 


/(&> 


DWF/ED by 

DATE 

ROOM 

/6WPJF -C24} 

S/S/62 

1BD3S/6 


TELE EXT. 


- EXECUTIVE ASSISTANT DIRECTOR-. INVESTIGATIVE 

- EACH ASSISTANT DIRECTOR 

- MR- WITZEL . QT 

- MR- K I L LI ffl 

PgQfeRAL BUREAU OF INVEbTIf’ATvi.'i 
COMMUNICATIONS 


J.VL 


'tz, 


W 6M 




DESK 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP 







0-93A ”y'\?*77) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 


RA6'Ea»TU.0»eDE H(2 out UNCLAS 

*V----“ 

RECEIVE THE ENTIRE COURSE OF INSTRUCTION WITHOUT INTERRUPTION. 

SACS SHOULD MAKE EVERY EFFORT TO ENSURE THAT ATTENDEES 

SELECTED ARE ABLE TO STAY THE DURATION OF THE IN-SERVICE. 

PENDING TECHNICAL NATTERS REQUIRING THE ATTENTION OF THE 

ATTENDEE SHOULD BE APPROPRIATELY REASSIGNED UITHIN YOUR 

DIVISION OR ADDITIONAL ASSISTANCE SHOULD BE OBTAINED FROM 

^ADJACENT DIVISIONS. 

ANY INQUIRIES CONCERNING THIS COMMUNICATION OR COUNTER- 
_MEASURES MATTERS SHOULD BE DIRECTED TO FBIHfli ATTENTION: 
TECHNICAL SERVICES DIVISION-, ENGINEERING SECTION-, SAI I 


DO NOT TYPE MESSAGE BELOW THIS LINE 


fbi/doj 


DO NOT TYPE PAST THIS LINE 
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RR HQ 
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Z MAY 82/ 


„ r SECEPTD 

7 fe'L5'r'-*-. ij'.ur 

7 far 82 u 5 30 z 

) 

FEDtRt.u BUREAU 
OF INVESTIGATION 


FM KNOXVILLE 


TO DIRECTOR .(80-805) 


ROUTINE 


Exec. AO-Adm. „ 

Exec. AD-Inv._ 

Exec. AOLES._ 

;Asst Dir.: 

I Atim. Serve. _ 

Ctlm.lnv. _ 

ident_ 

Inspects_ 

Intel!. __ 

Lafecratwy_ 

Legal Coen_ 

Off. ci Cong. 

& PuMic Alls. 
Bcc. Mgnf. 

Tech. Ssrvs_ 

Training_ 

Telephone 
DirectorffSecV _ 


UNCLAS / 
ATTENTION: SA 


4 




ENGINEERING SECTION, TSD 



ZOU NT ER MEASURES MATTERS 


REBUTEL TO ALL OFFICES DATED MAY 5, 1982. 

IN ACCORDANCE WITH RETEL, KNOXVILLE NOMINATES THE 


FOLLOWING 


FOR THE AUG. 23, 1982 - SEPT. 3, 1982 COUNTERMEASURES 


IN-SERVICE. BOTH SAS ARE IN THEIR OP. 








0 MAY JO 


; 4 MAY 27198? 
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RR HO 
DE FE 

R 89143Z MAY 32 



P'"7f' 


:m 6'£ 03 Q6z 


/ F~i)f .’.j.L G JUcAU 

/ OF ■XHVeS-' lGATlON 


;*| PM SEATTLE 

jp*rt) IRECTOR (89-803) ROUTINE 


UN CL AS 


Exec. AO-Adm._ 

Exec. AOInv_ 

Exec. AD-1.ES. 

Asst. D'r. - . 

I AAn.Seive. _ 

Crfrti.lnv. _ 

Went_ 

Inspection_ 

Intel!_ 

LdixsraSwy_ 

Le&>! Caw._ 

Oil. efCorej. 
arytTcAtfe.. 

Rsc.Voo’.- 

To-in Gervs. _ 

Tri'Mnt' 

TnL-p^ :* ■ r*n._ 

Y’<i c< ~ ( 'i _ 


ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECTIO/J. 


/ countermea,sures_j matt ERS 

RE BUREAU TELETYPE TO ALL OFFICES MAY 5, 1982. 




IS DESIGNATED TO RECEIVE ACM TRAINING 


FOR THE SEATTLE DIVISION. SA 


WOULD BE AVAILABLE FOR THE 


IN-SERVICE SCHEDULED FROM AUGUST 23 TO SEPTEMBER 3, 1982. 




fa * r *nmn 




T - my Ti J392 
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RR* HQ 


1280157 


DE HN 0001 1280157 
R 081945Z MAY 82 
FM HONOLULU! I 


tW ; .. 


8 m ^ 


O BUREAU (8 0-805) (ROUTINE) /qF lUYfa'llGATION 


UNCLAS / 

ATT Ns TECHNICAL SER VICES DIVISIO N; ELECTRONIC ANAL YSIS UNIT ; 




COUNTERMEASURES MATTERS 
——. . —- / 

RE BUREAU TELETYPE, MAY 5, 1982 AND TELEPHONE CALL FROM 


ASAC HOWARD TO UNIT CHIEF 


MAY 7, 1982. 


JUNE 7 - 18, /1982. 

NORMAL EXAMINATIONS HAVE NOT BEEN CONDUCTED SINCE PRIOR 


TO THE RETIREMENT OF SAI 


I IN AUGUST, 1981. 


SAC, HONOLULU FEELS IT TO BE IMPERATIVE THAT THE 
SECURITY OF THIS DIVISION’S COMMUNICATION SYSTEM BE EXAMINED 
AT THE EARLIEST POSSIBLE DATE, ESPECIALLY IN LIGHT OF THE 


Exec. AD-Adm. ___| 
EXOC. ADj.ltf- a 

Exec. AO-LE S_ I 

Asst. Dir.: 

Adm.Servs. -- 
Crim. Inv. . 

Ideal. . § 

Inspection __I 

Intell_ 

Laboratory_ 

Legal Coon._ 

OIL ol Cong. 

& Public Alls_ 

Kce. .Vgnt_ 

Tecii.Sorvs. _ 

Training_ 

Telephone Rm._ 

Director’s Kccy_ 


''Engineering Seoi) 
1B046 JEH TL// 254 


IT IS STRONGLY URGED THAT SA RICHARD BRAMLEY OF THE 
HONOLULU DIVISION BE SCHEDULED TO ATTEND CAPTIONED IN-SERVICE 


*3 c>o £T—^ 

("■ * aaa *saa caae»ja<. 


r n % 

rs 


8 


oA 5' U 
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* PAGE TWO DE HN | | UNCLA^ 

IMMINENT ESTABLISHMENT OF THE IRC CONSULATE IN HONOLULU. 

.THIS OFFICE HAS RECEIVED REQUESTS FROM THE STRIKE FORCE, 

THE USA’S OFFICE, AND THE OFFICES OF THE UNITED STATES DISTRICT 

COURT JUDGES, ALL IN HONOLULU, FOR THE SAME TYPE EXAMINATION. 

ADDITIONALLY, THE GUAM RESIDENT AGENCY AT AG ANA, GUAM 

HAS NOT BEEN EXAMINED SINCE THE MOVE FROM ONE SPACE TO ANOTHER, 

AND IT IS NOW A THREE PERSON RA AN) MAY EXPAND TO FOUR IN THE 

NEAR FUTIPE. 

WHILE IN GUAM IN APRIL, AS AC K)WARD WAS PERSONALLY APPROACHED 
BY AUSA VERNIER, AGANA, GUAM, WHO REQUESTED THE SAME TYPE EXAMINA¬ 
TION, AH) IN FACT, INDICATED HIS RELUCTANCE TO DISCUSS CASES IN 
HIS OFFICE AM) INVITED ASAC HOWARD OFF-PREMISES DUE TO FEAR OF 

BEING OVERHEARD WHILE IN AUSA VER NIER* S 0 FFICE. 

» 

SAC, HONOLULU IS AWARE OF THE EMPHASIS ON THE REGIONAL CONCEPT 
OF SUPPORT BETWEEN OFFICES FOR THIS TYPE EXAMINATION, HOWEVER, FOR 
AN OFFICE AS FAR SEPARATED FROM ANY OTHER FIELD OFFICE AS IS 
HONOLULU, THE TIME AN) TRAVEL EXPENSE INVOLVED CAUSE REGIONAL 
SUPPORT TO REACH A POINT OF DIMINISHING RETURN. 

IF SA BRAMLEY IS SCHEDULED AN) TRAINED, HONOLULU INTENDS TO 


Hi 


b3 

b7E 







£AGEvFHREE DE HONOLULU f | UNCLAS ^ ® 

DETERMINE THE AVAILABILITY OF ACCEPTABLE EQUIPMENT THROUGH THE 
VARIOUS MILITARY ESTABLISHMENTS IN HAWAII, AND IF AVAILABLE, 
WOULD NOT HAVE TO CALL UPON THE BUREAU’ S LIMITED RESOURCES IN 
THIS FIELD TO C0M5UCT THESE TYPE EXAMINATIONS. AGAIN, SAC, 
HONOLULU STRONGLY RECOMMEM)S SCHEDULING OF SA BRAMLEY FOR THE 
JUNE IN-SERVICE, AS THE TRAINING IS DESPERATELY NEEDED AND 
SA BRAMLEY WILL NEED TO BE IN HONOLULU FOR A TRIAL WHICH WILL 
TAKE FLACE D URING THE PERIOD OF THE SEOOND IN-SERVICE. 



SJO 001 1251510Z 
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EM SAN JUAN 


.'IF;i Ft 


5 c /ui IE 23?. 


FtLL. . . i’ U 
GFX' 5 r/uS' r SGATiOM 



Gxoc. AO-Adm. 
Gkic. AD-lnv._ 
&C«.AW£S_ 

| ibi.Swxft. 

I tnm .te*. _ 
I ttont- 


TO DIRECTOR (80-805) ROUTINE 


\jf\ 

' UNCLAS 




i SntF*. -- 

* litmW- 

leQtf — 
*" on.ofCcr^. 

n«c. Mgrt-1 

Tkh.Sefvs._ 

TreinSg-- 


ATTENTION: TECHNICAL SERVICES DIVISION , ENGINEERING SECTION, IwroRm- 

^or I 

SA I I b7 C 

TECHNICAL TRAINING 4/19 - 5/7/82 rCmiNTER MEASURES ^TRAINING °45 JMTljiau, 

RE MIAMI TELETYPE TO DIRECTOR A® OTHER OFFICES, 4/29/82; * 

SAN JUAN AIRTEL TO DIRECTOR , TECHNICAL SERVICES DIVISION , 

4/29/82* 

FOR THE INFORMATION OF THE TECHNICAL SERVICES DIVISION, 

. . * * «><• 

ENGINEERING SECTION, SA I ~1 » THROUGH REFERENCED be 

TELETYPE, HAS BEEN SUBPOENED TO TESTIFY IN INVESTIGATION * CASzJ 

ENTITLED "SIDELIGHT ," 00: MIAMI* SA I I wiLL BE REQUIRED^ 

TO DEPART FBI HQ , 5/8/82, FOR A PRETRIAL CONFERENCE AT MIAMI 


r. 




(V 


3 MAY 11 7982 























{PAGE TWO Sj [ I UNCLAS 

4 

f IN THE A.M. OF 5/9/82. TRIAL IS TO COMMENCE 5/10/82, 

AND THE GOVERNMENT’S PROSECUTOR HAS ADVISED THAT SA I 
TESTIMONY WILL BE PRESENTED AT THE BEGINNING OF THE TRIAL 
UPON COMPLETION SA I I WILL IMMEDIATELY RETURN TO 


FBI HO. 
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TRANSMIT VIA: 
Teletype 

Facsimile 
AXRTEL 


PRECEDENCE 
I I Immediate 
I I Priority , 

I | Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

rw, 5/7/82 


Jjlo: 


Director, FBI 

(Attn: Te chnical Services Division, Engineering Section, 


SA 


U v 


J’rom: SAC, Indianapolis 
^COUNTERMEASURES MATTERS 


ReButel, 5/5/82. 


The Indianapolis Division designate SA[ 




to attend captioned In-Service for August 23 through September 3 , 

1982. 




_ _ 1322223223 

•iOT RECORDED, j 


r f$> 

- Bureau / 

2 - Indianapolis 
RSM/ojs 


i* JUN 1 1982 




5" 10 





SA 


Transmitted 


(Number) 


(Time) 


Per 














□ D0 


‘D-36 (Rev. 3-24-77) 


FBI 


TRANSMIT VIA: 
Teletype - 
Facsimile 


PRECEDENCE: 
( | Immediate 
I | Priority 
I I Routine 


$ ® 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ E F T 0 

□ CLEAR 

5/6/82 


Director, FBI 
(80-805) 


ATTN: Technical Services Division 

Engineerin g Section _ 

Supervisor] 


..SAC, Little Rock' (66F-104) 


COUNTERMEASURES MATTERS 


ReButel to all offices 5/5/82. 


This is to advise that SAj 
technically trained TTA, will attenc 
8/23-9/3/82. / 


who is a 
in-Service scheduled for 


r±0 


\ n ? 

- Bureau ' 

3 - Little Rock 
1 - 66F-10.4 

1 - I I (In-Servi ce) 

1 - SA I I Personnel File 


WEK:crc 
(5) 


No i RECORDED 

23 JUi, 1 1982 


r-n-'K. 
jbo^J o-x 6-i-r^ 




msk 


Transmitted 


(Number) 


FBI/DOJ 














CGO007 1271734 


PP HQ 


DE CG 


P 071734 Z MAY >62 


FM CHICAGO A66-699 SUB B) (SQUAD 10) 


L TO DIRECTOR (80-805) PRIORITY 


*♦!’ - p:*:’::rr 

7 rife/ 82 I 1 4 l l z 


FEU:»V-.L BUREAU 
OF INVESTIGATION 


UNCLAS 


& 


ATTENTION: BUREAU SUPERVISOR 


TECHNICAL 


SERVICES DIVISION, ENGINEERING SECTION 


COUNTERMEASURES MATTERS 


RE BUREAU TELETYPE TO ALL FIELD OFFICES, DATED MAY 5, 


1982. 


MEASURES INSERVICES MENTIONED IN REFERENCED TELETYPE: 



BOTH OF THESE AGENTS ARE IN THEIR OFFICE OF PREFERENCE 


AND ARE EXPERIENCED TECHNICALLY-TRAINED AGENTS. 


CHICAGO IS PRESENTLY EQUIPPED WITH ALL. OF THE NECESSARY 


COUNTERMEASURES GEAR TO PERFORM THE MOST EXACTING SWEEPS. 


<*■ > 


|£Xee. AD-inv. ~j 

pec.A0-LEs2~—j 

jWftr.; ~J 

| Mv.So rvs. I 

I ton.lnv. I 

I fefal? _ 

I tospectfcn J 

| — | 

| (fifej/a’oiy __b 6 

J Ca;n _~ ~ b7C 
| °1 Cong. 7 

I & bjb:icAHs. I 

I p -oc.,V$iit. J 

S , I 

Lfe^sSacV / 


CHICAGO IS RECOMMENDING TWO (2) AGENTS TO ATTEND COUNTER- 


6I? *ng »eot 







$ t -Itr&'-d 



12 MAY II 1982 









UNCLAS 


PAGE TWO CG 66-699 SUB B 
CHICAGO PRESENTLY HAS TWO TECHNICALLY-THAI NED AGENTS AND ONE 

4 

TECHNICALLY-TRAINED SUPERVISOR TRAINED AND EXPERIENCED WITH 
THIS COUNTERMEASURES GEAR. 

CHICAGO HAS IN THE PAST AND WILL CONTINUE TO MAKE THESE 
AGENTS AVAILABLE TO PERFORM SWEEPS NOT O^Y IN THIS DIVISION 
BUT ANYWHERE THE BUREAU MIGHT NEED THEM. 

CHICAGO REQUESTS THAT AT LEAST ONE OF THE ABOVE MENTIONED 
AGENTS BE AFFORDED THIS TRAINING INASMUCH AS CHICAGO IS 
PERFORMING MORE AND MORE SWEEPS IN THIS DIVISION AND ELSEWHERE 








NFO002 137/1750Z 

/ 


f 17/750Z MAY 82 
F>1 FBI NORFOLK [ 


sCEIVED 
TYPE UNIT 


17Hay u M 5«Iz 


F2DERAL BUREAU 
OF INVESTIGATION 


lExee. AO-Adm. 1 

] Exec. AD-Inv. > | 

,lExcxx Ad-ie & '• 

IfcssUXr.:. f 

|| /uta.Sava. __ 

( : Crira. !rv. _ 

ktaiL_ 

; tepCtSoft _ 

[ fatal _ _; 

l Lsimtay_ 

| Ur^Ctwn . 
i Oft. of Ceng: 

& Pufcl'td Affs_ 


TO DIRECTOR FBI (80-805) ROUTINE { 

ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION^ 


K on3Rm. . 
T’sSec’y. 


UNCLaS / 

countermeasures /matters 


UO40 isd 


RE BUREAU TELETYPE TO ALL OFFICES, MaY 5, 1982, AND NORFOLK 
TELEPHONE CALL TO THE BUREAU, MaY 17, 1982. 

NORFOLK TTAS NOT AVAILABLE FOR EITHER BaSIC ACM AS SET FORTH 

IN REFERENCED TELETYPE. %0'WS~ . 

NORFOLK REQUESTS THAT IT BE CONSIDERED FOR FUTURE BaSIC ACM 
IN-SERVICE TO BE ATTENDED BY ONE OF THE FOLLOWING TTaS: 


OR SA 


#0002 


<waa naasem * 

NOT RECOfffi©* 
16 JUN X 1982 


NNNN 


urm 


,J> M. 6-1-0 
tJ tfwt 6- /- v'*' 


u -*» 












V£# CWF0791 

> 

Rg" HQ 

/ 

DE WF 0017 1340002 
ZNR UUUUU 
R 142324Z MAY 82 

Fm/ FSH/lfASHlNGTON FIELD (66-5539) 
toTIRECTOR FBI C80-805) ROUTINE 


i.-S'p 

tm 

15 farm do ^ i 
° F ^%Wat e M 


ATTN: TSD, ENGINEERING SECTION, Sa 



W LAS 


[Ex8c.AD-lr.v. ; 

mec.AD-us^Z 

l A $St Off.; 

I Mm. Ssrvs. 

j Crnn. Inv. 

I Item _ ~~~ 

j hsr-sctea _ 

I Intel). ~~2 

j Isboxijry 
j »scs{ Cotta . 
j Off. of Ceng, 
j & Ptiblis AUs 

/ "j 

/ Tecb.Szrvs. 
j Training I 

j Telephone Cm | 


'MATTERS 


RE BUREAU TELETYPE CaFTIONED AS ABOVE aND D A TED MaY 5, lS 
WASHINGTON FIELD REQUESTS THAT TTa I 
BE CONSIDERED FOR ATTENDANCE AT ACM IN-SERVICE JUNE 7 THROuGH 


TBxSeot 
KLw 254 


JUNE 18, 1982. 

IT IS NOTED THAT Sa 
THE AUGUST 23 CLASS. 


IS NOT AVAILABLE TO A TTEND 


0017 




1e JUN 2 1982 | 

—«sa Ba5a ^ 
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FD-36 (Rev. 5-22-78) 


TRANSMIT VIA: 
Teletype 
Facsimile 


PRECEDENCE: 
I I Immediate 
□ Priority 
I 1 Routine 


CLASSIFICATION: 

□ TOE SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

TW* V 14 / 82 


IRECTOR f FBI' (ATTN: TECHNICAL SERVICES DIVISION) 


FROM 


AC/ §AN FRANCISCO 


SUBJECTS I rCOUNTERMEASURES MATTERS 


Re Bureau teletype to AH FBI Field Offices dated 5/2/82 
captionej as above. 

_The San Francisco Division is requesting SA I ~~l 

I be considered for attendance at the Audio Counter¬ 
measures. (ACM). In-Service to take place August 23, through 
September 3, 1982. 

San Francisco does not v?ish to submit a name at this 
time for consideration at the ACM In-Service to be held June 7, 
through June 18, 19.82, 


^ \ y 

J2 y Bureau • •’ _ 

f2 - San Fra ncisco [ 

~ U - sa| H?/f> 

<CJS/rmp 

W - 




Approved: 


\j) 'V' i l 


Transmitted 


T) t\ 


not n-y ' -- 1 ' 

as v .rr 4 


(Number) 


(Time) 
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SIO 006 

> 

RR KQ 
DE SI 

142354Z MAY 82 


RECEIVED - 
TELETYPE UNIT 

^Hay 82 ; 2!T^55 


FM SPRING 


, D 


(66-29) CP). FEDERAL BUREAU 
OF INVESTIGATION 

TOjDjfECTOR (80-805) ROUTINE 
B1 

I 

iCL AS 

ATTENTION TECpiJZAL SERVICES DIVISION, ENGINEERING SECTION, 



|Exco. AD-Aj 
lExcc. AD-Invl 
|Hxcc. AIH.ES. 
\hzsl Dir.'. 
Adm.Setvs. 
Ctim.lnv, , 

tdoftt- 

IrcpectK-p 
Intel. 

Laboratory. 
Local Ctesiv. 
Oll.otCaig, 

& Pu$c Alls. 

Tech.Sstvs. 
Trainins — 
Telephone Rtf. 
Director’s 


(f> 



COUNTER MEASURES/ MATTERS 

RE BUREAU TELETYPE TO ALL OFFICES DATED MAY 5, 1982. 
SA 


IS SELECTED TO ATTEND CAPTIONED TRAINING 


sineeringvgac be 
IB04 35i b7c 


b6 

b7C 


FOR SPRINGFIELD, PREFERABLY AUG.-SEPT. SESSION. 
BT 



















AO 008I332327Z 


DE SA 

P132327Z MAY 82 


RECEIVED 

TELETYPSjUHIT 

13H«8 1 IT 3<U 

FEDERAL BUREAU 
OF INVESTIGATION 


FM SAN ANTONIO (66-269-SUB 1-H) (DEAD) 
TO DIRECTOR PRIORITY 


UNCLAS 

ATTENTION TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 


^SAj_ 

LCOUNTE 


Exec^AD-Adm. t - 

Exec. AD-iAvfet- 

iExeo. AIM Ffi . — 

I Asst Dir- 

Adm.Swvs. - 

Crfm. tnv. — 

Wont_-— 

Inaction-j 

late*.-—! 

Utoratory- 

Local Otiii-- 

OttrdCwg. 

1 & Public Al!s._ 

Roc-Mgnt —— 
Tcch.Sorvs. —— 
Training —-- 


COUNTERMEASURES MATTERS 

*—- - | - -III — |T|—l~~~—--1. 

REFERENCE BUREAU TELETYPE TO ALL FIELD OFFICES, DATED , 

A 

MAY 5 , 1982. 19 

FOR INFORMATION OF TECHNICAL SERVICES DIVISION, THE 
* 

SAN ANTONIO DIVISION HAS TWO AGENTS INTERESTED IN REC EIVING 
TRAINING IN COUNTERMEASURES. THEY ARE SA j ~1 

TECHNICAL COORDINATOR ASSIGNED TO SAN ANTONIO HEADQUARTERS CITY, 


9LB046 JE 


AND SA 



ASSIGNED TO THE AUSTIN, TEXAS, RA. 


BASED ON ANTICIPATED TECHNICAL MATTERS IN THIS DIVISION, 
HOWEVER, NEITHER AGENT IS AVAILABLE DURING THE CLASSES AS 
CURRENTLY SCHEDULED. THE ANTICIPATED TECH MATTERS INCLUDE (BUT 


- T>V 




^ 6 - /-pj. 


N0T Record^ 

S JUN 2 1982 


i w 







PAGE TWO SA 66-269-SUB 1-H UNCLAS 

ARE NOT LIMITED TO) TECHNICAL ASSISTANCE ANTICIPATED IN THE 
SUPPRESSION HEARING AND TRIAL PREPARATION IN WOOD MUR CMC #21) 
ANTICIPATED FISC APPROVED TESUR WITH FULL COVERAGE; AND OTHER 
TECHNICAL MATTERS CURRENTLY PENDING IN THE DIVISION. 

IT IS RECOMMENDED THE ABOVE-NAMED AGENTS BE CONSIDERED 
FOR RECEIPT OF THIS TRAINING AT A LATER DATE. 
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0CO007 1320019Z 

* * 

RR HQ 
DE OC 

412£00Z MAY 82 
OKLAHOMA CITY 


RECEIVED - 
TELET^E UHIT 

I ?Mm 8Z Bll 

FEDERAL BUREAU 
OF INVESTIGATION 


TO DIRECTOR, FBI (80-805) ROUTINE 
BT 

‘UNCLAS 


ATTENTION: /fECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 

Any _ 2 


O 


SA [ 


COUN TERMEASURES MATTERS 

RE BUREAU TEL TO ALL FIELD OFFICES, MAY 5, 1982, 
OKLA. CITY DIVISION REQUESTS THAT SA 


TECHNICAL COORDINATOR, BE CONSIDERED FOR ONE OF THE SPOTS FOR 
CAPTIONED MATTER IN-SERVICE. S A I I IS IN HIS OFFICE OF 


PREFERENCE AND IS THE TECHNICAL COORDINATOR FOR THIS DIVISION. 

BECAUSE OF THE PRESS OF CURRENT INVESTIGATIONS INVOLVING 
TECHNICAL MATTERS, IT IS REQUEST ED <^ A J ~^E.,CONSIDERED FOR 

THE IN-SERVICE, AUG• 23, 1982, THROUGH SEPr. 3, 

BT 

a I 

f® 
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X 19f% 


\JUsTyyA /"C 5"' / P - & 5 
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TRANSMIT VIA: 
Teletype 
Facsimile 
AIRTEL 


PRECEDENCE: 
i~l Immediate 
r~) Priority 
□ Routine 



CLASSIFICATION: 

Q TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

Date—5/1/82. 


FROM: 

SUBJEC 


DIRECTOR, FBI (80-805) 

ATTN: TECHNICAL SERVICES DIVISl6N, 
ENGINEERING SECTION 


^mSSASBBEs/MATTERS 


BASIC AUDIO COUNTERMEASURES (ACM) « 
IN-SERVICES 


Re Butel to All FBI Field Offices, 5/5/82. 

Technically-Trained Special Agent | ~~| is 

being designated to attend captioned in-service from the Columbia 
Division. 

Special Agent | has requested to be scheduled to 

attend the ACM In-Service for August 23 - September 3, 1982. 


Bureau i 
1 - Columbia 


■fiP 




JCM/dcm 

(3) 


68§l 




6 8 JUN01982 

•Approved: •_C. 
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10 JUN 2 1982 
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(Number) (Time) 
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FD-36 (Rev. 5-22-78) 


TRANSMIT VIA: 
Teletype 

Facsimile 
AIRTEL 


PRECEDENCE: 
I 1 Immediate 
I I Priority 
1~~1 Routine 


CLASSIFICATION: 
□ TOP SECRET 
✓ □ SECRET 
/ O CONFIDENTIAL 
• O UNCLAS E F T 0 
,111 CD UNCLAS 


FROM 


Director, FBI / 

(ATTN.: Te chnical S^fvices Division 
SAl D 


- Engineering Secti 




AC, Jacksonville (66-88) 


SUBJECT:COUNTERMEASURES MATTERS 
Re Bute!, 5/5/82. 

SA | ~| (TTA) is nominated to attend 
the session from 8/23/82 to 9/3/82. He is the senior TTA 
and is in his O.P. 







'’ ■’ —-'i B-Bi ~ . 

not recorded 
26 JUN l 1982 


(2)- Bureau ^ 

3 - Jacksonville 

RMD:ppb 

(5) 


, cjvu^t 6 - 



'Approved’/i_ 


Transmitfftfi 


. - / " - 

(Number) 
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PAGE 1 OF -3_J 
DATE 

5/27/B2 


DEPARTMENT OF J USTICE 

F C FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 

I CLASSIFICATION ... 


PRECEDENCE 


PRIORITY 


^FIBTEPP DN PX SD3JDE HQ HD13T SriEYCEP 27211DZ HAY 82 


START HERE 


FM DIRECTOR FBI laD-aDSJ 
TO FBI PHOENIX PRIORITY 


_FBI DENVER PRIORITY 
14_FBI SAN DIEGO PRIORITY 


QcOUNTERflEASURES MATTERS 

10 REFERENCE PHOENIX TELETYPE TO {BUREAU DATED MAY 2L-, naSi 

} 1 

BUREAU TELEPHONE CALLS TO DENVER SAI I 


8_SAN DIEGO SA _ 

may a?-, na2. CUI 


AND PHOENIX ASAC JOHN CLYNICK ON 


6 _ FOR THE INFORMATION OF DENVER AND SAN DIEGO FIELD OFFICES-, 
_THE PHOENIX FIELD OFFICE IS IN RECEIPT OF A REQUEST TO y 

4 .CONDUCT AN AUDIO COUNTERMEASURES CACMI SURVEY OF THE PHOENIX / j 


THE OFFICE EQUIPMENT CONSISTS OF FOURTEEN -C1M} TEN BUTTOi 


TELEPHONE INSTRUMENTS ON FOURTEEN 1141 SEPARATE TELEPHONE 


IAPPROV80 BY 


- MR. BAYSE 


DO NOT TYPE MESSAGE BELOW THIS LINE 


1 DRAF/ED BY 


CT/PJF. CL3- 






TELE EXT, 


5/27/B2 1B035H/B 27UD 




u 




12 MAY 2a 1982 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP 


DO NOT TYPE PAST THIS UNE 















a 


PACE TUO DE H<2 OiaTJ^O] 
■ LINES. iuy 


POINT OF CONTACT AT THE 


NORTH 


ALL INFORMATION REGARDING APPEARANCES OF TELEPHONE LINES 
CAN BE OBTAINED BY CONTACTING 


PER REFERENCED TELEPHONE CALLS-. DENVER SA 


SAN DIEGO S/ 


(JILL TRAVEL TO PHOENIX ON JUNE 1-, ITSS-, 


TO CONDUCT THE REQUESTED ACM SURVEY- -CU> 

BY SEPARATE COVER-. FBIH6 HAS SHIPPED BY FEDERAL EXPRESS 
PRIORITY ONE -Cl} THE FOLLOWING EQUIPMENT: 

ONE EACH DEKTOR TELEPHONE ANALYZER-. SN 10b*J 
ONE EACH DEKTOR LINE EXTENDER-. SN IDLT 
ONE EACH MICRO-TEL PR 70D A-. SN 114 
ONE EACH SCANLOCK MARK S RECEIVER-, SN 7S/1L4 
ONE EACH SUPERSCOUT C1-, SN 3^4 !? 

UPON COMPLETION OF THE SURVEY-, ALL OF THE ABOVE EQUIPMENT 
IS TO BE SHIPPED BACK TO FBIH<3 IMMEDIATELY. -CUT 

SA I I (JILL ADVISE FBIHc? BY AIRTEL OF THE OUTCOME OF 


L f. 












# 


d , :■ i,r iM. 

PACE THREE DE Hl<3 Q13T T~0 
THE ACM SURVEY. -CUD- j 

" i 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED ! 


TO FBIH<3-, ATTENTION: 
SECTION-, SA 


TECHNICAL SERVICES DIVISION-, ENGINEERING 


t 


EXTENSION B7DD• CU> 


JtJSSifTEj AND EXTENDED BY fli REASON FOR EXTENSION FCIM-, II?-, 
1.5 l 4 • 5 15 & 3>i DATE OF REVIEW FOR DECLASSIFICATION MAY 57-, 5005. 


b6 

b7C 


BT 



< 






* 






NOTE: sa 


HAS CONTACTED PHOENIX ASAC JOHN CLYNI£K b6 


AND ADVISED THE NAMES OF SAS TRAVELING TO PHOE NIX TO C0NDU(b7c 
THE AUDIO COUNTERMEASURES SURVEY- SAS I I OF DENVER AND 

I-1 OF SAN DIEGO HAVE BEEN TELEPHONICALLY CONTACTED BY 

1 1 I _ _ . . a T1 IT OT A III I 


SA L 


REGARDING THE TRIP TO THE PHOENIX DIVISION- BOTH 


HAVE ADVISED THAT THEIR TRAVEL HAS BEEN CLEARED THROUGH THEIR 
RESPECTIVE OFFICE MA N AGE,MO I- ASAC C LYNICK IS MAKING LODGING 
ARRANGEMENTS. SAS I I HAVE BEEN ADVISED 

ACCORDINGLY. 


& 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C: 20535 


Dale: f/ll/Zl- Re: TcC-ti/S! CftL JO Q O \ / 

5/9-C p/y oEA//y ■ ' |/7 


nil. 


.Invoice of Contents 


/^> 9 - PZttrog. Tft%.£/°rtc>'v£ r A^fti-f2A 

/ ifT^ ^-/ A/S 1 " 

l ffl 700 RjTcLi^IA^ 

/ Eft SC-ft^ftOZX fi-E<±, 

* ft 

-» 

j Eft AjsA-L/a/ C./ Suf/ft# S£°vT 

£ * U---« 4 

f 1 . 



FBI File 


z&fty 

(o^ 

HH- 

07/ 


m ’LL 
3= 71 

C'«l 

l—* »— r—• 

5?^: — ns 

. t« 
ro r i i c 


RETURN TO ENGI NEERS 
Name of Shipper_ 

This Shipment Packaged by 
No. of Packages_ 


FD-514 NO 


* 

w* m 
ijnto- , i§ 

C - $ 


ENGINEERING SECTION DOCUMENTATION 
TION ROOM 1B0 48 (Telelift 253) 


Ship By 


Shipping M. 


DO NOT TRANSFER EQUIPMENT 


(method to use) 
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Date: May 28,1982 



* * 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re:TEKNXES TECHNICAL EQUIPMENT 



To:§AC CHICAGO 
' ATTENTION: SA 

II 

I 

t 

l * 

'/ 


.Invoice-of Contents 


b6 

b7C 



Bl File it 3X_ .80-805 


1 EACH TRIPLETT MODEL 3400 VOM/AMPLIFIER 


5 

i 





m 

as 

r^ 

cx 

o 


03 <— 
v-'rn 

c=> 

oJth 

-f. 


cn 

s 

•s^» 




i > 

r-o 


V> 

~a 

-t? 

m 

C3 


ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, RO.OM 1B046 (Telelift 253) 

SA 


Name of Shipper. 


This Shipment Packaged by _| 
No. of Packages 




2700 


S 


Ship By 


MAIL 


(method to use) 


b6 

£ b7C 


Shipping it , 


FD-514 


NO 


r., / 


DO NOT TRANSFER EQUIPMENT 
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Date: 2~ Re: 

To: S&Q C///C/4//tM7 / 


ft 


FEDERAL BUREAU OF INVESTIGATIO 
WASHINGTON, D. C. 20535 


j4 7 'T SA 


.Invoice of Contents, 

S 

I 


~7 



FBI File H < &Q~<ZQ&. 


j /Ffi Ju*yC.T/oV 2Dc:7^-T0/i SsS 

I £fi 6CA^oCf< Aik. 5 •• ^ ~?%/1~?£, 


/ 


t~> 
CBZZ 
h~>nj 
torjj 


m r*. 
x c. 

CD '.*> 



I\>sn 


n- 






^(f> 


rP^f&fL lia. 


G'f&l ^ 


b6 

b7C 


ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

Ext.4^r~ Ship By „- P^f= r, 


Name of Shipper_l 


This Shipment Packaged by : _ 

No. of Packages_ c*? 



Shipping #, 


(method to use) 


/ 




b6 - 
-b7C 
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iff/ 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535# 


Date: £//v/T 2. Re: / C ^ 

To: S/?C SftA/ A'U'74sisl‘C> 


AT7; Sfl, 


-Invoice of Contents. 



Ib6 . 

lb7C 


FBI File { Afid 


/ £~ft SiVJWoc/c Mk g £a/ 7.3/0^ 



I PC- aJ\ibs. 

s’/ft/ffe- 

SC 

* 




£ c 
CT 

co~ [X 
H«Pt 
WPI *' 
ro^J, c. 


a> 

'“5 

* Vi/ 

rti 

o 


o 


_ -I 

r-Li 


ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 












- HPO'006 1302008Z 
RR HQ 

DE MP 0006 






v. . ** m -l 

f Bsc. & ' —- | 

Exes. HUES—— 
Asst Dire .* 
A&n. Serve. — 

Crtm.inv. -- 

Idetst.---- 


u 


R^02008Z MAY 82 
>FM MINNEAPOLIS 


'S 

'o.ttifii 2fi li) 2 

f',£L- u. 

TO DIRECTOR (80-805) ROUt/ne'* ? ' HGATI0N 
BT 

UNCLAS 

ATTENTION? TECHNICAL SERVICES DIVISION, ENGINEERING SECTION. 
boUNTERMEASURES MATTERS. 

REBUTEL DATED MAY 5, 1982. 

MINNEAPOLIS NOMINATES TECHNICALLY TRAINED SA 


inspection _ 

line!’-— 

• labored?. 

Lee-;! Cow.. 
Cf!.o?Cmc 
& Psttis A!tc. _ 
R«. f.gct. 
lc:h- Scrvs. 
Trcir.:n<3 —. 
Telephone Rm. y—— 
C.ncic’s -— 




(inwV^ng 


TO ATTEN) BASIC AUDIO COUNTERMEASURERS (ACM) IN-SERVICE 


JUNE 7 THROUGH 18, 1982. IF NO VACANCY EXISTS FOR THOSE DATES 
IT IS REQUESTED SA 


BE CONSIDERED FOR ATTENDANCE AT ACi 



IN-SERVICE DURING THE NEXT FISCAL YEAR. 
BT 




0 





u 


i S-n-r* 

OU^cs^t 6 - 1 -^ 





» * «l»tJ 











Approved: it 


Transmitted 


(Number) 









LVO004 1310307Z 
RR HQ 
DE LV 

R H/r0H30Z MAY 82 
'TM LAS VEGAS (66-138) 

TO DIRECTOR (80-805) (ROUTINE) 
BT 

UNCLAS EFT O 


e 


n -^Sm:D 

1 1 Hay 82 I] 


Hz 



ATTENTION: TECHNICAL szRy,1CES DIVISION, ENGINEERING SECTION 
SA _ 


Q< 


'OUNTERMEASURES MATTERS. 

RE BUREAU AlRTEL TO ALL FBI FIELD OFFICES DATED MAY 5, 1982 

THE FOLLOWING TECHNICAL TRAINED AGENTS, LAS VEGAS DIVISION, 
ARE DESIGNATED TO RECEIVE BASIC AUDIO COUNTERMEASURES TRAINING: 

PREFERABLY DURING THE JUNE 7, 1982, THROUGft 

PREFERABLY 


SA 



JUNE 18, 1982, IN-SERVICE; AND SA 


DURING THE AUGUST 23, 1982, THROUGH SEPTEMBER 3, 1982, IN-SERVICE. 

go-*"" " 



o 


u 


/ 



9 JUN 2 1982 


u \IUN 1 O' 








MEO006 1310807Z 




D£ ME 


n~PT : '-'k'0 

,* yr ’ .'WIT 

• I talfe 8 8 15 z 


R 100807Z MAY 82 FEDHiLtL BUREAU^ 

. OF INVESTIGATION 

FM MEMPHIS (66-270) 

TO DIRECTOR (80-805) ROUTINE 


UNCLAS E F T 0 * _ A ^~y 

ATTENTIONS TSD,/E”NGINEERING SECTION, SA s / ) 
CcOUNTERMEASURES/ MATTERS 

11 - ■■ m * ****** 

RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982. 


TECHNICALLY-TRAINED SPECIAL AGENT 


MEMPHIS 


DIVISION, IS DESIGNATED TO ATTEND ONE OF THE TWO BASIC AUDIO 
COUNTERMEASURES (ACM) IN-SERVICES AT QUANTICO, VIRGINIA. 


o' 


EX0C. AOIES- 

AssLDif,-. ‘ ’ ca 
| Mu Servs. _ 
Crim.tnv. — 

Wont.-*— 

Ingpscfiw_ 

Intetl-- 

Lc*ore.to<y — 
LsgcJCoun— 
Of!, c i Cwg. 

&PuWeA«S 
VSC.V.'St. ~~l 
TccUSavs.¥ 

7ra'rtr,3--- 

TeteftecKM. . 

Doctor's Sw'y- 







12 JUN 1 1982 















*acx«ass«rni» 
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MOO005 1 32234 7 Z 
RR HQ 
DE MO 

R 122348Z MAY 82 
FM MOBILE 




F£y-t:. ■ .^\U 

OFiWLfiGAriUN 


OYDIRECTOR (80-805) ROUTINE 


UNCLAS E F T 0 


Exsc.AIMnv._ 

Exec. AME S 
tesUXr.: 

A dm. Seres, _| 

06 n.br/. _j 

Idem. I 

topecJtefl _I 

IffteH. ________ J 

f-aboafo ry _j 

!•*# Ccvn__I 

Wf. a- Cwg. I 
SPitiHc Alh. _ I 
&£-fc5gf7t, w JL 

ecfe.Sotvs, Jjjjj?. 

EiRlrg__ 

AfeKS/fc} __ 

? Ofcec?gr*< " V y 


attention technical services division, engineering section, sa 


■*:> " 


-COUNTERMEASURES MATTERS 


fcfdma&riRjg Sect b6 
046 ttBmj# 354 . b7C 


REURTEL, MAY 5, 1982. y/ 

IN CONNECTION WITH THE BASIC AUDIO COUNTERMEASURE (BAC) IN- / 
SERVICES, SA | | MOBILE DIVISION, IS BEING DESIGNATED 

FOR CONSIDERATION TO ATTEND ONE OF THE SCHEDULED IN-SERVICES, WFFH- 


PREFERENCE TO THE AUGUST 23, 1982 BAC IN-SERVICE. 
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AT 0006 1321725 
RR HQ 
DE AT 

RR 12 1 725Z MAY 82 > 

)m ATLANTA (66FXl3) 


* RECEIVED 
TELETYPE UNIT 

yr 

<1 ZHryBZ I? 32 


FEDERAL BUREAU 
OF INVESTIGATION 


0 DIRECT OR X80-8 05). ROUTINE 


UNCLAS 


ATTENTION TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 


a 


fi.Q D.NT ER MEA SUR E S\ MATT ER S. 

REFERENCE FBI HQ TELETYPE TO ALL SAC’S, MAY 5, 1982. 

t 

FOR THE INFORMATION OF THE BUREAU, TECHNICALLY TRAINED 


AGENT CTTA)[ 


IlS INTERESTED IN ATTENDING THE 


AUDIO COUNTERMEASURES (ACM) IN-SERVICE SCHEDULED FOR 
AUGUST 23, THRU SEPTEMBER 3, 1982. 

IT IS NOTED THAT ATLANTA TTA* S | 
lATTENDED THE ACM IN-SERVICE IN NOVEMBER, 1981. 


(7 JUN 1 1982 


77 m 1 o mnSr 


ExCC. ADAdip_I 

Exsc. AO-Inv._I 

2xec. ADLE $~_ 

, 'St Kr.: '* 

A'Jni.Scm._ 

Crta.Inv. . . 

’ 'rat_ 

..vsction_ 

f ■■ 

. v'v • ‘ ■ .......... 

L&xaiory_ 

; Ccan._ 

i C.f. r.J Crag. 

& PuKc Affs_ 

ie: ~~P?& 

Tech. Scrvs. IgZZ 

Training__ 

-iephoneRm._ 

;toTs Ssc’y_ 














NY 0761 172,0157 

PP HQ 
DE NY 015 
R 01/71^55Z MAY 82* 



t £ «°h.t 

ITHjF n ' 9 


Cm 


W JEW YORK (^ 6 - 885 1-M) 

TO DIRECTOR (80-805) ROUTINE 


ATTN: SA 


NCL A S 



ENG. SECTION, TSD 


Exec. AD-Adra_ 

Exec. AO-!nv._ 

Exec. ADS.ES._ 

Asst. Dir.; 

Adm. Serve. _ 

Crtm.inv, ___ 

Went_ 

Inspection_ 

InSeil_ 

Laboratory_ 

Legal Coon._ 

Oil. 0! Cong. 

& Public Alls_ 

Recent 
Trat- Seres. 

/Training_j 

i Telephone Rm._f 

j Director^ Scc’y_5 


1B046. II# 354i 


OUNTERMEASURE MATTERS 

REBUTELETYPE DATED 5/5/22 CAPTIONED AS ABOVE. 
NEW YORK DIVISION REQUESTS TTa I 


BE PLACED IN 


AUDIO COUNTERMEASURE (ACM) IN SERVICE SCHEDULED FOR 8/25/82 THRu 
9/5/82. 

FOR ANY QUESTIONS REGARDING THIS COMMUNICATION, PLEASE CONTACT 
SUPERVISOR! I, NYO, EXTENSION 2744. .. 


SUPERVISOR 




- 'T 

„ ! 60 JUN i/71982 

<M>C ^ 


MOT RECORDED. g 

2® JUN X 1982 4 


BT 
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PGO012 132 0113Z 
RR HQ 

t 

DE PG 

R12 0113Z MAY82 


m 


' . nP.' l 


» 7 1 , t 

a I *« 1 » > * 





(ji 2 Z z 

FM PITTSBURGH (66-257) OP) - 

GF.‘.u;-vV'lj..lit*W 

Tb^ Director ( 80-805 ) routine 
bt 

UNCLAS 

ATTENTION: TSD, ENGINEERING SECTION, SA 
COUNTERMEASURES MATTERS. 

RE BUREAU TELETYPE TO ALL OFFICES DATED MAY 5, 1982, AND 
CAPTIONED AS ABOVE. 

PITTSBURGH HAS DESIGNATED SA 


“H * 






b6 

b7C 


'lnft&cta£ 9&ct 
XOitfSikJ&t 354 

TO ATTEND ' b6 

b7C 


THE BASIC AUDIO COUNTERMEASURES IN-SERVICE. BECAUSE OF OTHER 
COMMITMENTS, Sa| 


WILL BE AVAILABLE FOR OW.Y THE AUGUST 23 


THROUGH SEPTEMBER 3, 1982, IN-SERVICE. 
BT 


Si* 


u 


c/ 






NO 

3L© JON X 198Z 
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TRANSMIT VIA: 
O Teletype 
I I Facsimile 
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Date_5/12/8_2_ 


y-FROM: 
'“"COUN'I 


DIRECTOR, FBI (.80-805) 
(ATTN: TECHNICAL SERV] 
SECTION, SA I ~ 

SAC, CLEVELAND (66-9) 


IS DIVISION, ENGINEERING 


OUNTERMEASURES MATTERS 


Re Bureau teletype, dated 5/5/82. 

The Cleveland Division will send SA | 

1 as its Technically Trained Agent to receive audio 
countermeasures training August 23 through September 3, 
1982. 


4>: 




2/- Bureau ' 

1 - Cleveland 

RHN/dmh 

(3) 




NOT RECORD® • 

i 6 JUN X 1382 . 
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*===&' 


OvMT &//S's. 
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(Time) 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


V 


AIRTEL 



DATE: 5/20/82 


TO 


: DIRECTOR, FBI 
ATTN: SA I 


- <// 


ENGINEERING SECTION, TECHNICAL SERVICES DIVISION 

RICHMOND 

subject Countermeasures matters 


from 


j^JV^AC, 



ReButel to all field offices 5/5/82 captioned as above 
SAC Richmond nominates SA 


Audio Countermeasures In-Service. SA 


1 to attend 


xs an experience 


technically-trained Agent who is currently in his office of 
preference. 


Inasmuch as the Richmond Division w ill be un der 
inspection beginning 6/7/82, in the event SA 


is 


designated to attend the ACM In-Service, it is recommended that 
he be scheduled to attend the 8/23/82 session. 


0 JUN 1 >jG2 





Q2^Bureau ( 
l-Richmond 
AHM/bwm 
(3) 
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DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


§ 


DATE 


5/2S/82 


CLASSIFICATION 

UNCLAS 


PRECEDENCE 

PRIORITY 


F. *** 


FM DIRECTOR FBI {80-805} 


TO FBI BOSTON PRIORITY 

_fbi Jacksonville priority 

FBI KANSAS CITY PRIORITY 
_FBI LAS VEGAS PRIORITY 
FBI NEWARK PRIORITY 
_FBI NEW HAVEN PRIORITY 
FBI PHILADELPHIA PRIORITY 
FBI WASHINGTON FIELD PRIORITY 
_BT 

ufcteLA: 



h-rm-e 3 



[ASIC AUDI 0 _ CO U N T ER.MEAS 1.1 R~F"S~trTtnt¥^ ^ 

REFERENCE BUREAU TELETYPE DATED MAY 5-.,1=182. 

THE FOLLOWING SPECIAL AGENTS -CSASI AR£. SCHEDULED TO^TJEND 

r&tft IbO-XUS 

CAPTIONED TRAINING AT (3UANTIC0 TRAINING FACILITY FROM STOO^M.* 
JUNE 7-, Mfl2, THROUGH 12:00 NOON-. JUNE 18-. 1=182. '““ALL SAS^ARE*^ 
SCHEDULED FOR FIREARMS TRAINING ON JUNE 11-, nfl2.fi MAY 27 1932 


DO NOT TYPE MESSAGE BELOV/ THIS LINE 


APPROVED 


H - 




DRAFTED BY 

DATE 

ROOM 

TELE EXT. 

E-L/PJF. 1101_ 

_5/25/82 

1B053/8 

2700 


1 - ADMINISTRATIVE SERVICES,—„ a„, 

division *""88 ® 

1 - MR. BAYSE 
1 - MR. WITZEL 
1 - MR. KILLION 


1 - 


77 JUNl’1w2 



b6 

b7C 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP 


FBI/OOJ 











6 / 


93A (7-19-77) 


DEPARTMENT OF J USTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 


|RAGE ry T } U0£ DE. H<2 00H3 UNCLAS 


BOSTON 


SA PERRY SPEEVACK - JACKSONVILLE 


- KANSAS CITY 


SA |_|- LAS VEGAS 

16 _ SA | ~| - NEWARK 

SA | | - NEW HAVEN 

14 _ SA | | - PHILADELPHIA 

SA | | - WA'SHINGTON FIELD 

12 _ ABOVE .SAS ARE. BEING SPECIFICALLY SELECTED. IN THE EVENT 
ANY SA IS UNABLE TO ATTEND-, FBIHQ WILL BE TELEPHONICALLY 
10 CONTACTED AND SUBSTITUTIONS-, IF ANY-, WILL BE HADE BY FBIHQ 
ONLY. 

8 _ TRANSPORTATION WILL BE PROVIDED FROM FBIHQ TO (JUANTICO-, 
DEPARTING AT. 7:30 P-M. -, ON JUNE b-, 1T8B. 

6 _ INQUIRIES CONCERNING THIS C0(1t1UNICATI0N SHOULD BE DIRECTED 
JO FBIHQ-, ATTENTION: TECHNICAL SERVICES DIVISION-, ENGINEERING 


4 [SECTIONn ' SA- 


EXTENSION B7D0• 


DO NOT TYPE MESSAGE BELOW THIS LINE 


FBI/DOJ 
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4/26/82 


FROM: 


SUBJECT: 


DIRECTOR, FBI && ~ 2 ?& $ 

Attention: ^Technical Servic^e^ Division 

Countermeasures /Section 

SAC, SPRINGFIELD (66-29) 

TECHNICAL MATTERS fdo UNTERMEASPRES (SCANLOCK) 


The Springfield Division is in the process of conducting 
routine security checks of Bureau space located in the Resident 
Agency in the southern area of the Division, as requested by the 
Bureau. As to allow a more adequate survey, the Bureau is 
requested to forward one Scanlock unit to Springfield for tempo¬ 
rary use to allow completion of the surveys. 

The u nit should be forwarded to the attention of 

Technical Agent | . I - 

Carbondale Resident Agency, Carbondale, Illinois 62902. Upon / 
completion of usage, the unit will be returned to the Bureau. /I 




(^ 2 ) - Bureau ' 

2 - Springfield (66-29) 

RVE/dgh 

(4) 


J(T 1 1* " 




to tm 7 mi 
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(Time) 
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CLASSIFICATION:. 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 
a UNCLAS E F T 0 
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Date_ VVgj 


J; 


.-7 0 


l 


D 



TO: 


DIRECTOR, FBI (^«T9T9TT * ^ ^ 

(ATTN: TECHNICAL SERVICES DIVISION, ELECTRONIC 
ANALYSIS UNIT, SUPERVISOR! 


SAC, CHICAGO (66-699) (SQUAD 10) 


FROM: 

6 

mUJfflEMEASURSS^MATTERS 


Re FBIHQ Technical Equipment-Update Letter, 4/16/82, 


Attached hereto are three (3) brochures as provided^ 
to an Undercover Agent and provided to Chicago, Squad 10 
Agents for dissemination to the Bureau Electronic Analysis 
Unit. These brochures are as follows: 


"Protection" 

"Protecting Your Privacy" 



"How Long Would it Take to Find a Tap on 
Your Telephone" 


Above (information was provided to Undercover Agent 
during seminar held by^£cs„,Communication,jControl,_Inc.., 


625 : .Nor th,Michigan^Ayenue, ; JChi^q.^mnp^s^,0^J.] 


DE-105 



Q 


r\fyifi 

- Bureau (Encs. ENCLOSURE ^ 

2 - Chicago i In-t, 

1 - 66-4770 £ . 

JWS/mtd hu H* 

(4) / 
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Date 5 /10 / 82 


FROM: 


DIRECTOR, FBI 

ATTN: TECHNICAL SERVICES DIVISION 

ENGINEERING SECTION 

./ sai i 


AC, HOUSTON (66-1444) 


OUNTERMEASURES MATTERS 


ReButel to all offices dated 5/5/82. 

SA I I currently assigned Houston Division, 

has attended Basic Audio Countermeasures (ACM) In-Service and is 
the only Technically-Trained Agent (TTA) in Houston Division to 
receive such training. 


In the event FBIHO sele cts a Houston agent for referenced 
In-Service, SA I (Technical Coordinator) would b e\ , 

available to attend the 8/23 - 9/3/82 training. If SA[^^^^| is'^ 
selected, please advise Houston Division at earliest possible 
date. , 


Bureau K 1 ^ 
W ''l - Houston 
CHM/sac 
(3) 




52 JUN 1 19 82 
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tw« 5/10/82 


' FROM 

o 


DIRECTOR, FBI (80-805) 

(ATTN: TECHNICAL SERVI CES DIVISION - 
ENGINEERING SECTION, SA I 

SAC, DETROIT (66-401) 

ISURES IN-SERVICE 


FISCAL YEAR 1982 

Re Bureau teletype to all Field Offices, dated , 

May 5, 1982 ; Det roit telephone call of SA l I to 

~1 instant date. 

The Detroit Division submits the name of SA|_ 

I I to receive the two week basic Audio Countermeasures 

(ACM) In-Service for the class beginning June 7, and terminating^! 
June 18 ,/1982. //\ 

In view of the fact that there are scheduling _ / \j 
difficulties for a number of technically trained Agents during /J 
th e latter part of August, Detroit respectfully requests 
SA l be given the opportunity to attend during the above 

listed dates. 


s,b6 

^b7C 



Any communications reg 
directed to the attention of SA 


( 2 ) - Bureau l'' 
2 - Detroit 
JFP/cml 
(4) 


ling this matter should be 



1 2 JUN X 1982 
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CIO005 1311615Z 
RR HQ 
DE Cl 

R 111600Z MAY 82 
FM CINCINNATI 




1 I f mi BZ' lb | 6 z 


F£Df BUREAU 
OF INVESTIGATION 


TO DIRECTOR (80-805)ROUTINE 
T* 


A 

3 




UNCLaS 

ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 


T 


PUNTER MEASURES M ATTERS 

RE BUREAU TELETYPE, MAY 5, 1982. 

SAC, CINCINNATI, WOULD BE DESIROUS OF HAVING SA 


(SOUND TRAINED) ATTEND THE FORTHCOMING BASIC AUDIO 


COUNTERMEASURES IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982' 
IT SHOULD BE NOTED SA I I WILL BE UNABLE TO ATTEND THE LaTER 

IN-SERVICE IN VIEW OF THE FaCT'hE IS BEING MARRIED DURING EaRLY 
SEPTEMBER, 1982. 



t3 * ! 

•Aum.. 

i-lnv.. 

Exec. AD-LES--1 

|Asst Dir.’. 

ACm.Setvs. 

Crim.tnv. 

Wont.. 
tft^cctwn 
lirtell.. 

Laboratory. 

Le5«l Cam.. 

OH. Oft Ca>3- 
&pyy.:oAHs.— \ 
Roc.Mgnt- 

Tocti.Servs. 

Training — 

Telephone Km. 
Director’s^ 


BT 


u 


(y 


y 


f 5 


9 




E3 JUN 1 1932 

.**«*** 


cp^Cr G>- h 9~z 
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BSO010 1311953Z 
RR HI 
DE BS 

R 111855Z MAY 82 
FM BOSTON (66-1292) 
TO DIRECTOR ROUTINE 


RECEIVED 
TELETYPE UNIT’ 

IIMar82 19 $] 2 

federal bureau 
of INVESTIGATION 


UNCLAS 

ATTENTION: TECHNICAL SERVICE DIVISION, ENGINEERING SECTION, 



i Exeo.AD’Adfa- >— 
Exoc,AD-lrfJ.__ 
Exec<*\Dl£S_Jt_ 
SAsstDx: 
AdtxSerofe _ 

j CrinUnv. - 

l Idmt.__. 

Inspects — 

1 Intel! -- 

■ Laborer/- 

! ^ga'Cwm- 

\ Rsc.N5r.i__ 
Tech. Scrvj^S 

> Tratong- 

. pi.elCong. 

. iPs^JkrAlfs.- 
|lc!e£ta!3fcn. _ 

Jwrctto'sSecV- 




COUNTER MEASURES MATTERS. 

**" lt 11 .■—w— mmmrnm — wn i nmw m * 

RE BUREAU TELETYPE MAY 5, 1982. 

BOSTON DIVISION REQUESTS THAT TECHNICALLY TRAINED AGENT (TTA )/ 

I ATTEND ABOVE CAPTIONED IN-SERVICE, PREFERABLY 


DURING THE JUNE 7-18 SESSION. SA 


IS IN HIS OFFICE, OF 



PREFERENCE AND WILL BE ABLE TO ATTEND'THE ENTIRE IN-SERVICE^ 

THE BUREAU IS REQUESTED TO ADVISE BOSTON AS SOON AS SELECTIONS 
FOR ATTENDANCE ARE MADE. (O A A/ 2L ^1 ' 


/fiP 
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JMO003 1321612Z 
RR HQ 


\ l Hki ^ I B 12 z 

p.-T .• «JUR£AU 

' 0 F INVESTIGATION 


DE MM / 

R 12166 112Z MAY ,82 

FM MIAMI C66rL544) 

/' 

TO DIRECTOR C80-805)ROUTINE 
ATTENTIONS TECHNICAL SERVICES DIVISION 


enginerxng SECTION, 


UNCLAS 

/COUNTER MEASURES MATTERS. 


mugriatgaa jusi****<- 

lExec. AO-Adm, _—| v 

, j£xec. AD Inv-—j 

| Exec. AO-IES- 

| Asst. Dir.*. 

1 Adm.Servs. —. 

Crim.Kv/. -■ 

/ Ment _-— 

/ InspecScn-— 

late’l. _-— 

laboratory-- 

Legal On,-- 

ott. cl Cccg. 

& Public Alls.— 
Rec.Mont.___. 
Tech. Sotvs. UM 

Tracing--—■ 

Telephone Rm. .— 
Director's Sec’y- 


RE BUREAU TELETYPE TO ALL SAC’S DATED MAY 5, L982. 

THE MIAMI DIVISION CURRENTLY HAS NO TECHNICALLY TRAINED SPECIAL 
AGENTS AVAILABLE TO ATTEND THE BASIC AUDIO COUNTER MEASURES IN 
SERVICES OUTLINED IN REFERENCED TELETYPE. 




b JUN 2 1962 


W'/rc 


76 Mtsm 


L . 








BHO 0051331913 v 

RR HQ 
DE BH 

R 131913Z MAY 82 
^FM BIRMINGHAM (6SF-4 85-SF1) 


CTOR (80-805) ROUTINE 




,3 

bureau 




UNCLAS 

ATTN TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, SA 


:OUNTERMEASUREfMATTER 


RE BUTEL TO ALL SACS, MAY 5, 19 82. 
IT IS RECOMMENDED SA I 


BE DESIGNATED TO RECEIVE 


AUDIO COUNTERMEASURE (ACM) TRAINING AT ONE OF THE TWO INSERVICES 


FOR THE REMAINDER OF THE FISCAL YEAR. SA 


IS IN HIS 


OFFICE OF PREFERENCE, THE TECHNICAL COORDINATOR OF THE BIRMINGHAM 
OFFICE AND IS ELIGIBLE TO WORK FOR APPROXIMATELY FIVE MORE YEARS. 


IS SUBMITTED AS AN ALTERNATE AGENT TO ATTEND THIS IN-SERVICE. 

THE BIRMINGHAM DIVISION HAS A TRUE NEED FOR AN AGENT WITH 
ACM TRAINING. AUDIO INTERCEPTS HAVE BECOME, A CAUSE OF REAL 


fi p / MSJS. 

? JUN 1 * 


/-w. 


I &C3C. AO-A&ji._ 

Exec. AD!nv. % 

Exes. Afi-LES_ 

AsstDir.; 

Adm. Softs. _ 

Grim, lav, __ 

Wont_ 

Inspection_ 

isls!l_ 

laboratory_ 

Ler-ai Cc«:n_ 

Oil. cf Cor.q, 

& P(A*i<C Aite 

Ret. __ 

Tach. Ur. '- _ 

Training 

Tefephona run / 

[ Director’s Sdc’y 

^P n &4tn, 

fyzoiejM'vj 










UNCLAS 


PAGE TWO BH 66F-4 85-SF1 

CONCERN TO BOTH OFFICE PERSONNEL AND THE UNITED STATES ATTORNEY* S 
OFFICE. THERE ARE FREQUENT NEEDS FOR AUDIO SWEEPS AND AT PRESENT 
NONE OF THE TTAS IN THE DIVISION FEEL FULLY QUALIFIED TO PERFORM 
THEM. 


BT 
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FROM: 


DIRECTOR, FBI 

(ATTN: .TE CHNICAL SERVICES DIVISION, ENGINEERING SECTION 
SA | I 

SAC, ALEXANDRIA (66-54) 


a 


COUNTERMEASURES MATTERS 


ReBut el, 5/5/82 ; and AXtelcall from ASAC Steven L. 

Pomerantz to SA 5/13/82. 

Based on current and anticipated demands, it is requested 
that no representative of the Alexandria Division be scheduled for 
in-service training as outlined in reButel. ^ 

/A 

Alexandria Division recognizes the importance of this f/' , 
training, however, and would like consideration in future training 
sessions. , / /)' 




J2y- Bureau \ 

1 - Alexandria 



a JUN 2 1982 


SLP:IAT 
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SCO002 134 05 10Z 
RR HQ 
DE SC 

R 140505Z MAY 82 
FM SACRAMENTO 
TO DIRECTOR ROUTINE 


RECEIVED 
TELETYPE UNIT 

Hjh* 115 3! 7. 

BWEral bureau 

OF INVESTIGATION 


iWCLAS 

•^COUN TER MEASURES MAT TERS 

RE BU TELTYPE 5-5-82. 

IT IS REQUESTED THAT SACRAMENTO'S TECHNICAL 
COORDINATOR, SA I I BE SELECTED FOR 

ATTENDANCE AT THE BASIC AUDIO COUNTERMEASURES (ACM) 
IN SERVICE. THE FIRST IN SERVICE IS PREFERRED. 


IT IS NOTED SA 


WAS SCHEDULED FOR ACM 


IN SERVICE LAST YEAR BUT WAS UNABLE TO ATTEND. 


9/ 




p’xce. AD-M m ' —- 

gExec-AD-tav-- 

§Ex«c#MH.ES—— 
I Asst O'r/. 

| Aec^Ssws. — 

I Cttm>thv. -- 

I iSsr.U--— 

I (ilSpl&Ca- 

l -|r,a..-*— 

| uswauy -— 

i U;:!Ciui- 

! RCft.Mjtt — 
Tech. Seres. "3 

Trak^«*4 — t— 
W, ci Cwg. 

I &pub!iC^Jfe^ 
lle'.KpiM'*™- - 
LgSrector's Scc’y. 


Ineerlng Sect 
$$?WIL#254 



76 -TQ&r'&i 
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JLzrotfyJ) Av -A// 9/&<L. 

CMt / “jP^L , 


76 JUN 1 5 1982 
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OF INVESTIGATION 


» . NOO006 13503 15Z 
RR HQ 

DE NO^_ 

Ty?42 123Z MAY 82 
>M NEW ORLEANS (66-1068) 

TO DIRECTOR (80-805) ROUTINE 
BT 

^j/cLAS 

VQUMJRMASMEsI MATTERS 

RE BUREAU TELETYPE MAY 5, 1982. 

NEW ORLEANS AIRTEL TO BUREAU DATED JUNE 26, 1981, ADVISED 
TECHNICAL SECURITY SURVEYS AND RELATED MATTERS ARE HANDLED 
IN NEW ORLEANS BY 


SAS 


WILL ONLY BE AVAILABLE FOR THE 



INSERVICE SCHEDULED FOR AUGUST 23 THROUGH SEPTEMBER 3, 1982, 
IN VIEW OF THE PEI^INg T I TRIAL IN NEW ORLEANS, AND THE 


ONGOING 


U©ERCOVER OPERATION, WHICH WILL REQUIRE 


t y 


r s 5/o 




12 JUN 1 1982 




u »i 5 ^ 










PAGE TWO NO 66-1068 UNCLAS 

THE PRESENCE OF BOTH THESE AGENTS IN NEW ORLEANS FOR AT LEAST 


THE NEXT MONTH 
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TELETYPE UHl/ 
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LSO002 1371948Z 
RR HQ 
DE LS 

R 171948Z MAY 82 


FM FBI LOUISVILLE (66-62), 


TO DIRECTOR FBI (80-805) ROUTINE 


ATTNS TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, SA 



Excc. AOAdifl-- 

Exec. AD-lnv__ 

E(8C. AD-LES_ 

Asst Dir.: 

Adm.Savs. _ 

CfVn. tnv. 

Itfellt ,»««»*_ 

tnspdCttOA 

JtfoB._ 

LaJxw&sy-_ 

lecdCvtf._ 

OS. o$ &*>;>. 

aPcMicA,>s._ 
Rac. Mjnt__j, 

I Trtch.Sisvs. Z^' 

Training_ 

Telephone Rm._ 

, Director’s Scc'y_ 


UN CL AS / /fi 

Countermeasures matters. 

RE BUREaTtELETYPE TO ALL FIELD OFFICES, MAY 5, / 

LOUISVILLE TTA*S RECEIVED THIS TRAINING AT LOUISVILLE IN 
JANUARY, 19814 THEREFORE, LOUISVILLE NOT SUBMITTING A REQUEST FOR 


ADDITIONAL 


#002 


>81/, THERE 
’TRAINING. 


I/'- 




NNNN 


0 & - /“ S7 - 


I2JUN 1 1982 


JUN15 








, . • "CEO001 137 1405Z / 

RR HQ / % h % 

! E ^ / TE Wf 

1714 03Z MA/g2 i/|/y Z 

FM CHARLOTTE <66-4 18) (P) ! i iW 

TO DIRECTOR (80-805) ROUTIN JpIsSft 

« bt ^ 
jCuNCLAS 

1 1 ATTENTION TECHNICAL SERVICE DIVISION, ENGINEERING SECTION 
o COUNTERMEASURES MATTERS / 


RE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982, AND 


Exec. AC-Adtc-,—— 

I jExec. AD-'W - ■ '*- 

[tExeS-AB-^ k - —— 
|aSsU«*' 

I *— 

| aa- —; 

I - 

UUxawy-- 

UOZJCcna-— 

OT.olCcog* • 
a putf.c Atta. - 
roc. Mgrt- 
Tes’n. S*vs.^V 

TraWng-- 

Tekphono Rm. — 
0' , 'eclor’sSccy_- 


TELEPHONE CONVERSATION OF SA 


CHARLOTTE DIVISION 


TO BUREAU, MAY 17, 1982. 


NOMINEE OF CHARLOTTE DIVISION FOR AUGUST 23 IN SERVICE RE 


/^Cina4riDs^&ct 
\X liOWJSglm 354 


captioned matter IS SA 


IS IN HIS 


OFFICE OF PREFERENCE, AND IT IS ANTICIPATED WILL BE ABLE TO COMPLETE ’ 


THIS IN SERVICE UNINTERRUPTED. 



76 JUN 1 5 1982 
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/C'lOx0008 1460325Z 
PP HQ 
DE PX 



Nsysz 6 *| g 9 

flliflll 


—— — »»-«->nK*V)nnRn 

Exec. AO-Adm_I 

Exec. AD-fnv.JL 

i 

jExec. AD-LES_ 

jAsst Dir.: 

A&uSerys, _ 

| Crfm. Inv. _ 

Went.__ 


Inepecticr. 
latell.. 


Later?, tor/ 


P 260325Z MAY 82 
FM PHOENIX (66-897) 

TO DIRECTOR PRIORITY 
BT 

UNCLAS E F T 0 
ATTENTION: SUPERVISOR 


Legal Coun_ 
'OH.ofCwgL 
& PufcHc Alfs. 
Rec.JWi 
TectfgjrX's, 
Training 



iTeleptenaftm._| 


f Dire ctor’s Sec’y. 



ELECTRONIC ANALYSIS UNIT : 


b6 

b7C 


^TECHNICAL SERVICES DIVISION 
^COUNTERMEASURES SURVEY | 



IN WASHINGTON, DC, CONTACTED FBIHQ REQUESTING AN ELECTRONIC 
SWEEP OF 


POSSIBLE. PHOENIX AT PRESENT TIME 


THE SURVEY BE^^DUCTE^^^OT^aS ^ 

DCn'PllT T TMr rr . I 


WHO HAS RECEIVED THE NECESSARY TRAINING TO COND«S*“ 


COUNTERMEASURES SURVEYS. BECAUSE OFjPRESENT COMMITMENTS.J?Y|UN 3 1982 

" 6~Jhj£jknL 

r-a-7-o. , ■ 

' 
















PAGE TWO PX 66-897 UNC A LS E F T 0 

SA | 1 IT WOULD BE IMPOSSIBLE FOR HIM TO CONDUCT THE 

COUNTERMEASURES SURVEY UNTIL JUNE 4, 1982. TELEPHONIC CONTACT 
WITH SUPERVIS0R | ~\ FBIHQ, HAS DETERMINED THaT DUE TO A 

training commitment the necessary equipment would have to be 
at fbihq no later than june 1982 , in order to prepare to 
transport the equipment to the training facility for a school 

SCHEDULED TO BEGIN ON JUNE 7, 1982. 

CONTACT WAS MADE WITH THE l | PHOENIX, 

ARIZONA, ON MAY 25, 1982, WITH RESPECT TO SCHEDULING THE SURVEY. 

| WAS advised that because OF THE PRIOR commitments 
THE SURVEY COULD NOT BE SCHEDULED TO BE DONE UNTIL JUNE 21, 1982. 
SHE EXPRESSED CONCERN REGARDING THE DEL A Y IN THIS MATTER 
INASMUCH AS HER REQUEST WAS INITIATED SOME TIME aGO. SHE FURTHER 
STATED that ! | HaD BEEN CONTACTED 

regarding this matter and had done some work regarding the 

CHECKING OF THE OFFICE TELEPHONES. SHE REQUESTED THAT SOME 
CONSIDERATION BE GIVEN TO CONDUCTING THIS MATTER AT AN E A RLIER 

date. 

additional contact with SUPERVISOR I ~| h a s determined 

that IT WOULD BE FEASIBLE TO PROVIDE ASSISTANCE FROM OUTSIDE 


b6 

b7C 


b6 

b7C 

b7D 

b7E 


b6 

b7C 
















PAGE THREE PX 66-897 UNCLaS E F T 0 
THE PHOENIX DIVISION TO CONDUCT THE SURVEY. HE NOTED THAT 
IT WOULD BE NECESSARY TO SET FORTH THE JUSTIFICATION PARTICULARLY 


NOTING WHY SA 


WOULD NOT BE AVAILABLE TO CONDUCT THE 


SURVEY PRIOR TO THE 2iST. IN CONNECTION WITH THaT IT IS NOTED 
THAT SA 


IS COMMITTED FROM MAY 2<S, TO MAY 29, IN 


CONNECTION WITH A COURT AUTHORIZED INTERCEPT. ON MAY 3l, 1982, 
HE WILL DEPART PHOENIX FOR BULLHEaD CITY, ARIZONA, IN CONNECTION 
WITH A VIDEO INSTALLATION ON A CONSENSUAL MONITORING MATTER 
WHICH IS EXPECTED TO LaST THROUGH JUNE 1 , 1982. PRIOR aRRa^GE- 

ASSISI THE ALBUQUERQUE 


MENTS HAVE BEEN MADE TO HaVE SA 


DIVISION ON A COURT AUTHORIZED INTERCEPT INSTALLATION WHICH WAS ’ 
TO BE DONE ON JUNE 2 AND JUNE 3, 1982. HE IS EXPECTED TO BE 

on sick leave during the afternoon of june 3 , 1982 , because of 

SOME MINOR SURGERY. BECAUSE OF THESE COMMITMENTS HE WOULD, 
THEREFORE NOT BE AVAILABLE TO COMPLY WITH THE REQUEST FOR THE 
SURVEY UNTIL FRIDAY, JUNE 4, 1982. BECAUSE OF THE COMMITMENT 
OF THE EQUIPMENT TO THE TRAINING IT WOULD NOT BE AVAILABLE TO 
BE SHIPPED TO PHOENIX UNTIL JUNE 18, 1982. BECAUSE OF THE ABOVE 
IT WOULD NOT BE POSSIBLE TO CONDUCT THE SURVEY REQUESTED OF 
PHOENIX UNTIL JUNE 21, 1982. 










V 


PAGE FOUR PX SS-897 UNCL A S E F T 0 

INASMUCH AS SOME CONCERN HaS BEEN SHOWN BY THE 


WITH RESPECT TO THE DELaY IN THIS MATTER IT IS REQUESTED 
THAT headquarters CONSIDER PROVIDING PHOENIX appropriate 
PERSONNEL AND EQUIPMENT JO CONDUCT THIS SURVEY AS SOON AS 
POSSIBLE. 

INQUIRY HaS DETERMINED THAT 

PHOENIX, ARIZONA, DID IN F A CT PREVIOUSLY CONDUCT A CHECK OF 


THE TELEPHONE FACILITIES OF THE 


IT WAS 


determined that the telephone equipment CONSISTS OF FOURTEEN - 
TEN BUTTON TELEPHONE INSTRUMENTS AND FOURTEEN SEP A RaTE LINES. 
T »E | l lS LOCATED IN A HIGH-RISE WHICH IS A T 

PHOENIX, ARIZONA, TELEPHONE NUMBER 


THE OFFICE MANAGER IS 


FURTHER 


INFORMATION REGARDING THE APPEARANCES of telephone LINES CaN 
BE OBTAINED BY CONTACTING I 


_I PHOENIX TELEPHONE NUMBER 

SHOULD HEADQUARTERS AUTHORIZE PERSONNEL TO TRAVEL TO 
PHOENIX TO CONDUCT THIS SURVEY IT IS SUGGESTED TH A T THEY CONTACT 

_I PRIOR TO TRAVELING TO PHOENIX TO ASSURE THEMSELVES 

THAT THE OFFICE WILL BE AVAILABLE FOR SUCH INSPECTION. y 
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TRANSMIT VIA: 

Teletype 

Facsimile 
AIRTEL 


* 


PRECEDENCE: 
I I Immediate 
I I Priority 
I I Routine 


I* 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 
D UNCLAS 


DIRECTOR, FBI 
Attn: SA | 

Technical Services Div. 
Toom 1B0153 

SALT LAKE CITY (66-162) 


UBJECT: "COUNTERMEA'S 0 RES/MATTE RS 


Re Bureau teletype t o all SACs dated 5/5/82, and Salt 
Lake City telcal to Superyisorl 15/25/82. ^ 

Per discussion in referenced telcal. Salt Lake City is^ 
making no nomination for upcoming Audio Countermeasures Inserviee ( 
because this Division currently has no technically-trained Agent V 
assigned to Hea dquarters Citv. Technical support has been V A 
furnished by SA 1 Denver Division, who will continhp^- 

to furnish such technical support. It is understood that 
SA! has already received the training offered in referenced 

teletype. 

This issue highlights Salt Lake City’s continuing need 
for a technically-trained Agent in Headquarters City. On the 
Preferred Training Survey for the past two fiscal years, a spot 
in sound school has been the number one inservice training priority 
of the Salt Lake City Division. This need has also bee n-brought 
to the Bureau's attention previously by communications such as*” ' 1,1 
airtel from Salt Lake City to FBPfltl captioned "SpeciaL Agent, _ 
Personnel Needs" dated 11/18/80.^ 

3 - Bureau (&)- SA ~ 

(1 - sa|___ \ 

(1 - Administrative Services Div.) 

3 - Salt Lake City (1 - 66-162) V 

(1 - 66-804) 

(1 - 67-503) » 


WRR:jpv (6) * 


Approved: 


Transmitted 


(Number) 


(Time) 














SU 66-162 



Technical Services Division is strongly urged to use 
its influence in obtaining a training slot as described above so 
that Salt Lake City may have a technically-trained Agent in its 
complement. 


2* 
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DECLASSIFICATION AUTHORITY DERIVED ,KUM: 
FBI AUTOMATIC DECLASSIFICATION GUIDE 

DATE 08-30-2017 BY: I I 


route in envelope 


SAC, Washington Field I I 

Attention: . Supervisor CI-15 

Director FBI (80-805) & (66-19226) 


5/26/82 


M 


Reference WFO airtel dated Dece mber 10/ 1981, and 
Butelcall to Supervisor! Ion April 16, 1982, (U) 




Exec AO Inv. 
Exec AD AJm. , 
Exec AD LES . 
Asst. Dir.: 

Ada. Servs.^y. 
Crin, Inv. 
Ident. . 

Intell. - 

Laboratory 
Legal Couri/ _ 
Flan. & fnsp., 
Rec. Mgnt. _ 
Tech. Servs. „ 

Training _. 

Public Alfj. OH 
Telephone Rm t/ 


In response to your request/ over a period of several E 
days from January 5, 1982, through January 22, 1982, personnel 
from the Technical Services Division (TSD), Engineering Section 
(ES), conducted audio cOun^ermeasupes^ (ACM) surveys of all apartyf 
ments requested with the| e^^fc^o|irOf apartment number 302. TSDjg ^ 
personnel were advised tM^Nthisapaptment 1 s lock v;as on the Q 
building master key. As per telephone call, an ACM survey § 

will be conducted of apartment number 302 when it is secured S 
properly. £s() (jj) g S 

In conjunction with the ACM survey a| | j 

I I was also conducted of a CCTV System located in Room 858. 

The results of a | "[performed on a CCTV i 

System consisting of an RCA Time lapse VCR, Model TC 3350, an 
RCA Camera Assembly, Model TC 1030/H10 and a Panasonic Video/] 
Monitor . Model VAT-760, determined that the I T . , J 

J l of the CCTV System necessitates judicious selection ^ \/*'/ 

concerning its location, installation and use. (£$. jjj) / Z/ jr 

Spatially radiated compromising emanations (CE)Nw^Te 
^detected at a distance of 25 meters from the VCR, and were of 
.sufficient levels to couple onto any equipment and/or lines 
within a 25 meter radius. These broadband emanations were 
detectable throughout the frequency spectrum from 12 to 305 
MHz. AC Powerline CE were detected on the line cords servicing 
Jthe equipment and have the potential of being impressed on the 
power cords of other equipment plugged into the coi mnon^o utlet. 


Mr. Bayse 
Mr. Witzel 
Mr. Killion 



Cla§5±fiS£ anrd'Exf ended by 8 
Reason For Extension FCIM, II, 

1.2 4.2 (2 & 3) 

Date of Review For Declassification 
Hay 26, 2002 


P:pjf 

we* 


Public Af(j. Oil, y , U (9) /, 

jo JUN 1 5 198? 




APPROVED: 

Director_ 

Exoc, AD-Adm., 
Exec AD-Inv. , 
Exec.AD-LES , 


Adm, Servo.. 
Crim. Inv. _ 

Went.._ 

lnspectioo_ 
kite!)_ 


Laboratory._ 

Legal Coun._ 

Off. of Cong. 

& Public Aff3._ 

Rec. Mgnt. _ 

Toeb. Scrvs._ 

Tral.vnj__ 











Letter to SAC, Washington Field 


The CE contained the Date/Time Function (DTF) and 
video picture information, which is impressed on the Date/Time 
Readout. This condition exists only in the stop and record 
modes with video present at the input port of the VCR. When 
the DTF is blanked, the video picture information in the DTF 
field is still present at the same signal levels. j- 


Reduction of the spatially radiated emanations can be 
accomplished by placingf«^^gRin^a^radio frequency interference 
enclosure, or by establis^|ng<^^^ieter control zone around the 
system in which no othejfprocessors or cables, which may act as 
fortuitous conductors, are installed. However, based on the 
results of this test and the current location of the lookout at a 
distance considerably greater than 25 meters from the target, the 
security hazard presented by this CCTV system is considered to be 
minimal. ^ 


5 


- 2 - 
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Qt' FBI 
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TRANSMIT VIA: 

PRECEDENCE: 

CLASSIFICATION: 

.jCD Teletype 

O' JQ Facsimile 
(j£] —&I.RT.EL_ 

1 1 Immediate 

□ TOP SECRET 

1 1 Priority 

□ SECRET 

i 1 Routine 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 


DIRECTOR, FBI 

(ATTN: TECHNICAL SERVICES DIVISION 
ENGINEERING SECTION, 

SIGNAL ANALYSIS UNIT) 


FROM: 


SAC, TAMPA (66-74) 


SCAN LQCI ^ GoUNTER MEASUJR 
EQUIPMENT (SN 78-131, 
PROPERTY NUMBER 199038 ); 
TECHNICAL EQUIPMENT 


Being forwarded to Savannah under separate cover 
is captioned Scan Lock Counter Measures equipment. 

G>- Bureau (Info) l-T^D- ^ c*, . 

1 - Jacksonville (Info) 

3 - Savannah i for /. 

(1 - Package copy) - qX S\ 

1 - Tampa , /• X 

GAK/sjm / 


‘gO-SO 5 



*^IOT REC 1 


orded 


Approved: 


Transmitted 


(Number) 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


Date: ^ Re: £■ A U 

Jo: \3M L Ttf/jLA'btLpA/A 
AttP/ SA 


.Invoice of Contents 



b6 

b7C 


/ £a SXTS-&A (OPTICAL TAaPP/Aoa/lt /s&^a-xoPL 
( I SubSc r l l>-&r- --S <z-*f 0<d Ga. j Q <ziuc\ I O'0*ci-r-e* 1 

£>££ i d & yu oc (ccle), 
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TRANSMIT VIA: 
Teletype 
Facsimile 


PRECEDENCE: 
I 1 Immediate 
□ Priority 
I I Routine 


CLASSIFICATION: 
a TOP SECRET 
a SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 


DIRECTOR, FBI 

ATTN: TECHN ICAL SERVICES DIV ISION, ENGINEERING SECTION 
ATTN: I f 


FROM: 


SAp-fi NEWARK (C-10) . 

TRAINING 


BASIC AUDIC 


Re: Newark telephone call to Bureau, 5/27/82. 

This is to confirm that SA l I will 

be unable to attend the above captioned class due to unforeseen 
personal problems which have arisen since his name was submitted. 




■ V 

vM//Bureau V 
i./u-Newark 
JDD/pab 
(5) 


NOT recordeo* 
7 JUN x 



^ q ‘ 


I 


Transmitted 


(Number) 


_ Per_L 

(Time) ' 
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TRANSMIT VIA: 
I I Teletype 
I I Facsimile 


AIRTEL 


PRECEDENCE: 
I | Immediate 
I | Priority 
| | Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ confidential 

□ UNCLAS E F T 0 

□ UNCLAS 

tw» 5/2 7/82 



TO: 



IRECTOR, FBI (80-805) 


JEJROMf^pfc, KANSAS CITY (66-470) 
^COUNTERMEASURES MATTERS 


Re Bureau teletype to Oklahoma City and Kansas City, 
dated 4/23/82. 


On 4/26/82, Special Agents of the Kansas City 
Division and the Oklahoma City Division conduct ed search of the 

1 Tulsa, 

Oklahoma. The appearances of I 


also checked in [_ 

areas which should be discussed with[ 


I telephone lines were 
JListed below^ are some 


Bac kground music (stereo FM, etc.) could be utilized 
particularly during confidential conferences. 


All conventional phone systems are unsecure. Extreme 
caution should be exercised when confidential matters are the 
subject of telephone conversations. If it becomes necessary 
to discuss confidential matters telephonically, a telephone 
should be selected randomly for use. If a private office'.with 
a single line phone is available, this should be considered. 

A pay phone' (coin phone) could bemused ifthe area offers some 

privaoy - . (y) —vjfyy- 

3 gree oreassurance may 
were examined, the integrity of the 
space was not compromised. In order to. retain some degree of 


at the time L 


A reasonable de gree of^assurance may be given that 


2 Oklahoma City (66-377) 
1 Kansas City 
TET:ksu 


(5) 


.GJUfcrt 



|’{NOT RECORDED 

"b JUN 8 1982 


/" 7 


Approved: 


22 JUN 21198 /' 


k 


Transmitted 



(Number) (Time) 


b7E 


b7E 


b7E 


a 










1 


-s? 


o 



66—470 



■te 


assurance of the continued integrity of the space, limited access 
to the space by known individuals is recommended. An alarm 
system would be required with systematic activation of the system 
when personnel are not in the office. 


On U/97 anH U / 9 ft / ft 9 . -Kh g> offices of 


Officel 


, as well as an Administrat ive 


checked for security leaks. 


Oklahoma, were eac 


l 


No devices were located and there was no evidence of 
current br each of secur ity. Electronic equipment which had been 


located in 


work area was made available for the 


agents' inspection. 

The following are suggested for consideration by [ 


] 


matters. 


Jfor minimizing problems related to security of intelligence: 
Telephones are not secure for discussing confidential 


b7E 


b7E 


The telephon e equipment room must have restricted 
access. | | should be in the area. 

Access to telep hone terminal boxes should be limited to 

Access to crawl space under Administration Building 
should be limited | | 

Public address system speakers and intercoms are 
potential microphones. 

Electronics maintenance employees should be alert for 
any possible modification made on intercoms or speakers. 

Return air vents and louvers in doors are possible 
avenues for intelligence leaks. 

Access must be..limited to the areas where security of 
conversatio ns is important. (Cleaning of office should be done in 
presence of| 


b7E 


b7E 


b7E 


b7E 


2 
















'WS> 



KC 66-470 





Background music may be beneficial in instances where 
confidential matters are discussed in areas where there may be 
a break in security. 


It is suggested that a technically trained agent and 
any other Special Agents designated Ip v the SAC discuss the above 
with 


b6 

b7C 

b7E 
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pE£ UNIFICATION AUTHORITY DERIVED FRC2.I 
FBI AUTOMATIC DECLASSIFICATION GUIDE 
DATE 08-30-201? BY: 

PXO010 1550201Z ' 


9 


b6 

b7C 


RR HQ 
EE PX 

R 03020IZ JUN 82 
FM PH0ENIX/C66- 897) 
TO dir^kJtor 
IBT 


Hr* 


TEtM^ 



ROUTINE 



' L ^m: unit 

tJwBI 




Exec. AD-Adm.-- 1 

Exec: AO-Jnv— 

&ec. AO-fc£Si_ 
■AssfcOiro., 
j Adm.Servs. 

Cflm.lnv. _ 

Went-— 


ATTENTION: JPECHNlCAL SERVICES DIVISION, ENGINEERING SECTION, 

,-, 

SA I I X-2700 

O ' 

hCOUNTJRM iaSIMS. MATTERS 

RE BUREAU TELETYPE TO PHOENIX, MAY 27, 1982. (U) 

BY SEPARATE COVER PHOENIX HAS SHIPPED BY'BURLINGTON AIR 
FREIGHT THE FOLLOWING EQUIPMENT: (U) 

ONE EACH DEKTOR TELEPHONE ANALYZER, SN 1069. 

ONE EACH DEKTOR LINE EXTENDER, SN 1069. 

ONE EACH MICRO-TEL PR 700A, SN 114. 

ONE EACH SCAWLOCK MARK 5 RECEIVER, SN 78/164. 

ONE EACH SUPERSCOUT Cl, SN 394. m 


Inspection 
Intel!.. 

Laboratory 
Lege) Coen. 

Cif. cl Cong: 

& Public tpt — 
Roc. went. / 
Tssh.Sco*^ 
Traifr.g 

p&ptiWtiRm. .—i! 

Ci-f-oSeo’y 





-Mg-Ok 

7 JUN 11 1982 



SUCCINCT SUMMARY OF AUDIO COUNTER MEASURES (ACM) SURVEY 
WILL BE SUBMITTED AFTER COMPLETION OF INVESTIGATION. £83 ;m 
C AND E BY 1880, REASONS 2 AND 3, DRD JUNE 3, 2002. 

BT 

P . 





1 > 



\ 

U 


is 




>• >JU 



r 


76 JUN‘2 11982 






KCO005 1342248Z 
RR HQ , 

DE KC 

R 142248Z MAY 82 
FM KANSAS CITY (66-470) 


RECEIVED 
TELETYPE JJMIT 

I 4 Hay 82 IT 53 z 

FEDERAL BUREAU 
OF INVESTIGATION 


TO DIRECTOR (80-805) (ROUTINE) 


UNCLAS 


ATTN: technical services division, engineering section 


' countermeasures / matters 

re bureau teletype dated may 5, 1982 , re captioned matter. 

KANSAS CITY DIVISION NOMINATES THE FOLLOWING TECHNICaLLY- 
TRaINED AGENTS TO RECEIVE TRAINING AS OUTLINED IN REFERENCED 
TELETYPE: SaI I IS NOMINATED FOR THE JUNE 7 THROUGH 


pxec. AD-A&n- 

| Exec. AB-Inv..- 

I'Excc. AB-L Fft .. — 
^Asst lif.: 

1 Adm. Serve. - 

s CrifC. i'lV. - 1 

f IdOfd. . i 

| kspsc&n ——I 

[ tstefi_] 

i irtcatoy-] 

| LwjyCyiio-] 

\ Oil. o* Oopg. 

SPutCcA 
| Be a 1/^* — 1 
| Tech. Ss-v 

^ Trsrnift^ 

1 Telephone R.u .— 
1 Director's Sec'y- 


gineer^dg Sect 
Myjmjhp25(. 


TELETYPE: Sa|_ 

JUNE 18 CLASS AND SA 


IS NOMINATED FOR THE 


AUGUST 23 THROUGH SEPTEP©ER 3 CLaSS. 

SHOULD THESE INDIVIDUALS BE SELECTED, EVERY EFFORT WILL 





BE MADE TO INSURE THEIR AVAILABILITY FOR THE ENTIRE TwO WEEK __ / 
TRAINING PERIOD. d ~~ $ 

BT / b JUH 2 1882 

'f ‘ —■—r 


'82M^ 



I 
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iVftV ogPARTMENT OF JUSTICE 
fflvK u BUREAU OF INVESTIGATION 
^COMMUNICATION MESSAGE FORM 


PAGE 1 OF 2 


DATE 

CLASSIFICATION 

PRECEDENCE 

b/1/32 

UNCLAS 

PRIORITY 

SFOBOEPP CG33DE H(3 

HOOSO sMEYE*** 



feFoaoEPP cgede h a hooso ^hievuicp 021711 Z jun as _ 

FM FM DIRECTOR FBI {30-305} 
to T0 FBI CHICAGO PRIORITY 

ATTENTION: SUPERVISOR I 

14 §T 

UNCLAS ^ 

io B ASIC AUDIO .COUNTERMEASURES TRAINING 

REFERENCE BUREAU TELETYPE DATED MAY S-, 1182-, AND BUTELCALL 
10 TO CHICAGO SUPERVISOR | ~| ON MAY 2S-, 1132. 

SA | | IS SCHEDULED TO ATTEND CAPTIONED 

8 TRAINING AT (2UANTIC0 TRAINING FACILITY FROM B:DO A - M - 
JUNE 7-, 1132-, THROUGH 12:00 NOON-, JUNE 13-, 1182. SA I I / 

6 IS SCHEDULED FOR FIREARMS TRAINING ON. JUNE 11-. 1132’. / 


IN THE EVENT SA 


:S UNABLE TO ATTEND-, FBIH<3 WILL 


4 TELEPHONICALLY CONTACTED-, FOLLOWED BY A WRITTEN COMMUNICATION-, 
STATING REASONS FOR NOT ATTENDING. SUBSTITUTIONS-, IF/ANY-, WILL 


BE MADE BY FBIH<3 ONLY- -SOS'- 


TRANSPORTATION WILL BE PROVIDED FROM FBIHfl |& AM'NftK 
DO NOT TYPE MESSAGE BELOW THIS LINE . 




I APPROVED BY 


Wte/<*u 


OTTEDBY 

vpjf -cai 


DATE 

ROOM 

=,71/32 

LB035/3 


TEIE EXT. 

2700 


1 - 

1 -MR. BAYSE- 

1 - MR. WITZEL 
1 - MR. KILLION 
1 - 
1 - 


61 JUN 22 ’82 


F ‘| CURf AU OF 1N V'SSTIQ AiiOf^ 

COMMUNICATIONS center 

JUN 2 ® 1 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP 


DO NOT TYPE PAST THIS LINE 
















PAGE TldO DE H(2 DOfiO UNCLAS 


DEPARTING AT 7:30 P . M .ON JUNE tn ITflB. 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 
TO FBIH(3-, ATTENTION: TECHNICAL SERVICES DIVISION-. ENGINEERING 


SECTION-, SA 


EXTENSION S7DD 





V 


NOTE: 



IS UNABLE TO ATTEND CURRENT COUNTERMEASURES IN-SERVICE• b7c 
(2UANTICO WAS ADVISED OF THE CHANGE ON JUNE 1-. nflS. 







SJO001 1262014Z 


BE SJ 

'R 062000Z MAY 82 / 

FM SAN JUAN (66-20) / 

TO DIRECTOR ROUTINE 

/ 

ATTN: TECH SERVICES DIV 


T ^% lr 

/v . 


" " 0 L A 3 ]>ev .«6 

^OUNtERMEASUR^ MATTERS ~ 

RE BUREAU LETTER DATED APRIL 2, 1982, CAPTIONED 
/’COUNTERMEASURE MATTERS"* 

DUE TO TECHNICAL COORDINATORS ASSIGNMENT OF 
APPLICANT MATTERS FOR THE PAST SEX WEEKS AND CURRENT 
APPLICANT CASE LOAD, SAN JUAN WILL BE UNABLE TO HANDLE 
LEADS SET FORTH IN REFERENCED LETTER OR OTHER DUTIES 


SET FORTH IN THE MOIG. 


<?(>-<? 05 


! 5 C. AD-Atfw- — 
ec.AO-lnv._—- 
:ec<AM.ES_— 
sst-Dif-'. 
Adm-Sstvs. _ 
Crim.lnv. —- 
Kent—-— 
Inspection — 

Intel*. -- 

Lateratoy — 
UjcJCcun 

Pso.Vj' ! - 

Train! —- 
*55. c! Csng. 

I & Public At 3 

|Tel?Jt>03e?iO 
|oirer* ! cr’sSsc - 




130/ 







J'"tf* 




B JUN U 1982 








JZ6 JUN 2 8 1982 
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FEDERAL BUREAU OF INVESTIGATION 

WASHINGTON, D. C. 20535 * l 


Date: 2_ Re: ' U 

To: SAC. 

ATT ga | . 

—-----Jnvoice of Contents 
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ENGINEERING SECTION DOCUMENTATION 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 
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Name of Shippe 
This Shipme 


No. of Packages 




Ship By 


74" ~ / 

W _X?_’ 


Shipping M . 


(method to use) 

<7 


b6 

-b7C 


FD-514 
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DO NOT TRANSFER EQUIPMENT 











JKO002 1451515Z 
PP HQ 

DE JK ^ 

k P 251515Z MAY 82 s' 

FM JACKSONVILLE/<6s-88> 

TO DIRECTOR /S0-805) PRIORITY 


UNCLAS 


H ICo 


/ 5 ^ 


attention: technical services division, engineering 



SECTION, SAj_I 

^COUNTERMEASURES MATTERS 

. ■ . . — 4 

RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982, 

AND JACKSONVILLE AIRTEL TO BUREAU, MAY 7, 1982. 

BY REAIRTEL, JACKSONVILLE SUBMITTED Sa | I ' 

-1 AS NOMINEE TO ATTEND SESSION FROM 8/23/82 TO 9/3/82. 


IN ADDITION, JACKSONVILLE SUBMITS PERRY SPEEVACK AS 
NOMINEE TO ATTEND SESSION FROM JUNE 7*18, 1982. 


Exec. AD-Adm. _ 

Exec. ADltw._ 

Exec. AO-LES_ 

Asst. Dir.: 
Adm.Servs. _ 

Crfm. Inv. _ 

Ident_ 

Inspection_ 

Intell_ 

tahcratwy_ 

legal Coun._ 

Oil. cl Cong. 

&Pib!icAJfe. 
Rec. Idgnt. 

Tech. Scnt(M 
TraJfor.g . -. 
Telephone Em. _ 
I Director’s Sec’y _ 



-(To - To^r 


mi 


£t~ JUL — • 


61JUL13’82 


“ « ■ A 










I 



w 


Memorandum 



• * * 



* 


To : Mr. Bayse 




, Date "5/25/82 



zel 


SubjectrftfBASIC AUDIO COUNTERMEASURES 


<9 

Co orvTea. /H j ^ ***-f 


Ex«c AD Adm. 
Exsc AD Inv. . 
Exsc AD LES . 
Asst. Dir.: 
Adm. Ssrvs. . 
Crim. Inv. __ 
Idsnt. ...., .. 

Intsll. _ 

Lob. 


Lsgol Coun. _ 
Off. Cong. & 
Public Affs. _ 
Rsc. Mgnt. ___ 
T«ch. Ssrvs.. 

Training - 

ToUphone Rm. _ 
Director's Sec'y . 


TRAINING COURSE 
tJTJNE 7-18~rg~82 
~Q UANTICO TRAINING FACILITY --- 

HMON*"* 1 " *' HII'WIU 

\VjLu 

PURPOSE : To identify candidates for captioned training. 

DETAILS : A two-week training course on "BASIC AUDIO COUNTER¬ 
MEASURES" win be held at the Quantico Training 
Facility•from June 7 through '18, 1982. 


Based on the need of their respective offices for 
personnel trained in audio countermeasures, the following 
personnel have been selected to attend captioned course: 










- # • 


Memorandum to Mr. Bayse 
RE: BASIC AUDIO COUNTERMEASURES 

TRAINING COURSE 
JUNE 7-18, 1982 
QUANTICO TRAINING FACILITY 


RECOMMENDATION : That the attached teletype be sent. 




■'APPROVED: 

Adm.Servs._ 

Laboratory 

• 



CrimJnv. 

Leoal Cowl. 

* 


Director 


Off of Cong. 

Z. PubHc Affs. . 



Exec. AD-ACm._ 

Idont. 

_ Roc. Mont. jl > 


A 

Exec. AD4nv. _ 

InsDectlon 

Tech. Servs. Df™f- 



Exec. AD-LES_ 

Intell. 

Trainina ' 


2 




: AT ■000 6 161,1 T002 
RR -HQ 

m. at / 

R_ 1014W00Z JUNE 82 


SS&l'StCt 


' 7 " 


FM • Alb A NT A C66B-213) (P) (SQ. 2) 
IQ DIRECTOR (30*805) ROUTINc 


ilNCL&b 

MSI. NS T 60, ii.Lc.CIRQ NIC ALALYSIa UNIT, SA| 

^hiiijr.-piUiTAgnp-jg matth-p 


) «*• AO-Adm. 

E ^c. AD-lnv,_ 

:*ec, AO-LESL. 
| A set. Dir.; 

| Adm. Serve. . 

' Wm. Inv. __ 
I Wcit. ______ 

I lam ..__ 

j (Jxfrataiy ___ 

| LegH Conn.__ 

i f Ci!. of Ceng. 

<& Public Aifs.. 

Rec. Mgnt._ 

i Tach. Servs. _ 

| Training ______ 

f luiephone Rjnr._ 

|WctocJs^o'y_ 


X: Seot 

ij50*e/r j . ; ra#2s 4 ' 


n ; Rt.Fc.REN.CE ATLANIA TELfcPHONE CALL TO BUREAU JUNE 8', 1982. /'A-j /’ 

// y ;v /. 

AS BUREAU**IS AWARE , ATLANTA DIVISION HAS BEEN REQUESTED TO • ' .H/ ' , 

/' •: • i*': r ..:■/> 

PERFORM TWO COUNTERMEASURE INVESTIGATIONS, NAMELY AT THE OFFICES * 


ATLANTA, AND 


ATLANTA, GEORGIA, 


AS SUCH*{BUREAU IS REQUc.STc.0 TO FORWARD - TO ATLANTA A DECTOR 
TEUEPHONE ANALYSER, 1 <s7T) Q/) t) —' / 




B \»Ufi 14 na? 


« 












1 1S11952Z 


FM-<3AN JUAN (66-2 0) , 
TO' DIRt/lOR ROUTINc. 
ATI N : SA I 


RECEIVED 
TELETYPE UJ 


FEDERAL BUREAU 
OF INVESTIGATION 


TECHNICAL SERVICES DIVISION 


forte. AD-Adm. . 
Skcc AD-lny— 

Exec. AW£S_ 

Asst. Dir.*. - 
Adm. Servs. 
Crtm.lnv. _ 

ldent.._- 

Inspection _ 


Laboratory — 
Legal Cam^ 

Ott.otOenfr 

&Publle Ad 
Rec.Mg*t2 
Tecft.S«4 
Training.— 


■Director's Sec'y 


NTE.RMEASURES MATTERS 

RE BUREAU LETTER DATED APRIL 2, 1982 AND SAN JUAN TELETYPE 
DATED MAY 6, 1952. 

JUAN OIVI$N ; MINGVEREFFQ 10 COMPLY WITH 
UCTIONS SET FORTH IN REFERcNCcD BUREAU LETTER. PRIORITY 

5IV4l N .IQ,; -FBI HQ TECHNICAL NEEDS AND FBI HQ WILL BE ADVISED 

^ _ _ 

AS RE COMMEND AT IONS ARE COMPLIED WITH.- TVS /* 
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Date: 2.— 

To: 6VfC. MlM / 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

j: ( C-/V- s /zGQlStPA&Wf 


Re: 


,477,' <5V? 


-Invoice of Contents. 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON/D. C. 20535 

Re: Technical Equipment 


Date: 6/23/82 



1•Each FL 10 Filter (NSN) * 

This will become part of the Scanlock Kit. 
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ENGINEERING SECTION DOCUMENTATION 
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 
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Date: 6/23/82 
To: 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: Technical Equipment 


SAC, New Orleans 

Attention: SA 


.Invoice of Contents 


b6 



1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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FEDERAL BUREAU OF INVEStlGATION 
WASHINGTON/D. C. 20535 

Date: .6/23/82 Re: Technical Equipment 



1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Date: 6/23/82 Re: Technical Equipment 



1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 
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Date: 

To: 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON/D. C. 20535 

6/23/82 Re: Technical Equipment 

SAC, Albuquerque 

Attention:, SA 


b6 

b7C 


1 Each FL 10 Filter 


.Invoice of Contents 



(NSN) 


This will become part of the Scanlock Kit. 
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Name of Shipper_E3L 


Ext.. 


This Shipment Packaged by, 
No. of Packages _ 


Jj£_ 


Shipping H 3 _ 
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FD-514 
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DO NOT TRANSFER EQUIPMENT 
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Date: 6/23/82 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

R e: Technical Equipment 


To: SACBaltimore 

' Attention 



1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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Name of ShipperET] 


Ext. 4£15_ 


Ship Bftagis.te re d_Mail 


This Shipment Packaged by_ 

No. of Packages CU-. h. / 




Shipping H , 


(method to use) 
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^ not transfer equipment 


FD-514 
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Date: 6/23/82 
To: SAC, At 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON/D. C. 20535 

Re; Technical Equipment 


SAC, Atlanta 

Attention: 


.Invoice of Contents 


1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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Name of Shipper -ET. | _Fxt. 4915 Ship By 

This ShiDment Packaaed bv 7/ ShiDDim 
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This Shipment Packaged by 
No. of Packages J > 
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Date: 6/23/82 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: Technical Equipment 


To: SAC, 




Omaha 
Attention: 


SA 


.Invoice of Contents 


b6 



1 Each FL 10 Filter (NSN) 


This will become part of the Scanlock Kit. 
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Ext. 4915 
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Ship By Registered Mail 
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1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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4915 


Name of Shipper. 


ET 


Ext:. 


Ship By Registered Mail 


This Shipment Packaged by. 


-2// 


Shipping #. 


(method to use) 
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V FEDERAL BUREAU OF INVESTIGATION 

WASHINGTON, D. C. 20535 

Date: 6/23/82 Re: Technical Equipment 



1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Date: 6/23/82 Re: Technical Equipment 



1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 
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8-269 (7-24-81) 

FEDERAL BUREAU OF INVESTIGATOR 
WASHINGTON, D. C. 20535 

DATE: llllfl?/ 

TO: SAC 4 <?0_ 

ATT*/ SA 


% 




. Invoice of Contents. 


METHOD OF SHIPPING EJLQJLAlALA 


C.O* TA/*s/A> $ rW£ 


- f pyftotnm tn ENGINEERING SECTION 

NAME OF SHIPPER _l__ * 

Room 1B046 Tt. 253 _ 

METHOD OF SHIPPING EJLQJLAlALA. pB| w# jpg - _ 

/ *e*i Aj * a/ - /./ aj £/} A y Uk> C7'/&* J D e 7~£ c 7~o /2. KiT YV\0t>£d C/ <Coa» ?*/*//*/ £ > 
FoCCouj/a>*: Q 

/ £ *tyuo C-isi-t- 

l D6T&C.T6/2- mo D££- 6 3/-^ Voa. 

/ W, saj 1/0 * /^JO b) 

l Jb-e-xrv*s Sa/ V/7 lA '/l 

i ^-Xv^VVyt^* A/S Af A 

l M-<A~ ^tstJUjeA- r/ 


? Vo A 




Al SV 




A £$<>ft-7~£O C«/v 


A/£c.T/*o<f <L£ /3 di?S' 


I/Pc 3 g ^ 

2'6'2'C) C* P? £ 3 Z- 

/(-fASi 

mtm si 


EXECUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT 


SHIP#. 


F8I/DOJ 






0 □ £3 


FD-36 (Rev. 5-22-78) 


i 


FBI 




TRANSMIT VIA: 
Teletype 
Facsimile 
_Airtel 




PRECEDENCE: 
| | Immediate 
r~l Priority 
I | Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

O CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

Date 




TO: 


FROM: 


DIRECTOR, FBI 
' Attn: Technical 



rvices Division 


SAC, SAN JUAN 


C66-201 


O, 


TECHNICAL EQUIPMENT 


Gotten T&'A Altstf S4/USS 


ReSJtelcal to Technical Services Division, 6/6/82. 

As discussed in referenced telcal, San Juan 
is requesting the use of a Scanlock Receiver for approxi¬ 
mately one week at the conclusion of the technical train¬ 
ing class at Quantico now in session. 

The receiver will be used to conduct countermeasure 
surveys as set forth in the MIOG and to keep countermeasure 
trained agents current in its use. 


/u 






cr 




a 


% o -f0 $ 


not recorded 

23 JUN I 4 kSZ 


Q. 


2 J- Bureau 
- San Juan 
JB:cmj 


/_/V &/'S’/?* 



Approved: 1 



Transmitted 


Per 


(Number) 


(Time) 
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Date: 

To: 


• | # • 

FEDERAL BUREAU OF INVESTIGATION 

WASHINGTON, D. C. 20535 
Re: U \ / 

S/fA/ sJtJrt'A/ 



t SCA-M^OCK Aik 15L €7S ~7 ?/o$~7 




FD-514 


NO 


DO NOT TRANSFER EQUIPMENT 
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b7C 


i jif. i_ LAS SIFI CAT I ON AUTHORITY DERIVED FEC&I: 
i'BI AUUJilATlC DECLASSIFICAT IOH GUIDE 

DATE 01-17-2018 BY: T 

l l/-yy UU5V, 1 


* 


TRANSMIT VIA: 

f~l Teletype 

f~1 Facsimile 
^ AIRTEL 


PRECEDENCE: 
I 1 Immediate 

□ Priority 

□ Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 
Q UNCLAS E F T 0 

□ UNCLAS 


DIRECTOR, FBI /& 

ATTENTION: TSD - ENGINEERING SECTION 
SAC, SAN ANTONIO (66-269-SUB 3)(DEAD) 


FROM: 


TECHNICAL MATTERS 
SAN ANTONIO DI-VIS! 


SAN ANTONIO DIVISION ^ \V\Mr _ 

v ®(LQQ .So 

Reference Bureau letter to All SACs, dated 4/16/82, 
captioned "TECHNICAL EQUIPMENT - UPDATE"; and San Antonio airtel 
to Bureau, dated 6/11/82, captioned "MONTHLY TECHNICAL REPORT - 
SAN ANTONIO DIVISION". (U) j 

For the information of the Bureau (TSD), the following/ 
information is provided regarding a recent countermeasure (CM) f 
survey conducted by the San Antonio Division! (TJ) | 


1. Place surveyed - 


2. TTA's Conducting Survey - SA 

SA 

SA 



Case File - 




4. Time Spent - 4 hours (includes preparatory time 

allocation) (U) 

© jun iti iw 


(£)- Bureau 
2 - San Antonio 

1 - 66-269-Sub 3 
1 - 66-269-Sub 5 
JDH:mem 
(4) 




^ W 

77 JUL081982 


/UP. 


Transmitted 


© JUN It} hoc 

VfSSS 3S> swwxj J 


^LASSIEIED' AND EXTENDED BY G-3 
REASON FOR EXTENSION FCIM, II, 

1-2.4.2 (2) & (3) >- J 

DATE OF REVIEW FOR DECLASSIFICATION Cp' 

JUNE 14, 2002" gjgl . , l4t 

- i^b7 t 


(Number) (Time) \/ 

■ftU.S. GOVERNMENT PRINTING OFFICE: IS80-305-750/5«i2 
















I 


SA 66-269-SUB 3 


5. Number of Rooms - Two (U) 

6. Equipment Used - Scanlock Mark V . . - 

Reiser Security Kit (U) 

7. Problems Encountered - Marriott Hotel is in close 

proximity to the Tower of 
the Americas, a 650-foot 
tower with a revolving 
restaurant and bar. • This 
tower is the transmission 
point for most (if not all) 

San Antonio TV and radio 
stations. This condition 
resulted in the Scanlock Mark 
V locking on the most powerful 
stations until the squelch 
control was adjusted to almost 
full squelch range. P 

8. Final Outcome - CM survey completed with no devices 

located. (U) 


"SESRgir 


2* 







m 




. I UN \Tm STATES GOVERNMENT* - “ 

^I memorandum^ 

£ 


REPLY 

ATTN 


DATE: 6/22/82 

SPRINGFIELD (66-29) -P- 
subject: TECHNICAL MATTER - COUNTER MEASURES (SCANLOCK) 

‘ to: DIRECTOR, FBI 

(Att: Tec.hu.l.c.fl.,1_S.£.r.v.ices Division 

ET P 

Counter Measures Section) 

Re SI airtel to Bureau, 4/26/82. 



b6 

b7C 


Enclosed for the Bureau under separate cover is one Scan- 
lock kit bearing SN 79/057, which was recently loaned to the SI 
Division in order to conduct appropriate counter measures survey 
as required by the Bureau in RA space. The unit is being returned 
to the Bureau, inasmuch as this need is no longer warranted at 
this time within the SI Division. 



6U.S. Government Printing Office: 1990-311-153/(042 
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# N / RECEIVED 

Jf£/ TELETYPE USIT 

V 23 1942Z JUN 82 „ _ , M n ,i ,i 

I ? 3 Juh 82 19 442 

; M NEW HAVEN (L39-NEW) (P) 

FEDERAL BUREAU 

iO DIRECTOR IMMEDIATE OF INVESTIGATION 


TO DIRECTOR 


UNCLAS E F T 0 



TNi TECHNICAL SERVICES DIV. - 



i* , •* 

a - o' 

i , 

! CP: . C i _ 

fnsfsr’sa__ 

Inteil ? 

.Lzic^iX- _ 

Lrorf Cte^ .- 
Cif.cJOzO. 

r\/ 

Tccft, Ssa-sjCj ^ 

TransTg__ 

Tetepfcocsffcj,_ 

Director’s Scs'y _ 


NEW HAVEN, CT. 

RE TELCALL BETWEEN SA 


NEW HAVEN, 


JUNE 23, 1982. 


NEW HAVEN IS DESIROUS OF COUNTER-MEASURES EQUIP¬ 
MENT TO BE UTILIZED IN | ~ 

NEW HAVEN. DURING NIGHT OF JUNE 22, 1982, AN ENTRY 



WAS MADE 


AND IT IS THOUGHT THAT POSSIBLY THIS 


ENTRY WAS EFFECTED FOR ELECTRONIC MEANS. 


AS A RESULT, 


HAVE TTEQUESTED THAT 




BOTH THE 




, 4 H 


■ i/ 


17 JUN 28 1982 


?&§- 
73 JUL081982 
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PAGE TWO NH (139-NEW ) UNCLAS E F T 0 

I I THIS IS TO INCLUDE BOTH HARD WIRE AND RF. 

BT 


«> 


b7E 


X 










Witzel 


o 

Subject : AUDIO.COUNTERMEASURES 
TRAINING IN-SERVICE 
AUGUST 23 THROUGH SEPTEMBER 3, 1982 
QUANTICO FBI ACADEMY 


Exec AD Adm. „„ 

Exec AD Inv. ;_ 

Exec AD LES_ 

Af<t.|Dir.: 

Adnn'Servs. 

Crlm. Inv. 

Ident. ___________ 

Insp, .. . 

IntelI. --- 

Lab_ 

Legal Coun. ----- 
Off. Cong. & 

Public Affs. - 

Roc. Mgnt. __-- 

T.ch. Setv 
Training 

Telephone Rm. -- - - -- 
Director's Sec’y ___ 


PURPOSE ; To identify candidates for captioned training. 

DETAILS ; A two-week training course on "Audio Counter¬ 
measures" will be held at the Quantico FBI Academy 
from August 23, 1982, through September 3, 1982. 











i * 





Memorandum to Mr. Bayse 
RE: AUDIO COUNTERMEASURES 

TRAINING IN-SERVICE 
AUGUST 23 THROUGH SEPTEMBER 3, 1982 
QUANTICO FBI ACADEMY 


Scheduling of the above in-service has been 
previously coo rdinated with the Tr aining Division, and 


confirmed with 


Jon May 24, 1982. 


Firearms training for above SAs has been scheduled 
for A ugust 27. 1982 , and confirmed with Supervisory Special 


Agent 


Quantico FBI Academy on June 9, 1982. 


Attached for the Training Division is a copy of the 
training schedule curriculum. 


RECOMMENDATION: That the attached teletype be sent. 


b6 

b7C 


b6 

b7C 


APPROVED: 


Laboratory.__ 

Crim. Inv. 

1 pgal noun. 

hlroctor 


OH. of Cong. 

» Public Affs. 


Idcnt. 

Rec. Mgnt. , 


InsDection 

Tech. Sarvs 

Exec. AD-LES_ 

Inteil. 

Training_—— 



2 
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TO FBI BALTIMORE ROUTINE 
FBI CLEVELAND ROUTINE 

i * 

FBI JACKSONVILLE ROUTINE 


12 


10 


8 



DEPARTMENT OFJUSTICj 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 






DATE 

CLASSIFICATION 

PRECEDENCE 

» 

L/17/62 

UNCLAS 

ROUTINE 



F117ERR BA CV JK KC LV LA NY TPEDE H(J HD117 


R ^7<a03cSZ JUN flE 


FM DIRECTOR FBI 160-6053- 


r.QUhIT£1Zrr\fF\S> u &£S 


FBI KANSAS CITY ROUTINE 
FBI LAS VEGAS ROUTINE 
FBI LOS ANGELES ROUTINE 
FBI NEU YORK ROUTINE 
EBI TAMPA ROUTINE 
ET 

UNCLAS_^. 

AUDIO -COUNTERMEASURE S ^T RAINING IN-SERVICE 

REFERENCE BUREAU TELETYPE DATED MAY 5-. 1T62. 

THE FOLLOWING SPECIAL AGENTS ISAS3- ARE SCHEDULED TO 
CAPTIONED TRAINING AT (3UANTIC0 FBI ACADEMY FROM 6: DO 
AUGUST 23 na2i THROUGH 12:00 NOON-. SEPTEMBER 3-. nfl 
_ Sa| - BALTIMORE_ 



DO NOT TYPE MESSAGE BELOW THIS LINE 


APPROVED BY 


1 - 


i ^ DR/FTED BY 

Kt/PJF. 17} 


Attention: T 




DATE 

1/17/62 


" R< 
_1 


ROOM 

B03S/6 


TELE EXT. 

27DD 


1 -[ 


MR. 

BAYSE 

MR. 

UITZEL 

MR. 

KILLION 

1 1 



90 “ *05 

Cg S ggg gC Cn»w; ua 


LU 

z 


w> 

X 


in 

< 

ft. 

UJ 

ft. 

>- 


O 

Z 

O 

Q 


b6 

b7C 



b6 

b7C 


0 JUN 23 i982 


JUN1 81982 


_ ...if Ha 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP 


F8I/DOJ 
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PAGE 5 


CONTINUATION SHEET 


BAGEvnTMsDE: Hc2 0117 UNCLAS 

—-- 


SA 


- CLEVELAND 


20 

18 

16 

14 

12 

io 

8 


SA 

SA 

SA 

SA 

SA 

SA 



THE ABOVE SAS ARE BEING SPECIFICALLY SELECTED. IN THE * 
EVENT ANY SA IS UNABLE TO ATTENDVFBIHQ WILL BE TELEPHONICALLY' 
ADVISED-, FOLLOWED BY A WRITTEN COMMUNICATION-. STATING REASON-CSD- 
FOR NOT ATTENDING. SUBSTITUTIONS-, IF ANY-, WILL BE MADE BY 
FBIHQ ONLY- 

ALL SAS ARE, SCHEDULED FOR FIREARMS TRAINING ON AUGUST E7-, 


in 

z 


CO 

X 


co 

< 

a. 

ill 

a. 

>- 


O 

z 

o 

a 


6 


4 


2 


ITfla-, AND ARE TO BRING THEIR AUTHORIZED HANDGUNS WITH THEM TO 

” t 

THE ACADEMY FOR INSPECTION. " ' 

THIS COURSE-. WHICH IS TWO WEEKS IN DURATION-. PROVIDES 

ATTENDEES WITH THE TECHNIQUES FOR CONDUCTING AUDIO COUNTER- 

MEASURES -CACM> SURVEYS AND A THOROUGH UNDERSTANDING' AND 

KNOWLEDGE IN THE USE OF THE BUREAU’S ACM EQUIPMENT INCLUDING 

RADIO FREQUENCY RECEIVERS-. TELEPHONE ANALYZERS-. SPECTRUM 

DO NOT TYPE MESSAGE BELOW THIS LINE 


b6 

b7C 








0-93A 


(7 19-77) 




PAGEv ; THREE DE H(3 Q117 UNCLAS 

rv----—---- 

ANALYZERS-. OSCILLOSCOPES-, NON-LINEAR JUNCTION DETECTORS 


20 
18 

16 

U|_ 

12 

10 


8 


PAGE 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 


9 


[and other equipment used in acm surveys. 

RECEIVING OFFICES ARE TO CONFIRM SA’S ATTENDANCE BY 
[SUBMITTING AN FD-313IN DUPLICATE-, TO FBIH(3ATTENTION: 

TECHNICAL SERVICES DIVISION ITSDI-, ENGINEERING SECTION -CESJ-, 
LELECTRONIC ANALYSIS UNIT. 

TRANSPORTATION WILL DEPART FOR THE FBI ACADEMY AT 7:3D P'.M.i! 
ON AUGUST 22-, 1132-, FROM 'THE 1DTH STREET AND PENNSYLVANIA* AVENUE 
ENTRANCE-, J. EDGAR HOOVER FBI BUILDING-, WASHINGTON-, D-C. 

ATTENDEES SHOULD REPORT TO THE' 10TH STREET ENTRANCE WITH THEIR 
LUGGAGE AND PERSONAL EFFECTS PRIOR*TO THE 7:30 P.M. DEPARTURE * 
[TIME. LIMOUSINE AND' TAXICAB SERVICES * ARE AVAILABLE' FROM UNION" 
STATION-, DULLES INTERNATIONAL AND NATIONAL AIRPORTS TO FBIHfi• '* 
INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 
10 FBIHdJ -, ATTENTION: TSD-, ES-, SA l 1 OR CALL 

EXTENSION 2700. 

BT 


DO NOT TYPE MESSAGE BELOW THIS LINE 


b6 

b7C 


PBI/DOJ 


DO NOT TYPE PAST THIS LINE 







DECLASSIFICATION AUTHORITY DERIVED FRGU: 

FBI AUTOMATIC DECLASS IEICAT IOH GUIDE 

DATE 09-12-2017 BY:I ! 


TRANSMIT VIA: 
I I Teletype 
I I Facsimile 
(^] AIRTEL 



PRECEDENCE: 
I I Immediate 
I I Priority 
I I Routine 


L * 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 


□ UNCLAS EFTO 

□ UNCLAS 

Date_6/3- 1/82 


0 H 9 


FROM: 


O 


DIRECTOR, FBI 

ATTENTION: TECHNICAL SE RVICES 

ENGINEERING SECTION, SA | 

SAC, SAN DIEGO _ 


[SION, 


COUNTERMEASURES /MATTERS 


All parts of this communication are J \ 

except where otherwise noted. / J 

Reference Bureau teletype bo San Diego, et al,ldatjea/ 
5/27/82. (U) 

_Anri in countermeasures (ACM) survey was performed ir 

the 

I I Phoenix, Arizona, oerween June 2, 

1982 and June 4, 1982. No evidence of a telephone interception 
device or a clandestined microphone was located within the office 
space occupied by the senator and staff. 



^Cja5si€al§d[ and Extende<x'‘by 944'3. * J / 

Reason for Extension FCIM, II, 1-2.4.2 (2 & 3) 
Date of Review for Declassification 6/14/2002. 


( 2 jr Bureau l' 1 __ 

2 - ,,Denver (Attn: SA I 
2 - Phoenix (Attn: SA | ~ 
1 - San Diego 

RDP/kc 

(7) 


12 JUN- 29 1982 


Approved:_ 

1 o» ^(Ae 

26 JUL 1 2 1982 


Transmitted _:--—-- 

U * 9 ^(Number);] \ i (Time) 











V 



SD 


Tests performed during the survey included the utiliza¬ 
tion of a Dektor Telephone Analyser (DTA) to definitively test a 
636A Call Director, 12 565 HKM telephone instruments, and one 500 
instrument. The frame located within the office space was in¬ 
spected including a key telephone unit (KTU) and corresponding 
power supply. Physical inspection was also performed on any 
instruments listed above. 

A micro-tel PR-700A receiver was utilized for a radio 
frequency (RF) search within the office environment . No signal 
was identified as being a threat to the security of I I 


A physical search was conducted and logical locations 
within the space for clandestine microphones, wire runs, and 
other conditions which might provide opportunistic audio inter¬ 
ception. 


| | A dedicated cable 

runs between the central office an d the seventh floor o f the 

| in which the I I is located. 

The central office is located one block away. The house cable 
then appears on the 28th floor of the building and is cut at that 
point. 


Inspection of the individual binding posts for the 14 
lines revealed no double straps or other unusual conditio ns. It 


is noted that the 


checked 


each and every circuit individually appearing at the seventh floor 
as well as the twenty-eighth floor for evidence of tampering. 


A short seminar w as held with responsible representatives 


was neid witn responsible repre 5 eatcu.j.ve& 
_] Suggestions w ere made so as to improve 
] Advice was also given in 


the overall security_ _ _ i __ 

methods of handling confidential /matters with a minimal of exposure 
to outside interests. 


An auspicious intercept occurred while monitoring the 
radio frequency spectrum with the PR-700A in the range of 177.470 
megahertz (MHZ). Audio was heard obviously coming from a courtroom 
setting. Continued monitoring of the audio determined that it was 
a murder trial being held in an Arizona State Courtroom. During 
the trial proceedings, privileged conversations between the client 
and his attorney could be readily overheard. During recess several 
personal type discussions among attorneys could be monitored with 
ease. 


b3 

b7E 


b7E 


b7D 

b7E 


b7D 


b7E 


2 










SD 


Liaison was established with the State Attorney General' 
Office regarding the interception. It was confirmed that a murder 
trial was in session in Phoenix, Arizona, at the State Courthouse. 
Authorization had been granted by the judge for television-audio 
coverage of the proceedings. The court was not aware that the 
sensitivity of the microphone as well as its placement within 
the courtroom environment might inadvertently pick up privileged 
communications. In addition the presiding judge had ordered that 
no recordings be made of specific witnesses who were furnishing 
sensitive testimony regarding their involvement in the case. The 
Arizona Attorney General's representatives resolved the matter. 
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TRANSMIT VIA: 

Teletype 

Facsimile 
AIRTEL 


PRECEDENCE: 
■ □ Immediate 
I I Priority 
I I Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

n-f 6/15/82 


S’* . > 




DIRECTOR, FBI (80-805) 

(ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING 
SECTI ON. ELECTRONIC ANAL YSIS UNIT, UNIT 
CHIEF 


^ FR0M: 


SUBJECT: 


SAC, PITTSBURGH (66-2712) ZW/CeJ 

GENERAL SERVICES ADMINISTRATION 
INSTALLATION OF EMERGENCY WARNING 
SPEAKER SYSTEM 
PITTSBURGH DIVISION 

Re Pittsburgh airtel 5/14/82; Bureau airtel 6/9/82. 


Pittsburgh, Pa., 15222, regarding 
installation of the emergencywarning speaker system within the_ 
FBI space. Recommendations as set fofcth in referenced Bureap^'^ 
communication were presented to | | and a mutual und^r.-^ } 

standing with respect to this installation was achieved. / §(yf 

I I has requested that an unclassified leVtfiX—- 

be prepared at our headquarters level similar to the sample copy 
enclosed and directed to him which would in general terms set 
forth Bureau security considerations and assurances that the 
limited recommendations^with respect to the emergency warning 
speaker system in conjunction with our internal communication 
system^ would provide adequate fire warning protection. 

REQUEST OF BUREAU ypyj ^ ^^ 

Please direct a letter to [ as 

outlined above. 


2/Bureau (Enc. 

-2-Pittsburgh '• "&> 

MjM/ssk 






^ —> h 

17 JUN V& 1082 l 


<b6 

*b7C 

«CJ/ 

■a: 

-O’ 

*o 

•iu 


Approved: . 

HOO ■ ' 



Transmitted 




(Number) 


(Time) 
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; » 




SAMPLE 


In Reply, Please Refer to 
File No. 






U.S. Department of Justice 


Federal Bureau of Investigation 
Post Office Box 1315 

Pittsburgh, Pennsylvania 


15230 


June 15, 1982 


b6 

b7C 


General Services Administration 
2136 Federal Building 
1000 Liberty Avenue 
Pittsburgh, Pennsylvania 15222 

Dear Sir-; 

’_ As per your discussion with Supervisory Special Agent 

I on June 14, 1982, you are hereby authorized to b6 

install the emergency warning fire alarm speaker system limited b 7 c 

to three speakers-; one in the elevator hall area, one in the outer 
reception room area, and one in the 24 hour night weekend duty 
station area of the thirteenth floor FBI space. 

I am certain that this installation will satisfy physical 
security considerations as expressed by our headquarters in their 
letter of June 9, 1982, and that through our internal communications 
system required fire warning protection will be provided for all 
persons within the FBI space. 

Very truly yours. 


SAMPLE 





||HClOSURff 









WAILED 7 


' * 






SStBS ' 1 


June 23, 1982 


/Pey/CJL^ 


1 

i 


General Services Admin istration 
2136 Federal Buildi ng^ 

1000 Liber ty AvenuE - 
Pittsburgh, Pennsylvania 1522 2 

Pearl I 

_ As per your discussion with Supervisory Special Agent 

I on June 14, 1982, you are hereby authorized to 
install the emergency warning fire alarm speaker system limited 
to three speakers; one in the elevator hall area, one in the outer 
reception room area, and one in the 24 hour night weekend duty 
station area of the thirteenth floor FBI space. 

i 

I am certain that this installation will satisfy physical 
security considerations as expressed by our headquarters in their 
letter of June 9, 1982, and that through our internal communications 
system required fire warning protection will be provided for all 
persons within the FBI space. 

Sincerely yours. 



;hief, Printing and Space 
Management Section 


Exec AD Inv. — 

Exec AD Adm, - __ 

Exec AD LES _ 1 - SAC. 

Asst. Dir.; -| 

Adm. Smvi.. . _ r _ - 

Crira. lev- 

a- JJD:sl 

— (5) 

Legal Coun- 

Plan. & Insp. __ 

Rec. Mgn*- 
Tecli. Servs, 

Training _- 

fublfc Alls. Off. _ Q\\ \ 

^lephone Rm- VjV\| ‘*J _ 

Rector’s Sec'y ** ROOM L 

i ' 77 jul i4m? 


1 - SAC. Pittsbu rgh - NOTE: This is based on Pittsburgh airtel dated!l^jll/82 


«ML X£=f.^JL 


;it ROOM 


is JUN 25 1982 


r» ass p 


FBI/OOJ 











LTiarr 


01' 


RI7 
lit 


- [ 


Memorandum 


FRCM: 

ICH GUIDE 


1 

L 





DIRECTOR, FBI 
(ATTN: TECHNICAL SERVICES DIV¬ 
ISION, ENGINEERING SECTION, SA 


Date 


6/24 /82 


SAC, DETROIT (80-1165) 





AUDI (jCOUNTERMEAS URES /MATTERS 


Re Bureau teletype to Detroit,, dated 6/17/82. 


_ On 6/22/82 , an audio countermeasures sweep was conducted 

of | 

| Michigan, with negative results. 

This sweep was conducted with the use of RF spread 
spectrum equipment, non-linear junction detector equipment, and 
telephone analyzer equipment. 


Additionally, voltage readings, miliamp readings, and 
line amplification checks were made on all telephone lines in these 
'offices. 


b6 

b7C 


b7E 


lllsssifigcrand Extended by: 

Reason for Extension: 

Date of Review for Declassification: 


G-3 

II (2 S 3) 
6/24/2002 



© - Bureau 
3 - Detroit 

(1 - 66-401) 
JDW/cml 
(5) 



7 oo 

JUL 1 2 1982 


7 loifi 










0-93 (Rev. 4-26-78) 

QC4 i- 


PAGE l Of : g 
DATE 


i|j DEPARTMENT OF JUSTICE 

Wj n BUREAU OF INVESTIGATION 

£L_JXiMtfUNICATION MESSAGE FORM 

"ClASSIFICATION 

UNCLAS_ 


PRECEDENCE 

ROUTINE 


_ L/54/32 _ I UNCLAS _ I ROUTINE 

^F_4riSRR_HNI0.E_HcLjdaa0iL_4dIiiUa]S_^iaiiDAZ_J.Ui]_a2_ 

. £>/ START HERE 

--- 

ifl FM DIRECTOR FB I {80-805} 

TO_T0 FBI HONOLULU {bb-301} ROUTINE * 

ATTENTION: SA RICHARD A- BRAMLEY 

14_BT 

.UNCLAS 

o 

12_AUDI0 countermeasures matters 

REFERENCE HONOLULU TELETYPE 'DATED FEBRUARY 3-, l=1S2i 
10 _BUTELCALLS MARCH 1-, 1=132-, AND APRIL =1-, 1=1821 HONOLULU TELETYPE 
_DAfED MAY 8-, l=ia2i AND TELCALL OF HONOLULU SA BRAMLEY-, 

8 .MAY 14-, 1=182. 

BY REFERENCED TELETYPE DATED FEBRUARY 8-, 1=182-, YOUR OFFICE 
6.REQUESTED ASSISTANCE BY TECHNICAL SERVICES DIVISION CTSD> 
.PERSONNEL FOR THE PURPOSE OF CONDUCTING AUDIO COUNTER- ( fjj/ 
4 .MEASURES CACMl SURVEYs T j ^ 

J | HOWEVER-, FOLLOWING REFERENCED 

2 ^HONOLULU TELETYPE DATED FEBRUARY 8-, 1=1821 HONOLULU 

SA RICHARD BRAMLEY HAS BEEN ADVISING FBIHfl THAT THE_ 


DO NOT TYPE MESSAGE BELOW THIS LINE 


APPROVED BJ 


DRAFT'D BY 

DATE 

ROOM 

^E^T/PJFjXS} 

L/24/82 

1B03S/8 


1 - MR. BAYSE 
1 - MR. WITZEL 
1 - MR. KILLIOf 
1 -_ 


IP • 

.- ml 2a6 

•JUN 2 4-1832 


?o <953* 


yj JUN 29 1982 


61 JUL 13 ’82 


DO NOT FILE WITHOUT COMMUNICATIONS STAMP 
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COMMUNICATION MESSAGE FORM 


PAGE 2 


CONTINUATION SHEET 


BAGE.QjiUO.r-DE Hd ODOM UNCLAS 

■v- = — ------—'—“ 

OFFICE EXPANSIO N HAS NOT BEEN COMPLETEDi THEREFORE*. ACM SURVEYS 

20 IN HONOLULU HAVE BEEN HELD IN ABEYANCE PENDING COMPLETION OF 

■* t 

18 YOUR OFFICE EXPANSION. 

ON MAY m*. nS2*. SA BRAMLEY ADVISED FBIH<3 Sa | 

16 ~| that the office expansion had not been completed-, as 

SOME UORK UAS STILL BEING DONE IN THE BASEMENT AND SA BRAMLEY 
14 ANTICIPATED COMPLETION OF UORK BY THE LATTER PART OF JUNE 1*132. 
ACCORDINGLY-, TSD PERSONNEL-, ELECTRONIC TECHNICIAN -CETI 


AND SPECIAL AGENT ISA! 


UILL 


TRAVEL TO HONOLULU ON JULY 12, 1^32-, TO PERFORM THE NECESSARY 
10 ACM SURVEYS TO INCLUDE|~ 


HONOLULU IS REQUESTED TO MAKE LODGING RESERVATIONS FOR 
ET | ~| and SA | 

ANY INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE 
DIRECTED TO FBIH<3-, ATTENTION: TSD-, ENGINEERING SECTION-, 

SA I 10R CALL EXTENSION 2700. 


DO NOT TYPE MESSAGE BELOW THIS LINE 


DO NOT TYPE PAST THIS LINE 














DDE 


FD-36 (Rev. 5-22-78) 


/ 


TRANSMIT VIA: 
Teletype 

Facsimile 
AIRTEL 


KS 


FROM: 


SUBJECT: 


PRECEDENCE: 
I | Immediate 
I I Priority 
I | Routine 


DIRECTOR, FBI (,80-805) 
SAC, MIAMI (80-NEW) (P) 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

6/18/82 




Exec. AD-ACm.- 

Excc.AD — 

Exec. AD-!.ES____ 

Asst. Er.: \ 

him. Servs. _ 

Crim.lnv. - 


REQUEST FOR COUNTER- 
‘'SURVEIL'LANCE SWEEPS 




Rec ..'*-**' _ 
Tecr* -vT.e. 

TrainiM_i 

Telephor* Hw. 




Re Miami telephone call to Unit Chief| 
6/17/82. 



cont^StiH SSRATPtri^eKtai^Resident Agenc 
Hcallv requesting countersurveillance swee 



_|advised in general terms of instances _ 

arising from telephone calls made in confidence I_ I 

No specifics were offerea nor solicited. 

_ was advised that his request would be 

forwarded to FBIHQ for appropriate consideration. 


REQUEST OF THE BUREAU 




_ The Bure au is requested to give consideration 'to 

I re quest and thereafter, advise SSRjr**”-^*^** ^ 
FLRA, FTS #820-7296, who has been „ 

lesignated contact Age^t in this matter. * JUN 2^1882 

p- Bureau (^ J jhhs 

T - Miami V' > 


TWR/mll 


Wa 




Approved: 



Transmitted 


(Number) 


76 JUL 1 5 198£ 
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FBI 




Airtel 


PRECEDENCE: 
I I Immediate 
I I Priority 
I I Routine 



CLASSIFICATION: 

D TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

Dat e_V 2 V 82 _ 




TO: DIRECTOR, FBI 

FROM: SAC, CHICAGO (SQUAD 10) 

) 

COUNTERMEASURES - 
EQUIPMENT FOUND IN THE FIELD 


4/16/82. 


Re FBIHQ Technical Equipment Update Letter dated 


The enclosed two (2) advertisements are being 
provided the Bureau for information purposes. 





©- Bureau (Encs. 2) 
1 - Chicago 
JWS/cat 
(3) 


NOT 

3 JUL •> 1332 



Approved 


: CSL 
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Per 


(Number) 


(Time) 
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DATE 

___b/ES/ a 2 



CLASSIFICATION 

_UNCLAS 


PRECEDENCE 

_ERiO.RXT.Y_ 


|> ^DaSIEPP JK MM SVEDE H(3 HOO'iS SHEVUEP 2551DMZ JUN fiE 

v-- 

: m Fn DIRECTOR FBI -CBD-aDS} 
ro To FBI MIAMI PRIORITY 
ATTENTION: SA | 

14 FBI JACKSONVILLE PRIORITY" * * 

ATTENTION: SUPERVISOR 
12fBI SAVANNAH PRIORITY 
ATTENTION: SA| 

\ 

10 BT 
UNCLAS 

^ COUNTERMEASURES^ MATTERS 

REFERENCE MIAMI AIRTEL DATED JUNE 1B-, nfiE-, AND BUTELCALLS 
6 TO JACKSONVILLE SUPERVISOR ^ ~| AND SA | | AND / 

TO MIAMI SA | | QN’ JUNE" S5-.: V 

4 _ FOR THE INFORMATION OF JACKSONVILLE AND SAVANNAH-. MIAMI I ( 
IS IN RECEIPT OF A REQUEST FOR AN AUDIO COUNTERMEASURES -CACMI 
2 SURVEY OF I 

_ _ THE REQUEST UAS MADE 

DO NOT TYPE MESSAGE BELOW THIS LINE 

APPROVED BY. 7^~u I DRAFTED BY I DATE I ROOM I TELE EXT. 


1 - MR. BAYSE 
1 - MR. UITZEL 
1 ~ MR. KILllON 

1 -I 


DRAFTED BY 

DATE 

ROOM 

E.T/pjR, -CLI 

L/25/B2 

1BD35/B 




w 



OF INVESTIGATION 
COMMUNICATIONS CENTER | 


12 JU.N 29 1982 




do Not file without communications stamp 


26 JUL 151982 
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CONTINUATION SHEET 


>PAGEnTiU.O DE HQ QOTS UNCLAS 


18 _ 5 PER BUTELCALL TO JACKSONVILLE SUPERVISOR!_ 

SPEEVACK DILL TRAVEL TO MIAMI TO ASSIST MIAMI SA 
16 CONDUCTING THE REQUESTED ACM SURVEY OF I 


14 _ DURING REFERENCED BUTELCALL TO MIAMI-. SA _ 

EXPRESSED HIS CONCERN THAT.HIS WORKLOAD WOULD NOT PERMIT HIM 
12 TO DEVOTE ANY CONSIDERABLE TIME IN CONDUCTING THE REQUESTED 
ACM SURVEY. IN VIEW OF THIS-. IT IS BEING POINTED OUT THAT A 
10 VERY THOROUGH ACM SURVEY SHOULD BE CONDUCTED OF 


8 [AFFORD SA 


_ IF MIAMI FEELS THAT IT CANNOT 

iIME TO PERFORM THE REQUESTED ACM-. MIAMI 


SHOULD NOTIFY FBIHQ IMMEDIATELY WITH COMPLETE JUSTIFICATION' SO 
6 THAT OTHER ACM TRAINED PERSONNEL CAN BE DESIGNATED TO ASSIST 
JACKSONVILLE SA SPEEVACK. 


SAVANNAH SA 


WILL SHIP TO MIAMI 


IMMEDIATELY. 


IS TO BE ' 


2 RETURNED TO SAVANNAH BY MIAMI UPON COMPLETION OF ACM SURVEY. 

FBIHQ HAS SHIPPED-. UNDER SEPARATE COVER-. AN AUDIO COUNTER- 

DO NOT TYPE MESSAGE BELOW THIS LINE 


DO NOT TYPE PAST THIS LINE 
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I fcPAGEnTHREE DE HO DOgS UNCLAS ___ 

MEASURES RECEIVER-, MICROrTEL PR 70D-, SN 114. PLEASE RETURN 


20 

18 

16 


I4l 


12 


10 


PAGE 
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UPON COMPLETION OF SURVEY. 

POINT OF CONTACT AT FT.* LAUDERDALE IS SSRA 
FTS NUMBER 320-72^. 


MIAMI DILL ADVISE FBIH(3 BY WRITTEN COMMUNICATION OF THE 
OUTCOME OF THE SURVEY- 

INQUIRIES CONCERNING- THIS TELETYPE SHOULD BE DIRECTED TO 
FBIH(2-i ATTENTION: TECHNICAL SERVICES DIVISION-, SA 

EXTENSION 27DD. 


BT 


ui 

z 

i/, 

X 


in 

< 

CL 

UI 

CL 

>• 

1“ 

O 

z 

o 

a 


b6 

b7C 


b6 

b7C 
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FBI/OOJ 









Memorandum £ 


Subject 


P 

C&a /U fe-^e O-Sd/KeS 



<\ Secu rity SuryevZo fl... , - . 
—Gr'Snd Rapids, Michigan 


William A. Bayse 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 


June '7, 1982 
FEDERAL QQVESmm^ 


A 


D//Terry Rubmo, Director 

Security Staff 

Justice Management Division 


It is requested that the Federal Bureau of In vestigation conduc t 
a microphone and telephone security survey of I I 


Grand Rapids,'’Michigan. 

- . P vV "*■* ■■ 

i. ,\ •, \ •' * 

plans 'to occupy this new office space on 


June 16, 1982. We request th is survey be c ompleted as soon as 
possible after June 16, 1982.| |may be contacted at 
the Grand Rapids office on FTS 372-24U4 tor coordination and V 
scheduling. 


Please contact|_ 

formation on 633-2396. 


of this staff for further in- 


















AIKEEL 


Director, FBI <00-305) 
SAC, Pittsburgh <66-2712) 


GSA INSTALLATION OF EMERGENCY 
WARNING SPEAKER SYSTEM 
PITTSBURGH DIVISION 


6/9/82 



Reference Pittsburgh airtel 5/14/S2. 

The proposed GSA Emergency Warning Fire Alarm Speaker 
System is seen to pose two potential security hasards to Pittsburgh 
office space. Speaker systems like that proposed usually also 
exhibit xaicrophonic characteristics which allow then to be exploited 
to achieve audio penetration of sensitive areas from outside FBI 
space. In addition, wire runs to these speakers offer potential 
hard-wire ogress for sensitive data inductively coupled from 
FBI word and data processors. 3£6) 

If, as is indicated by! Pittsburgh idjreferenced communi¬ 
cation, it will be necessary to Install at least part of the 
system in FBI space, the following suggestions arc made to improve 
the security of the system: 
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Lu 


Exec AD My. . 

Exec AD Aim. 

Exec AD LES_ 

Asst. Dir.j ^ 

Adm. Servj_i 

Crim. Inv.- 

Ident.- T ,, r - - 

fntell.--- r - 


1) Keep to an absolute minimum the number of speakers 
necessary to achieve the required fire warning 
protection. Mo speaker should be installed in an / 

area where sensitive discussions occur. f 

\ 

* _-y ■ 

Ensure that wires running to the speakers are kept 
oc far as practicable from any other wires carrying 
sensitive information* It is also wise to keep the 
alarm wires away from word processors_that may be 
used for typing sensitive documents *yjF\ 

3) At the point that the alalia system eaters FBI space 

2ia§tiSlei and Extended by 8, Reason for Extension FCItt 
4.2, (2 & 3), Date of Review for Declassification June. 
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Rec. Mgnt. 

Tech. Serv$, 

Training 
Public Alls 
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Admi nistrative S ervices Division 
Att : l I 


hr. Bayse„ 
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1 -jMc. 


Ultzal 


1 - Mr. Killion 











Airtel to Pittsburgh 
PE: GSA IKSTALLATX01I OF EMERGENCY 
WARUIHG SPEAKER SYSTEM 
PITTSBURGH DIVISIO!! 


cut the wire and install a separate amplifier which 
has good isolation characteristics; that Is, one which 
does not allow electrical signals generated by the 
speaker or wire system to pass back down the wire 
to the central control area. GSA may be able to 
suggest an amplifier which possesses the appropriate 
isolation characteristics. If not, these amplifiers 
should be available locally from electronics stores. 
Ensure that the amplifier installation is supported 
by the building emergency power or has backup 
battery capability so that loss of building power 
does not also cripple the emergency fire alarm 
system. (38$ Tr 


If there are any questions regarding the above suggested 
procedures, contact the Engineering Section, Electronic Analysis 
Unit at extension 5823. (U) 
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' OK. of Ceng, 
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Tech. Serve,_ 

Training_ 
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1 / DEPARTMENT OF JUSTICE 
’21 FEDERAL BUREAU OF INVESTIGATION 
7~~^ COMMUNICATION MESSAGE FORM 

I CLASSIFICATION 




I PRECEDENCE 


b/i7/6e 


ROUTINE 


SFllbERR CG DEEDE HQ HDllb *riI¥X*C!DR 17E015Z JUN a5 


START HERE 


faa fm director fb i -caD-aDsi 

TO _T0 FBI DETROIT ROUTINE 

ATTENTION: ASAC;EUGENE F. GLENN 


ulFBI CHICAGO ROUTINE 


ATTENTION: SUPERVISOR 



12 IBT 


10 _AUDIO v COUNTERf1EASURES NATTERS 

REFERENCE BUTELCALLS TO DETROIT ASAC GLENN AND TO CHICAGO 


sLSUPERVISOR 


ON JUNE 11, 1*182. CUI 


FOR THE INFORMATION OF RECEIVING OFFICESv*THE DEPARTMENT 
6_0F JUSTICE SECURITY OFFICE HAS REQUESTED THAT THE FBI CONDUCT 


_AN AUDIO COUNTERMEASURES CACM3- SURVEY OF 
4_T0 BE OCCUPIED BY 


OFFICE SPACE 


GRAND 


RAPIDSn MICHIGAN. 


on june it, nast 


JSCHEDULED T.O OCCUP.Y THIS OFFICE 


WHICH IS LOCATED IN 


DO NOT TYPE MESSAGE BELOW THIS LINE 


APPROVED BY . . , 

1 - MR. BAYSE - 
* 1 - MR. UITZEL 
1 - MR. KILLTOt 
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IT/P JF. >%£ 


JE • ROOM TEIEEXT. 
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fssfm 18 is2 
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DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 




■cu> 


THE POINT OF CONTACT AT GRAND RAPIDS IS 

f » 

•OJ3- 


IT IS REQUESTED THAT DETROIT CONTACT 


AND HAKE ARRANGEMENTS FOR AN ACM SURVEY OF 
CHICAGO SPECIAL AGENTl 


DISCREETLY 

]0FFICE. 


WHO (JILL HAVE ALL 


APPROPRIATE ACM EQUIPMENT-, (JILL ASSIST DETROIT IN CONDUCTING 
ABOVE ACM SURVEY. DETROIT IS TO‘CONTACT CHICAGO AND 
COORDINATE DATE FOR THE ACM SURVEY-' IU> 

UPON COMPLETION OF THE ACM SURVEY-, DETROIT UILL ADVISE 
FBIHO OF THE OUTCOME BY URITTEN”COMMUNICATION • -CUJ- 

IN6UIRIES CONCERNING THIS' COMMUNICATION SHOULD BE DIRECTED 
TO FBIHCJ1 ATTENTION:' TECHNICAL SERVICES DIVISION-,' ENGINEERING 

OR' CALL EXTENSION 2700V -CU3- 


SECTION-, SA 


JLASS^CCED AND EXTENDED* BY: Bi REASON FOR EXTENSION FCIM- 
II-, 1-2 4.2 -C2 & 33-i DATE OF REVIEW FOR DECLASSIFICATION 
JUNE 17i 2002 
BT 
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4 * 


NOTE: 








ALL ARRANGEMENTS HAVE BEEN MADE BY SA I 

WITH DETROIT ASAC GLENN-, CHICAGO SUPERVISOR 

AND THE AGENTS THAT WILL CONDUCT THE ACM SURVEY. 
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Memorandum 

ROUTE IN ENVELOPE 


jfK|| 

Hi 


To : Mr. Bayse 






Date 6/24/82 


Prom Y R. W- Witzel 


V" 

“^syVAUDI 


Sobiect^AUDIO COUNTERMEASURES MATTERS 




Ex#C AD Adm. 

Ex.c AD Inv. _b7C 

Ex#c AD LES_ 

Asst. Dir.: 

Adm. Servs. - - 

Crlm. Inv. - 

Ident. _______. 

Insp. - 

Into 11_ 

Lab_^ 

Legal Coun. - - 
Off. Cong. & 

Public Affs_ 

Rec. Mgnt. .- 

Tech. Servs. __ 
Training _____ 
Telephone Rm. - 
Director's Sec'y __ 


REFERENCE : Honolulu teletype dated February 8, 1982. (U) 

PURPOSE: To req uest authorizatio n for ET | 

and-SA I ~~1 to travel to Honolulu to 

conduct audic Pcountermeasures surveys. (U) 

DETAILS : The Honolulu Division has requested that Technical 

Services Division (TSE^) personnel travel to 
Honolulu to conduct several audio countermeasures (acm) surveys 


| ( U;) vi mi* \f\ 
• • *' - >« > * 


The Honolulu field office has recently completed 


X mi 


the Honolulu Division to have acm surveys done of their 
respective office space. £8$ - 

It is estimated that ten (10) working days will be 
required to fulfill Honolulu's request to include travel time. 


1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Killioi 
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and Extended by 8 ^ 
Reason For Extension FCIM, II, 

1.2 4.2 (2 & 3) b6 
Date of Review For Declassification b7c 
June 24, 2002 
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V 

Memoranda to Mr. Bayse 

RE: COUNTERMEASURES MATTERS 


The cost for this trip is estimated at $1790 per 
diem and $3020 transportation for both persons, totaling 
$4810. (U) 

RECOMMENDATIONS : 1. That ET l I and SA l ~l 

. | be authorized to travel to Honolulu 

in support of their request. (U) 



APPROVED: 

Director 
Exec. AD-Adm 
Exec. AD-Inv. 
Exec. AD-LES 


Adm. Serve, 
.(nv. 


Laboratory. 



2. If Recommendation Number One is approved, that 
the attached teletype be sent. (U) 
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Adm. Serve._ 

Crim. tnv._ 

Laboratory_. 

Legal Coun--— 


OIL of Cong. 

& Public Affs. 


Idcnt. 

— Roc. Mgnt. st-h* 


Inspection_ 
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Exec. AD-LES_ 

Intel). 

Training __...-- 
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TRANSMIT VIA: 
Teletype 

Facsimile 
AIRTEL 


! r'w. 


PRECEDENCE: 
I I Immediate 
I I Priority 
I I Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 


FROM: 


-'COUNTERME. 


DIRECTOR, FB I (80-805) 
(Attention: | 

Technical Services Division 


SACMIAMI (80- 




MATTERS 


Re Miami airtel to Director dated 6/18/82 and Butel to 
Miami dated 6/25/82. // 


Pursuant to FBIHQ approve 









_|office space and telephone sy stem 

to a countermeasures sweep on 6/29/82 by SA 


j I Miami Dn vision: SAI_I .Tacksonvi lie 

Division; an'dl _ Miami 

Division. | | request was made inasmuch as people 

working in his office believed certain information discussed there 
and over the telephone was leaking^out of the*voffice?* 0 ^* 


mm 


Nine (9) telephone instrument's, together with eigmr^s) 
separat e telephone lines were checked and no irregular ities were 
found. | |advised 

that the cable which servicesl 1 office is a dedi- 

cated cable which runs between the I I 

Office and the main frame room __ in 

Fort Lauderdale, Florida, where | office sp ace 

is located. All appearances between the main frame room and l I 

~| office spa ce were identified and checked thoroughl y. 
Assistance was rendered by| 

Supervisor and by Rolm Industries, the company which installed the 
orig inal telephone system and all the cables in this building 
| l advised further that anyone entering a telephone frame room 
anywhere in the UrmLlding has to be escorted to the appropriate g 
location an§£g^ned in prior to admittances. 

■©Bureau }•" J - 

z- Jacksonville (Attn: SA Perry Speevack) V 

4- Miami (1- 80- _ ) 

” (1- AS AC Freeman) 

DNJ/thm (9)- 


■ Approved i^p- 

61JUL Wi 


Transmitted 


(Number) 


(Time) 













MM 80- 


_ A thor ough physical check was made of [_ 

office suite and a technical countermeasures 
sweep was accomplished through the use of the following equip¬ 
ment: Audio countermeasures receiver, Micro-Tel PR 700, a 
Dektor Telephone Analyzer, and a Scan Lock Unit. Nothing was 
loc ated during the cours e of this <sweep. Office space surround¬ 
in g I Is uite is occupied on two sides completely 

by l and by outside walls and windows on the remaining 

two sides. 


At the conclusion of this operation, some basic security 
measures su ch as the secure handling of sensitive trash were di s- 
cussed with IAssistantP ! 


2.* 
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DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


DATE 

CLASSIFICATION 

PRECEDENCE 

7/1/32 

UNCLAS 

IMMEDIATE 

$F$HIOO WFEDE HQ 

HoiMi ^naivunio 01223 SZ jul a2 



START HERE _ 

fm FM DIRECTOR FBI 

to JO'FBI WASHINGTON FIELD {13R-3D4} C-ll IMMEDIATE . 

\ - 

attention: supervisors|_ 

14 JT 

JJNCLAS 

JOUNTERMEASURES MATTERS 

REFERENCE YOUR TELETYPE DATED JULY fi-i 1=132-. AND BUTELCALLS 

iojo supervisor Ion july a-, nas. 


10 jo SUPERVISOR _ON JULY 3-, 1R32- 

IN RESPONSE TO YOUR REQUEST FOR ANY AVAILABLE EQUIPMENT AND 
8 JECHNICALLY TRAINED PERSONNEL TO AID IN' CONDUCTING t A SWEEP-. THE 
JECHNICAL SERVICES DIVISION ITSDI HAS BEEN PREPARED TO ASSIST 
6 YOUR OFFICE AS OF THE DATE OF THE MEETING AT FBIHQ* MAY 21-. 

JRIOR -TO THE FIRST SWEEP CONDUCTED BY WASHINGTON FIELD’ PERSONNEL 
4 AT I I ^ 


WASHINGTON FIELD'SA 


WAS OFFERED ALL' THE TECHNICAL 


2 -PERSONNEL AND EQUIPMENT REQUIRED BY WASHINGTON FIELD IN CON- 

DUCTING ANY AUDIO COUNTERMEASURES -CACMI SURVEY. IN THE 

DO NOT TYPE MESSAGE BELOW THg^E— (fO 


APPROVED BY 




DRAFTED BY 

-foET/PJF -CL3- 


DATE 

7/1/32 


ROOM TELE EXT. 

lBD3S/a .2 7 DDL 



1 - MR. BAYSE 
1 - MR- WITZEL 
1 - M R- K ILLIO f 
1 - 




FEDeJiAIDUREAU OFlNVESTlGATlOf 
COMMUNICATIONS CENTER 




61JUil9 '82 
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NOT TYPE PAST THIS UNE 
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PAGE ThJO DE H£3 0141 UNCLAS 

ABSENCE OF A REQUEST FOR TSD PERSONNEL ASSISTANCE FOR THE FIRST 
ACM AT I ~~l WASHINGTON FIELD SUPERVISOR ! 

WAS CONTACTED BY TSD SA I I ON JULY fi-. ITBS-, FOR THE 

SPECIFIC TECHNICAL ASSISTANCE REQUIRED BY WASHINGTON FIELD 
REQUESTED IN REFERENCED TELETYPE- ALTHOUGH TSD DOES NOT AGREE 
COMPLETELY WITH WASHINGTON FIELD’S RESPONSE THAT WASHINGTON 
FIELD DOES NOT WISH TO HAVE THEIR TECHNICALLY TRAINED PERSONNEL 
HANDLING ANY POSSIBLE EVIDENCE-, SINCE THE SAME SITUATION COULD 
HAVE OCCURRED ON THE FIRST ACM CONPUCTEP | | BY WASHINGTON 

FIELD-, TSD IS PREPARED TO PROVIDE ALL THE TECHNICAL ASSISTANCE 
AND EQUIPMENT REQUIRED BY WASHINGTON FIELD ON THIS AND ANY 
FUTURE REQUESTS- 

UPON WASHINGTON FIELD’S DECISION TO CONDUCT ANOTHER AUDIO 
COUNTERMEASURES SURVEy I I wASHINGTON FIELD WILL CONTACT 

TSD-, ENGINEERING SECTIONEXTENSIONS 57D0 OR SB23 IF TECHNICAL 
PERSONNEL ASSISTANCE OR EQUIPMENT WILL BE REQUIRED - 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 
TO FBIH(2i ATTENTION: TSD ENGINEERING SECTION-, SA I 


b6 
• b7C 
b7E 


b7E 


b6 

b7C 














NOTE: 


SA |__ I HAS BEEN IN CONSTANT CONTACT WITH 

SUPERVISOR ! I OF UFO. TO DATE-. UFO HAS 

NOT DECIDED ON DATE FOR THE AUDIO COUNTERMEASURES 


SURVEY ! I TSD TECHNICAL ASSISTANCE AND EQUIPMENT 

UAS OFFERED TO UFO PRIOR TO THEIR FIRST SURVEY- 
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To 


From 



/ 


Mr. Bayse 


/le 


Ex«c AD Adm. . 
Ex*c AD Inv. _ 
Exec AD J*£$ - 
Asst. Dl/.: 
Adm/Servs. _ 
Crly. Inv. - 
Ident. ., 

Insp. — 


Date 7/12/82 


Infell* . 
Lab. _ 



WvJWitzel 


O 


(Lo u r\i7~e ft. A'f & & its ft 


Legal Caun. _ 
Off. Cong. & 
Public Affs. . 
Rec. Mgnt. _ 
Tech. Servs. - 
Training __ 



Subiect<i @SUIDELINES FOR, CONDUCTIN G ^PECHNIC AL 

SURVEILLANCE COUNTERMEASURES _S.URVE.YS_ 


Telephone Rm. ... 
Director's Sec'y . 


PURPOSE: 


To request information from the Legal Counsel 
Division (LCD) concerning reporting requirements. 




if any, of unauthorized electronic surveillance devices dis¬ 
covered by members of the Intelligence Community (IC) within 
the United States, or territories in which the FBI has 
investigative responsibility. 


Also, to request from the Intelligence Division (INTD) 
current Delimitation Agreements between the FBI and members of 
the IC which outlines investigative responsibilities. 


DETAILS: 


The Audio Countermeasures Working Group (ACWG)* ; ‘ 
of the Technical Surveillance Countermeasures‘W 



Subcommittee (TSCS) has rewritten Procedural Guidelines 
1-2-3 (draft copy attached) which are used by the IC. These/ 
guidelines set forth standardized logical survey procedures 
to assist countermeasures personnel in detecting, preventing 
audio p’enetrations and reporting of any discoveries. Members 
of the ACWG and TSCS are representatives from various agencies 
of-the IC including the military. The guidelines are being 
rewritten in general terms to allow for the guidelines* to* be 
classified from "S E CRET" Lo "For Official Use Only ," which ^llows 
some* countermeasures teams of the IC the flexibility of carrying 
thes.e guides with them for quick reference. Agencies implementing 
detailed^nstructions may classify their own guidelines ^a-s,. 
deemed necessary. '?OS' _ 

Of interest to the FBI is Procedural Guide Number 2 
captioned "Requirements for Reporting and Testing of /Technical 
Surveillance Penetrations and Exploitable Technical JHazards." 
Chapter II, Paragraph C, states, in vague terms, that the finding 
Agency " should give careful consideration to the desirability 
^epqr^ing the discovery 
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Memorandum to Mr. Bayse 

RE: GUIDELINES FOR CONDUCTING TECHNICAL 

SURVEILLANCE COUNTERMEASURES SURVEYS 


It is this portion of the guidelines which is 
of concern to the FBI if there exists any legal mechanism 
which requires all members of the IC to report finding of 
unauthorized electronic surveillance devices within the 
United States or its territories. Current Procedural 
Guidelines state "In the event that the discovery was 
made within the United States or Puerto Rico, the finder 
will immediately notify the FBI member so that appropriate 
action can be taken. Such discoveries will be handled in 
accordance with the responsibilities fixed in the 
Delimitation Agreement to which the FBI and military 
services are subscribers, U. S. statutes and applicable 
Executive Orders." 

The ACWG chairman has provided a draft copy of 
the Procedural Guidelines and requested each member agency 
to review and submit, in writing, to the chairman by 
July 21, 1982, any desired changes to these guidelines. 

RECOMMENDATIONS: 1. It is recommended that a copy of this 

----- - memorandum and attachment be forwarded to 

the LCD and the INTD for their review and assistance to 
the Technical Services Division (TSD). 


I# 


APPROVED: 


Director. 


Adm.Servs.. 
Crim. Inv._ 



Exsc. AD-Adm., 
Exec.AD-Inv. . 
Exec. AD-LES 


Idcnt 
Inspector) 
Intoll 




Laboratory 
Legal Court. 

Oil. of Cong 

& Public Alls..__ 

Rec. Mgnt. . 

Tech. Sfirvs. tt/*s»A. 
Training____ 


<P 


2. Recommendation Number One is approved, 

it is recommended that the LCD advise TSD of any legal 
requirements for members of the U. S. !C to report to the 
FBI discoveries of unauthorized technical penetrations 
found in the United States or territories in which the 
FBI has investigative responsibilities. 
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Legal Coun. __ 
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1_ Tech. Servs."2 

Exec. AD-LES_ 

_ Intell. 

' Training 
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Memorandum to Mr. Bayse 

RE: GUIDELINES FOR CONDUCTING TECHNICAL 
SURVEILLANCE COUNTERMEASURES SURVEYS 


3. It is also recommended that the INTD provide 
TSD with current agreements between the FBI and any member 
of the IC which would delineate the manner in which investi¬ 
gations or discoveries of technical penetrations should be 
handled within the United States or its territories in 
which the FBI has investigative responsibilities♦ 
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Director_ 
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CLASSIFICATION: 

□ TOP SECRET 
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□ CONFIDENTIAL 
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Inspect _ 

Into!!,. 


Labors'.;.-/« 
Legal Corn.. 


Date 



DIRECTOR, FBI 
(ATTN: TSD) 


Oil. cl C 0 '.n. 

Roc. f,Vy.!. _ 
Tcc.i. Sen's. 
Training_ 



SAC, 


, ST. LOUIS. (66-477) 

U) ~k 

TECHNICAL EQUIPMENT 


>S. (66-477) h/} 


Teicphcr." 
Director’s L it ’y. 




At the request of the Bureau, St. Louissis forwarding 
to Kansas City Division .one scan lock Mark V receiver. This 
receiver has serial #lHS-78-0166. 


SA 


This rec eiver is being shipped to theaattention of 




<sSf' 

^fiP' 

3 )- Bureau 

- Kansas City 

(1 - via Package, end 1) 
1 1 - St. Louis 
TWPredr 
( 8 ) 
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I DATE 

a/13/62 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CLASSIFICATION 


l AJ /o 


PRECEDENCE 

IMMEDIATE 


A ?- START HERE _ 

FM DIRECTOR FBI -CaU-aOS} 
TO FBI HOUSTON •CIB'I-Sl?} ( 


I AUDIO^COUNTERMEASURES/MATTERSi UNSUBn 


-VICTIM i IOCi 


OOi HOUSTON 


THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE CLASSIFIED 

REFERENCE HOUSTON TELETYPE TO BUREAU DATED AUGUST 13i 1=562-. 
8 AND BUREAU TELEPHONE CALL TO HOUSTON ON AUGUST 13-, 1=562. 


ON INSTANT DATE TECHNICAL SERVICES DIVISION -CTSDl CONTAOT'E 



ENGINEER-, WHO HAS MADE PRELIMINARY MEASUREMENTS AT |_ ^ 

ADVISED THAT BEGINNING NEXT WEEK_WILL BEGI 

A COMPLETE STUDY OF SIX FLOORS OF THE BUILDING CENTERED ON THE 
LIST FLOOR-, COVERING ALL FOUR SIDES OF THE BUILDING- STUDY WILL 
ADDRESS POSSIBLE BIOLOGICAL AND/OR ELECTRONIC INTERFERENCE 


DO NOT TYPE MESSAGE BELOW THIS LINE 



DATE ROOM 

6/13/62 1BDS3/6 


- MR- O'MALLEY 



- MR. BAYSE 

- MR. WITZEL 



*RAL BUREAU OF INVESTffik 
COMMUNICATIONS 
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1 a 

4 ce 


99 M)' 


1982 fF' 


r 4UB 13 
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2 


PAGE TWO 3>E Hfl 0115 SL ^e~^cQ r 

Problems. stated that his preliminary cand un¬ 

official} MEASUREMENTS INDICATED NO BIOLOGICAL HAZARD FOR THE 
BUILDING AND THAT IN ALL PROBABILITY THE ELECTRICAL INTERFERENCE 
PROBLEMS EXPERIENCED IN BUILDING TELEPHONES AND OTHER EQUIPMENT 
WAS DUE TO THE ADJACENT FM RADIO STATION TRANSMITTERS. HE 
NOTED THAT THE EIGHT TRANSMITTERS LOCATED WITHIN A FEU BLOCKS OF 
THE BUILDING REPRESENTED A COMBINED RADIATED POUER IN EXCESS OF 
TWO-MILLION WATTS AND THE LIST FLOOR \ 


TRANSMITING ANTENNAS. PROBLEMS SUCH AS THOSE EXPERIENCED ARE 
COMMON IN METROPOLITAN AREAS WHEN HIGH-RISE OFFICES ARE 
PERMITTED TO BE CONSTRUCTED ADJACENT TO EXISTING RADIO TRANS¬ 
MISSION TOWERS. HOWEVER-. TO RESOLVE POSSIBILITY OF INTERCEPTION 
OF COMMUNICATIONS-. THE FOLLOWING TSD PERSONNEL WILL TRAVEL TO 
HOUSTON ON SUNDAY-, AUGUST IS-.' nfl2i TO CONDUCT AN AUDIO COUNTER¬ 
MEASURES SURVEY: ELECTRONICS ENGINEERl 


ELECTRONICS TECHNICIAN 


CONCERNING 


AND SUPERVISORY SPECIAL AGENT 


TELEPHONE-. TSD’S INFORMATION IS THAT 


THE TERM 2T^0 REFERS TO A FAMILY OF TELEPHONES WHICH ARE 














PAGE THREE DE H<3 011S 

DESIGNATED AS MULTI-BUTTON ELECTRONIC TELEPHONE SETS IMETS1- 


THE MODEL NUMBER FOR THE METS START WITH 5=5^1 AND CONTINUE- 
HOUSTON IS REQUESTED TO OBTAIN AN IDENTICAL-, PREFERABLY 
NEW-, TELEPHONE AS THE ONES THAT ARE INI 


HOUSTON IS ALSO REQUESTED TO MAKE LODGING RESERVATIONS FOR 
TSD PERSONNEL FOR SUNDAY AND MONDAY NIGHT- 

jCtASSiF^Eir AND EXTENDED BY fl-, REASON FOR EXTENSION-, FCIM-, 
11-, 1-2 4-B IB & 31-, DATE OF REVIEW FOR DECLASSIFICATION 


AUGUST 11-, BOOB 









MOTEs ASAC-, HOUSTON MAS SEEM ADVISED OF THE TCP’S PERSONNEL TO 
PLAN 70 TRAVEL TO HOUSTON, SUMDAVn AUGUST IS-. 1^2- 


THIS HATTER HAS BEEN COORDINATED 8ITH UNIT CHIEF 
CID <Wi Otl AUGUST 2.3-. 3flfi2. 


b6 

b7C 


■2HE.-ES.TX.UATED TRAVEL COSTS FOR *£££> 




] C£T> 


AUD -CSAS-be 


IS Oeib TRANSPORTATION AND OEQB PER »IEH EACH-* T0TALIMG b7c 
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DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION M^AG^ FORM 

c wcwJzr/ 


6Lr 


/j\V. 


DAT£ fl/vaa _ aA ifrdTs N ^i^ . mm* 

$F012***$F$H!CRR SFH3DE Ht3 HD012 SriEMUER 101MD3Z AUG 82 


L> START HERE _ 

FM DIRECTOR FBI -C80-S0S3- 
TO FBI SAN FRANCISCO ] | ROUTINE 

_BT 

- UNCLA ^ f 

AUDIO ^COUNTERMEASURES / TRAINING IN-SERVICE 

REFERENCE BUREAU TELETYPE DATED MAY S-. 1=182-, AND BUREAU 


^TELEPHONE CALL TO SAN FRANCISCO SA 

i=ia2. 


ON AUGUST =1- 


SA IS SCHEDULED TO ATTEND CAPTIONED TRAINING AT 

8 J3UANTIC0 FBI ACADEMY FROM fi: QQ A-M.-, AUGUST 23-, 1=182, THROUGH 
_12: □□ NOON-, SEPTEMBER 3-, 1=182. 

6 IN THE EVENT SA IS UNABLE TO ATTEND-, FBIH<3 DILL Bj 


6 _ IN THE EVENT SA |_ IS UNABLE TO ATTEND-, FBIH<3 DILL BE 

.TELEPHONIC ALLY ADVISED, FOLLOWED BY A WRITTEN COMMUNICATION!? 

4 .STATING REASON-CSI FOR NOT ATTENDING. SUBSTITUTION-, IF ANY J ^ 

.WILL BE MADE BY FBIH<3 ONLY. ^ 

2 . SA I 1 IS SCHEDULED FOR FIREARMS TRAINING ON AUGUST 27-, 

1=182-, AND IS TO BRING HIS AUTHORIZED HANDGUN-CSI WITH HIM TO THE 

DO NOT TYPE MESSAGE BELOW THIS LINE 
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DATE 
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1 “I_ 

1 - MR. BAYSE 
1 - MR. WITZEL 
1 - MR. KILLION 
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1 - 
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W\ 


B@ AUG 12 1982 


vu 


97 AUG 27 1982 
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ACADEMY FOR INSPECTION. 

THIS COURSE-. WHICH IS TWO WEEKS IN DURATION-. PROVIDES 
ATTENDEES WITH THE TECHNIQUES FOR CONDUCTING AUDIO COUNTER¬ 
MEASURES -CACMI SURVEYS AND A THOROUGH UNDERSTANDING AND 
KNOWLEDGE IN THE USE OF THE BUREAU'S ACM EQUIPMENT-. INCLUDING 
FREQUENCY RECEIVERS-. TELEPHONE ANALYZERS-. SPECTRUM ANALYZERS-. 
OSCILLOSCOPES-. NON-LINEAR JUNCTION DETECTORS AND OTHER EQUIP¬ 
MENT USED IN ACM SURVEYS. 

SAN FRANCISCO IS TO CONFIRM SA | ~~| ATTENDANCE BY 

SUBMITTING TWO FD-313'S-, TO FBIHQ-. ATTENTION: -CONE EACH! 
TRAINING DIVISION-. SA | | AND TECHNICAL SERVICES 

DIVISION -CTSDIi ENGINEERING SECTION -CESI-. ELECTRONIC ANALYSIS 
UNIT. 

TRANSPORTATION WILL DEPART FOR THE FBI ACADEMY AT ?:30 
P.M.-, ON AUGUST 22-. na2n FROM THE 10TH STREET AND PENNSYLVANIA 
AVENUE ENTRANCE-. J. EDGAR HOOVER FBI BUILDING-. WASHINGTON-, D-C- 
SA | ] SHOULD REPORT TO THE 10TH STREET ENTRANCE WITH HIS 

LUGGAGE AND PERSONAL EFFECTS PRIOR TO THE 7:30 P-M- DEPARTURE 
TIME. LIMOUSINE AND TAXICAB SERVICES ARE AVAILABLE FROM UNION 
STATION-, DULLES INTERNATIONAL AND NATIONAL AIRPORTS TO FBIHQ - 
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INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 


TO FBIH<2-. ATTENTION 


TSD-. ES-, SA 


OR CALL 


EXTENSION 2700 











NOTE: SA 


WAS SELECTED TO REPLACE KANSAS CITY SA 


f\\ UJMo uUUUu i i— iv nwi --- ■ —————— 

WHO CANCELED DUE TO OTHER COMMITMENTS IN HIS DIVISION 


b6 

b7C 


* 
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DECLASSIFICATIOH AUTHORITY UE3T EE FROM: 
FBI AITTCEtATIC DECLASSIFICATION GUIDE 
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160 
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PAGE Of ^ J 
DATE “ “ / “ 

a/11/aa' 


CLASSIFICATION 


PRECEDENCE 

IMMEDIATE 


SFlbOiCOO HOSDE Hfl HOlbD ^HIKVSBO 115131Z AUG B5 _ 

START HERE 

V ~' " - ~- 

fm^tRector fbi -caa-aos} 

_ 

' TO FBI HOUSTON IMMEDIATE 
O _ 

PERSONAL ATTENTION 

14_ BT 

)2 Tumo ^^nt^rmeasures/ matters 

THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE CLASSIFIED 
10 n 

REFERENCE TELEPHONE CALLS OF HOUSTON SUPERVISOR ! 

8 _and sa to the bureau on august bi naa-. Houston 


8 AND SA |_ TO THE BUREAU ON AUGUST bi IWi HOUSTON 

JELETYPE DATED AUGUST L-, 1=185 AND BUREAU TELEPHONE CALL TO 

6 HOUSTON SUPERVISOR | | ON AUGUST 10 ■. 1=185. 

BASED ON THE INFORMATION IN REFERENCED TELETYPE-. THE 

4 JECHNICAL SERVICES DIVISION -CTSDI DOES NOT BELIEVE THAT I I 

I [ DIFFICULTIES WITH HIS TELEPHONE SYSTEM JUSTIFIES CON- 

2 .DUCTING AN AUDIO. COUNTERMEASURES SURVEY OF HIS OFFICE AT THIS 

XIME_._al.though^ituasnotstatedinrefejrence d_J:ommunicatio_n 

DO NOT TYPE MESSAGE BELOW THIS LINE 


APPROVED BY 

_ 

1 - MR. O'MALLEY 

1 - 


DRAFTED BY 

DATE 

ROOM 

ET:JMH 

a/n/a a 

lBQS3/a 


TELE EXT, 


MR. BAYSE 
MR. LJITZEL 
MR. KILLION 


-fM 
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HOUSTON ADVISED THE TECHNICAL SERVICES DIVISION -CTSDI 
TELEPHONICALLY THAT 
TELEPHONE. INFORMATION AVAILABLE TO TSD AT THIS TIME IS THAT ' \ 

MOST CORDLESS TELEPHONES OPERATE IN ‘ THE FREQUENCIES BETWEEN 1-b ; j 
TO 2.0 MEGAHERTZ AND MT.fl TO MT-T MEGAHERTZ WHICH ARE FAR BELOW I I 
THE ONE GIGAHERTZ FREQUENCY MENTIONED IN REFERENCED TELETYPE- J 

l i 

ON INSTANT DATE TSD CONTACTED THE CRIMINAL INVESTIGATIVE ! 
DIVISION ICID3- AND THE INTELLIGENCE DIVISION -CINTDI CONCERNING j 
THIS MATTER. CID IS OF THE OPINION THAT INFORMATION PROVIDED ! i 

TO DATE IS NOT SUFFICIENT TO INDICATE AN INTERCEPTION OF i 

I * 

“COMMUNICATION VIOLATION HAS OCCURRED- INTD. ADVISED TSD THAT ‘ i 
THERE IS NO INDICATION AT THIS TIME THAT ANY FOREIGN OR HOSTILE [ ! 

INTELLIGENCE AGENCIES ARE INVOLVED- IF HOUSTON WISHES TO PURSUE I j 

^THIS MATTER FURTHER-, HOUSTON IS REQUESTED TO RE-INTERVIEW | | i 1 

' 

AND OBTAIN THE FOLLOWING INFORMATION: * ! 

1 ! 

5, 1- WHICH PARABOLIC DISC ANTENNA EMITS DIRECT LINE-OF- 

SSIGHT ELECTROMAGNETIC RADIATION AND'WHAT ARE THE POWER LEVELS 




TELEPHONE IS A CORDLESS 



re-h 









i 
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MERELY POINTING IN THAT DIRECTION. 

4 • HOld DID HE DETERMINE THAT THE ANTENNA IS OPERATING IN 

THE FREQUENCY OF ONE GIGAHERTZ. 

5. IdHAT PART OF THE DIMENSION TELEPHONE SYSTEM IS 

OPERATING IN THE FREQUENCY OF ONE GIGAHERTZ THAT HE MENTIONS- 

L• WHAT TESTS HAS HE CONDUCTED TO DETERMINE THAT THE 

FREQUENCY OF ONE GIGAHERTZ CAUSES THE TELEPHONE SYSTEM TO REACT 

ADVERSELY. 

?. OBTAIN COMPLETE DETAILS AS TO THE STUDY-. -CIF ANY}-, 

CONDUCTED BY I OR ANY OTHER PERSON AT I b6 

_ b7C 

OFFICE. 

A. OBTAIN COMPLETE DETAILS OF THE EQUIPMENT USED IN HIS 
STUDY-, INCLUDING ALL, MEASUREMENTS CONDUCTED- 

T. OBTAIN COMPLETE DETAILS ON ANY OTHER COMMENTS-, OR 
FACTUAL STATEMENTS MADE BY b6 

- b7C 

ALTHOUGH THE HARMFUL EFFECTS OF RADIATION IS NOT RELEVENT 
TO THE INTERCEPTION OF COMMUNICATIONS ALLEGATION-, IT IS OF 
INTEREST TO KNOW HOW MANY PERSONS-, IF ANY-, ARE EXPERIENCING 
SEVERE HEADACHES AND NAUSEA IN lOFFICE- b6 

b7C 

THE TELEPHONE COMPANY SHOULD BE CONTACTED AND OBTAIN 
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THE FOLLOWING INFORMATION: 

1. MODEL NUMBER OF THE DIMENSION SYSTEM AND A LIST OF ALL 
FEATURES ASSOCIATED WITH 


TELEPHONE SYSTEM- 


5- IF THE TELEPHONE COMPANY INSTALLED MR- LOVE’S TELEPHONE 
SYSTEM-, OBTAIN ALL THE INFORMATION REGARDING IT- 

3- DETERMINE WHAT PROBLEMS THE TELEPHONE COMPANY HAS 
EXPERIENCED WITH CORDLESS TELEPHONE SYSTEMS-. IF ANY- 
4 - DETERMINE IF 


CORDLESS TELEPHONE HAS AN FCC 


RULES-. PART IS TYPE ACCEPTED STAMP- 

5- IF IT DOES-, WHAT EXACTLY DOES THE STAMP STATE? 
b- OBTAIN NAME OF MANUFACTURER-, AND MODEL NUMBER OF 
CORDLESS TELEPHONE. 


HOUSTON IS TO DETERMINE IF ANY DISCUSSIONS INVOLVING 
NATIONAL SECURITY MATTERS TAKE PLACE IN 


OFFICE- 


TSD WILL HOLD IN ABEYANCE ANY ACTION UNTIL A RESPONSE IS 
RECEIVED FROM HOUSTON- 

AND EXTENDED BY fli REASON FOR EXTENSION-, FCIM-, 
11, 1.2 4-2 -C2 & 3>, DATE OF REVIEW FOR DECLASSIFICATION 


b6 

b7C 


b6 

b7C 


b6 

b7C 


AUGUST 11-. 2DQS • 
BT I 
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NOTES HOUSTON SUPERVISOR I I WAS TELEPHONICALLY CONTACTED 

ON AUGUST 101HS2 AND ADVISED THAT BASED ON THE INFORMATION 
PROVIDED TSD COULD NOT JUSTIFY CONDUCTING AN AUDIO COUNTERMEASURES 
SURVEY OF I I OFFICE■ HE WAS ADVISED MORE INFORMATION 

WOULD BE REQUIRED- INFORMATION IS REQUESTED OF HOUSTON IN THIS 
COMMUNICATION. 


CID AND INTD WERE CONTACTED BY SA 


CID ADVISED 
INTD ADVISED THERE 


THAT THERE IS NO INDICATION OF AN IOC VIOLATION. 

WAS NO INDICATION OF A FOREIGN OR HOSTILE INTELLIGENCE AGENCY 
INVOLVED- 
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0 13 1300Z AUG 82 
m HOUSTON (139-517) (P) 

TO DIRECTOR (80-805) IMMEDIATE 


.CALLED: 

B CSOtejw// 


. —1 
.txe„ e.?, v_; 

|excc.A0-'S5>__J 

I Asst. Oy.: 

| Ain.Sxvs.,. _ 

i Crt.l, Ir.v. 

Mini._ 

InjfecfCn__ 

Intel!.__ 

Laboratory_ 

LCy'J COLiO_ 

Oil. oi Ceng. 

& (V:i:c A!(S- „ 
Rco. iVyjnv. .. 

Tech, Sorvs. _ 

Tracing _ , 
Tc.'cphcnc Ru. „ _ v t 
Ifiifectcr'eSecy , _ S 


PERSONAL ATTENTION SECTION CHIEF[ 
CHIEF RONALD WITZEL, TSD 
SECTION ONE OF TWO SECTIONS 
AUD10 *Su NT ER MFA S11B£5 L_M A J T F.P.S ; (E 


CID; SECTION 


UNSU3 ;|_ 

139-517). 


E5 L-MATTF.P-S ? (BUREAU FILE 80-805) J 
IviCTIM; IOC; ( 00 :HOUSTON); (HOUSTON FILE 


ENTIRE CONTENTS OF THIS TELETYPE ARE CLASSIFIED 
RE HOUSTON TELETYPE DATED AUGUST 6, 1982; BUREAU TELETYPE, 
AUGUST 11, 1982, AND TELEPHONE CALL TO H0UST0J1 SUPERVISOR | 

I I FROM BUREAU. AUGUST 12, 1982. 



m 


ON AUGUST 12, 1982, 




_[OFFICE IS IN DIRECT LINE-OF-SIGHT WITH NUMEROUS FM AND 

DISC TYPE ANTENNAS LOCATED ON TOP OF THE BUILDING KNOWN AS ONE 
SHELL PLAZA. AS RECENTLY AS THE END OF JUNE, 1982, COMPLAINTS 
OF FM RADIO MUSICAL INTERFERENCE ON DICTATING AND RFCORDING 



76 AU6 l o 11982 
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EQUIPMENT WERE RECEIVED FROM PERSONS OCCUPYING OFFICE SPACE IN 


AND ADJACENT TO 


OFFICE ON THE 61ST FLOOR. 


BEGAN LOGGING COMPLAINTS AND CHECKINS EQUIPMENT CONCERNING THIS 
INTERFERENCE. COINCIDENTALLY, AND IN MID JULY, 1982, HE BEGAN 
RECEIVI NS REPORTS OF INTERFERENCE ON THE TELEPHONE INSTRUMENTS 


USED BY 


DESK AND 


TELEPHONE INSTRUMENT ARE LOCATED IN THE SAME OFFICE SPACE AS 


DESK AND TELEPHONE. 


CLAIMED PERIODICALLY THAT 


THE LIGHTED BUTTONS ON HER MULTI-LINE CONSOLE WOULD FLICKER ON 
AND OFF AND CAUSE DISCONNECTS OF CALLS IN PROGRESS. | 

ENLISTED THE AID OF ’ ~ 


EXAMINED 


THE PROBLEM, BUT WERE UNABLE TO DETERMINE THE CAUSE OF THE 


PHENOMENON OR ELIMINATE IT. 
ENGAGE THE SERVICES OF 


THEN REQUESTED THE 


LABORATORY TECHNICIANS SINCE THE PROBLEM HAD OUTREACHED THE 


LOCAL 


ABILITIES TO RESOLVE. 


APPROVED THE 


REQUEST, AND HAS ALSO RETAINED THE 


OF SAN ANTONIO, TEXAS, HEADED BY 




















HAS CONDUCTED TESTS TO DETERMINE WHAT TYPE OF 


SIGNALS OR RADIATION IS PRESENT IN 


bFFICEJ 


WILL 


REPORT THE RESULTS OF THEIR FINDINGS ON PROPER FCC FORMAT. AS 
OF THIS DATE, THESE REPORTS HAVE NOT BEEN RECEIVED BY 


OF ANOTHER TENANT ON 


ALSO ADVISED THAT AS A RESULT OF COMPLAINTS 

I FM INTERFERENCE, 


THE BUILDING MANAGER INSTRUCTED TRIDENT COMMUNICATIONS, 100 EAST 
NASA ROAD 1, SUITE 403, TELEPHONE NUMBER (713)-332-2822, 


TO CONDUCT AN FM 


RADIATION STUDY. THIS SURVEY WAS CONDUCTED ON JULY 27, 1982. 

I REPORT, RELYING ON THE U.S. STANDARD RECOMMENDED 


MAXIMUM ENERGY DENSITY FOR FREQUENCIES BETWEEN TEN MEGAHERTZ 
(MHZ) AND 100 GEGAHERTZ (GHZ) IS TEN MILLIWATTS (M0) PER 
CENTIMETER SQUARED FOR BOTH PARTIAL AND WHOLE BODY RADIATION, 
DETERMINED THAT OF THE EIGHT FM BROADCAST STATIONS BEING 
RECEIVED AT THE 61ST ROOR, THE HIGHEST LEVEL RECEIVED WAS 
A MINUS 10 DBM AT 99.1 AND 104.1 MHZ. CONVERTING THE MEASURED 

REPORTS THAT 


SIGNAL LEVEL AT 104.1 MHZ TO POWER DENSITY, 


THE POWER DENSITY WOULD ONLY BE .00001 MW/CENTIMETER SQUARED. 
FURTHER INDICATES IN HIS REPORT THAT IF A PERSON WAS 
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EXPOSED TO THE RADIATION OF ALL EIGHT FM STATIONS FOR A 24 HOUR 
DAY, THE EXPOSURE WOULD ONLY BE .00192 MWH PER CENTIMER SQUARED, 
OR APPROXIMATELY 100 TIMES LESS THAN THAT DETERMINED TO BE A 
HEALTH HAZARD AS NOTED IN THE ELECTRONIC ENGINEERS’ HANDBOOK, 
SECOND EDITION. 


TESTS WERE LIMITED TO MOVING THE MULTI-LINE 

DESK TO 


CONSOLE TELEPHONE INSTRUMENT LOCATED ON 


EITHER SIDE A FEW FEET. IMMEDIATELY THE PROBLEMS WOULD CEASE 
WHEN THE INSTRUMENT WAS NOT IN LINE WITH THE ANTENNAS LOCATED 

ALSO, ADJACENT OFFICES HAVING IDENTICAL 


ON 


TELEPHONE INSTRUMENTS DID NOT, REPEAT, NOT, EXPERIENCE THE 
AFOREMENTIONED DIFFICULTIES. 


DID NOT CONDUCT ANY 


TESTS INSIDE! 
INPUT FROM 


OFFICE. THEIR CONCLUSIONS WERE BASED UPON 


FINDINGS, - AND 


ON INSTANT DATE,| 


ENGINEERS, THE RESULTS OF TRIDENT COMMUNICATIONS 
PHYSICAL TESTS. 

’ ADVISED 


THE TELEPHONE INSTRUMENTS In[ 


] WERE INSTALLED 


BY THE MANUFACTURER, WESTERN ELECTRIC. THE MODEL NUP©ER IS 















V > * 
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2990, A 20 POSITION, TOUCH-TONE, CONSOLE. THE SYSTEM IS A MODEL 
2000 ELECTRONIC DIMENSION SYSTEM "WITH FEATURES INCLUDING, 

ATTENDANT CONFERENCE, AUTO CALL BACK, CALL FORWARDING CCF) , 

CF BUSY, CF NO ANSWER, CALL HOLD, CALL PARK, CALL PICK-UP, CALL 
WAITING, CALL WAITING SIGNAL, PAGING, PAGING REPLY, THREE WAY 
CONVERSATION, TRANSFER, TRUNK ANSWER, TRUNK QUEUING, STATION 
MESS AG E DETAILED RECORDING, CUSTOM INTERCOM, AND SPEED CALLING. 

| STATED THAT THE PHONES ARE CABLE INSTALLED AND NO 
CORDLESS PHONES ARE UTILIZED I N | ] oFFICE SPACE. | | WAS 

UNFAMILIAR WITH FCC RULES, TYPE 15 STAMP. 

IN VIEW OF THE ABOVE, IT IS APPARENT A PROBLEM DOES EXIST 
WITH TELEPHONE LINES LOCATED IN THE OFFICE OF | | HOUSTON 

AT THIS TIME DOES NOT HAVE THE CAPABILITY TO CONDUCT APPROPRIATE 
TECHNICAL TESTING IN THE OFFICE OF ! I tO MAKE AN ADEQUATE 
DETERMINATION AS TO THE PRESENCE OR SOURCE OF THE PROBLEM 
REGARDING AN IOC VIOLATION. ! I lNDICATED ON AUGUST 6, 1982, 

THAT HE DOES NOT BELIEVE HE HAS DISCUSSED ANY MATTERS THAT 
PERTAIN TO NATIONAL SECURITY AND COULD ONLY STATE HE IS IN 
FREQUENT CONTACT WITH WHITE HOUSE OFFICIALS, INCLUDING VICE 
PRESIDENT GEORGE BUSH AND JAMES BAKER, WHITE HOUSE STAFF,.BOTH 


















• / . 
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FELLOW HOUSTONIANS. HE STATED HE IS A MEfBER OF THE PRESIDENT’S 
PRIVATE SECTOR SURVEY CUTTI M3 COSTS I N GOVER NME NT , AS STATED IN 
REFERENCED HOUSTON TELETYPE, AND AS SUCH, IS IN CONTACT WITH 
OFFICIALS OF ADMINISTRATION AND WHITE HOUSE STAFF TO DISCUSS 
NATIONAL ISSUES AND PERTINENT MATTERS. ALSO, HE STATED THAT 
FORMER PRESIDENT GERALD FORD HAS UTILIZED HIS TELEPHONE AMd [ 

HAS NO IDEA WHAT FORMER PRESIDENT FORD DISCUSSED ON HIS 
TELEPHONE OR WITH WHOM. ADDITIONALLY, INDICATIONS ARE THAT A 
EOS53E C3SST1NG IS SCHEDULED WITHIN SIXTY DAYS FRt>^ Us4~ 
BOARD MEETING OF JULY 20, 1982, AND BOTH FORMER FIRST LADY MRS. 
LY©ON B. JOHNSON AND FORMER PRESIDENT GERALD FORD, AS MEMBERS 
OF THE BOARD OF DIRECTORS, TEXAS COMMERCE BANK, ARE EXPECTED TO 
ATTEND, AS THEY HAVE IN THE PAST. HOUSTON IS NOT IN A POSITION 
AT THIS TIME TO DISCOUNT THE STATEMENT OF | 

CONCERNIN3 THE HARMFUL EFFECTS OF RADIATION, AS STATED IN REF¬ 
ERENCED HOUSTON TELETYPE, OTHER THAN TO REFER TO TESTING 
CONDUCTED BY TRIDENT COMMUNICATIONS REFERRED TO ABOVE AND 
CONDUCTED ON THE 69TH FLOOR 

ON JULY 27, 1982. ADDITIONALLY, ! ~ 

BT 


b6 

b7C 


b6 

b7C 

b7E 












FM HOUSTON (139-517) (P) 
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PERSONAL ATTENTION SECTION CHIEF | | ciD; SECTION 

CHIEF RONALD WITZ EL, TSD 
SECTION TWO OF TWO SECTIONS 

AUDIO COUNTERMEASURES MATTERS; (BUREAU FILE 80-805); 

UNSUB: I I IOC: (00:HOUSTO N) ; (HOUSTON FILE 


139-517) 
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DIVISION, TEXAS COMMERCE BANCSHARES, ADVISED HE HAS BEEN IN 
CONTACT WITH | ~~| MANAGERS OF THE 

BUILDIN3, TO EN3AGE TRIDENT COMMUNICATIONS TO CONDUCT TESTS 
FOR RADIATION IN THE OFFICE OF| |oN THE SIXTY-FIRST 

FLOOR. HE HAS HELD THIS TESTING IN ABEYANCE PENDING FURTHER 
INVESTIGATIVE ACTION BY THE FBI, INASMUCH AS ADDITIONAL SURVEYS 
AND TESTING BY VARIOUS PERSONNEL I W | l OFFICE MAY RESULT IN 

THE LOSS OF OPPORTUNITY TO DETERMINE THE SOURCE AND IDENTITY OF 
SUBJECTS IN IOC. IN VIEW OF THIS At® PENDING RESULTS OF TESTS 
CONDUCTED BY | \ THE BUREAU SHOULD ADVISE HOUSTON AS TO 
WHETHER DISSEMINATION OF THIS INFORMATION TO THE SECRET SERVICE 
SHOULD BE MADE AT HEADQUARTERS LEVa OR LOCAL LEVEL SECRET 
SERVICE, SO THAT APPROPRIATE. PROTECTIVE MEASURES MAY BE TAKEN 
AS TO HARMFUL EFFECTS OF RADIATION WITH REGARD TO ATTENDANCE BY 
MRS. LYNDON JOHNSON AND FORMER PRESIDENT FORD AT THE BOARD 
MEETING IN SEPTEM3ER. 

I I HAS BEEN ADVISED INASMUCH AS HE IS EXPERIENCING 
UNEXPLAINED AND UNDETERMINED PROBLEMS OR DIFFICULTIES WITH His' 
TELEPHONE LINE AND THE POSSIBILITY THAT INTERCEPTION OF HIS 
COMMUNICATIONS IS TAKING PLACE, THAT HE SHOULD PROCEED 
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ACCORDINGLY IN HIS TELEPHONE DISCUSSIONS, PARTICULARLY IN REGARD TO 
SENSITIVE MATTERS WITH THE WHITE HOUSE AND ADMINISTRATION OFFICIALS. 

| FURTHER ADVISED ON AUGUST 12, 1982, THAT THEY 
ARE HOLDING IN ABEYANCE FURTHER SURVEYS AND TESTING PENDING FURTHER 
INVESTIGATIVE ACTION BY THE FBI. 

THE BUREAU SHOULD EXPEDITIOUSLY ADVISE HOUSTON IF AUDIO 
COUNTERMEASURES SURVEY TEAM IS FORTHCOMING; IF NOT, THEN SURVEYS 
BY TRIDENT COMMUNICATIONS WILL GO FORWARD, AND HOUSTON WILL AWAIT 
RESULTS OF SURVEY CONDUCTED BY l 

C&E BY 220. REASONS 2 AND 3. DRD AUGUST 12, 2002. 

BT 
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VICTIM* IOC* 


REFERENCE BUREAU TELETYPE DATED AUGUST 13-. 13B3. ON f= 

10 .AUGUST lb-, nas-, TECHNICAL services division personnel conducted 1 

• ■ ? Ul 

.AN AUDIO COUNTERMEASURES i-CACMl/ .SURVEY A’f THE OFFICE SPACE OF 

I A / - ' /j 


_I HOUSTON-. TEXAS. THE ACM CONSISTED OF kj j \ 

6 .SEARCH OF THE RADIO FREQUENCY SPECTRUM-, A CHECK OF THE I 
JELEPHONES IN HIS OFFICE-. A CHECK OF HIS SECRETARY’S TELEPHO|JeJ 
4 .AND A NON-DESTRUCTIVE PHYSICAL SEARCH- tj i 

THE TELEPHONES UERE EXAMINED FOR ANY FORM OF ENERGY WHICH 
2 UIGHT BE CARRYING ROOM AUDIO FROM THE AREA OF INTEREST- ALL 
OPERATING VOLTAGES OF THE TELEPHONE INSTRUMENTS.-WERE CHECKED TO 
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DETERMINE THAT THEY CONFORMED TO SPECIFICATIONS. ALL CHECKS 
CONDUCTED ON THE TELEPHONE INSTRUMENTS AND TELEPHONE LINES 
REVEALED NO ROOM AUDIO OR ANY EVIDENCE OF AN UNAUTHORIZED 
CLANDESTINE LISTENING DEVICE. THE EXAMINATIONS REVEALED-, 
HOWEVER-, COMMERCIAL RADIO BROADCAST SIGNALS OF UNUSUALLY HIGH 
INTENSITY PRESENT ON THE TELEPHONE LINES AND INSTRUMENTS. 
BROADCAST PROGRAMS WERE DETECTED WITH EQUIPMENT NORMALLY NOT 
SUSCEPTIBLE TO SUCH RADIO FREQUENCY INTERFERENCE. Hi 

ALTHOUGH TECHNICAL SERVICES DIVISION PERSONNEL DID NOT 
OBSERVE ANY SITUATION OF CALLS TO OR FROM 


TELEPHONE 


BEING INTERRUPTED IN MID-CONVERSATION-, THE PHENOMENON OF 
FLASHING LAMPS AT HIS SECRETARY'S TELEPHONE WAS SEEN ON SEVERAL 
OCCASIONS. THE FLASHING OF THE LAMPS EXISTED WHEN THE VENETIAN 
BLINDS WERE ADJUSTED AND THE HANDSET WAS REMOVED FROM THE 
TELEPHONE. -CUI 

A THOROUGH EXAMINATION WAS CONDUCTED OF THE RADIO 
ELECTROMAGNETIC RADIATION PRESENT IN 


EXAMINATION REVEALED NO EVIDENCE THAT 


OFFICE. THIS 
OFFICE IS THE 


SUBJECT OF AN INTERCEPTION OF COMMUNICATIONS ATTACK. jj) 

SYSTEMATIC SEARCHES WERE PERFORMED OF THE RADIO FREQUENCY 
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SPECTRUM OF CONCERN. ALL SIGNALS ENCOUNTERED WERE EXAMINED TO 
ASCERTAIN THEIR IDENTITY AND TO DETERMINE SPECIFICALLY IF THEY 
POSSESSED ANY MODULATION■CHARACTERISTICS RELATED TO ROOM 
AUDIO. ;£€3< |Js 

r 'office IS CLOSE TO AND 


AS HOUSTON IS AWARE i 


FACES WITHOUT ANY OBSTRUCTION THE COMMERCIAL BROADCAST ANTENNAS 
LOCATED ON TOP OF 


LOCATION OF THESE ANTENNAS WITH RESPECT TO 


DUE TO THE 

OFFICEi 


VERY STRONG BROADCAST SIGNALS WERE PRESENT IN HIS OFFICE. -CU}‘ 
THE STRENGTH OF THE FM BROADCAST SIGNALS IN I 


OFFICE WAS ATTENUATED BY LOWERING THE METAL VENETIAN BLINDS. -CUJ 
A NON-DESTRUCTIVE PHYSICAL SEARCH WAS CONDUCTED WHICH 
INCLUDED THE AID OF AN ELECTRONIC DEVICE FOR THE DETECTION OF 
ELECTRONIC COMPONENTS. ALL FIXTURES-. PAINTINGS AND FURNITURE IN 
HIS OFFICE WERE CHECKED FOR UNAUTHORIZED LISTENING DEVICES. 

DURING THE COURSE OF THE ACM SURVEY NO EVIDENCE OF ANY 
UNAUTHORIZED LISTENING DEVICES WAS FOUND. -CU> 

THE PERFORMANCE OF THE ACM SURVEY WAS FOR THE SOLE PURPOSE 
OF DETERMINING IF ANY ROOM AUDIO WAS LEAVING! OFFICE 
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IN ANY FORM. THE SURVEY DID NOT ADDRESS THE POSSIBLE 














BIOLOGICAL EFFECTS OF THE STRONG BROADCAST SIGNAL FOUND IN THE 
AREA CHECKED NOR DID IT ATTEMPT TO DETERMINE THE PRECISE 
ELECTRICAL COMPONENTS WHICH WERE CAUSING PROBLEMS IN THE 
TELEPHONE SYSTEM. fljj 

ALSO-, FOR THE INFORMATION OF HOUSTON-. ON AUGUST lb-, nfl5i 


[ 


THAT 


INFORMED TECHNICAL SERVICES DIVISION PERSONNEL 

PERSONNEL HAD ATTEMPTED TO 


INSTALL AN ELECTRONIC TELEPHONE SYSTEM 


_BUT WERE 

UNABLE TO INSTALL A WORKING SYSTEM DUE TO THE STRONG FM 
BROADCAST SIGNALS PRESENT IN THAT AREA. IU> 

TECHNICAL SERVICES DIVISION PERSONNEL ARE APPRECIATIVE OF 
THE ASSISTANCE PROVIDED BY THE HOUSTON FBI OFFICE. PLEASE ALSO 
CONVEY TO I I TEXAS COMMERCE 

BANKSHARES-, INC.-, OUR APPRECIATION FOR THEIR ASSISTANCE. -CUI 

AND EXTENDED BY fi; REASON FOR EXTENSION FCIM-, 
II-, 1.2 4. 2 -CB & 3K DATE OF REVIEW FOR DECLASSIFICATION 


AUGUST n, 2002. 
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FM KANSAS CHY (66-4 70) 

TO DIRiLqX^, FBI (80-805) (ROUTINE) 


d&njoflj-.— 

Ts#sirw& 


UNCLAS E F T 0 


AT TEN! 

( 

AUDIO 


TECHNICAL SERVICES DIVISION. 
■RMEASHRES-TRAINING IN-SERVICE. 


RE BUTEL DATED JUNE 17, 1982. 

$A | | IS NOT ABLE TO ATTEND THE COUNTER¬ 

MEASURES IN-SERVICE AT THIS TIME DUE TO OTHER COMMITMENTS. 


SINCE SA 


AND SA 


_| HAS RECENTLY BEEN TRAINED IN COUNT£RMEASUi\ES 

RECENT EXPERIENCE AT TSD , KANSAS CITY DIVISION 



FEELS THAT ITS TECHNICAL PERSONNEL NEED TO DEVOTE ANY NEW 
TRAINING TO A NEWLY ACQUIRED MI CR 0- PR OCESSOR COMPUTER. 

TECHNICAL PERSONNEL ALSO ARE INVOLVE^S^FFI^C^^^I^ ij?/ 
WHICH INCLUDES INSTALLATION OF A NEW ft CHNI CAlTMONlYORI NG PLANT. 



SHOULD A LATER SCHOOL BE SCHEDULED, SA | 
TO BE CONSIDERED FOR COUNTERMEASURES TRAINING. 


W r 


WOULD LIKE 
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two 8/27/82 


FROM: 


DIRECTOR, FBI 

(ATTENTION: SECURITY OFFICE, ROOM 5434) 
SAC, SAN FRANCISCO (66-419) 


SUBJECT: SECURITY OF TELEPHONES * 

Please -forward to the^^a^^^^^isco Division, 
Attention: SA Margaret W. McLeod, a copy of the video¬ 

tape entitled: 

"No Private Lines" /7L 


2 )- Bureau 

“Z - San Francisco (66-419) 
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Date_ 8/30/82 _ 


DIRECTOR, FBI 

ATTN: SECURITY OFFICE, ROOM 5434’, JEH) 
SAC, SAN JUAN (66-1190) O/faun/gflftL 


FROM: 


? |i / SUBJECT: .XFBI. VUNERABLLIXZ-TO--INTERCEPTION OF 

v^elekhone,..communi.cation’. ' 


This communication is classified in 

its entirety. 

Re Director's teletype entitled as above to 
all offices and Legats, 8/27/82. 

San Juan requests that a copy of the videotape 
"No Private Lines" be furnished this Division to the 
attention of the Security Officer. / 
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DIRECTOR, FBI 

ATTN: SECURITY OFFICE, ROOM 5434, JEH BUILDING 
SAC, CLEVELAND (66-DEAD) 


RE: \J VULNERABILITY TO^’INTERCEPTION'OF 

TELEPLONE'-COMMUNTCATrON~S “ 

Re Bureau teletype 8/26/82. tyjtt j/) lfe r /)'}€.sfcSU ? c ;^ 

Videotape "No Private Lines" referred to in referenced 
teletype is requested by Cleveland Division for use in 
presenting periodic briefings of personnel. 


^^^Btrreau 
‘1- Cleveland 

PMU/ca c 
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DIRECTOR, FBI Date 9/13/82 

ATTENTION: TECHNICAL SERVICES DIVISION, 

EN GINEERING SECTION, ELECTRONIC TECHNICIAN 

Fro ^ f 



AC, COLUMBIA (66-74) 


6 



Subject: TECHNICAL EQUIPMENT - ... ^ . - 

COLUMBIA DIVISION ^ &Si< f 
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Forwarded to the Engineering Section under separate 
cover is one Mason T-3 Analyzer, serial number 1. 

The above described equipment was furnished to the 
Columbia Division for temporary assignment, and is no longer needed 
by the Columbia Division. 


t 


0 


3)- Bureau 

(1 — Package Copy) 
2 - Columbia 


RD J / j sr 



FBI/ DOJ 








i 

It is requested that Headquarters furnish, 
for use by the Los Angeles Division, a Time Domain 
Reflectometer (TDR). The use of the TDR is to be made 
in conjunction with a microphone installation. 



b6 

b7C 


b6 

b7C 



>^OT recorded 


\a 



b6 

b7C 


A \9 

6 9 SEP 2 31982 


w r 


a 











Forwarded to the Bureau, under separate cover, 
is one Scanlock Mark 5, SN 78/099, PN 199039. The Scanlock 
is being returned to the Bureau in order that repairs to 
the equipment can be made. 

The Scanlock is being sent via Profit-by-Air bill 
# 84467143, and is being shipped in Adapt-A-Case, SN 071M. 

It is requested that the Scanlock be repaired and 
returned to the Los Angeles Division as soon as possible. 


J40T RECORDED 


1D5 



3rBureau 

(1-Package) 
2-Los Angeles 
(1-LA 66- 
(1-Invent 
JCS:ism 
(5) 
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SAC, Alexandria 


9-30-82 



Director, FBI (80-805) 


COUNTERMEASURES MATTERS 



evs 



(X» 

csn 
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r-t 
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£x«c AD Inv. 

Exec AD A<Jm . .. ... 

Exec AD LES_ 

Asst, Dir.; 

Adn, Serv*. i r _ 
Cfin. Inv. - - 

Ident, i-. 

Intell.__. 

Laboratory r ,. . 

Legal Coun, __ 

Plan, & Insp, 
^’RecuMgnt. 

^ VsTr[ ec * , ‘ ^erv*._ 

raining -^ 

Public Affs. OH. * 

Telephone Rb. ,_- 

Director's Sec'y _ 

77 OCT 


_ Reference tel ephone call, Alexandria Field Office, 

SA | ~| August 27, 1982. 

On August 27 and 31, 1982, personnel from 
Technical Services Division conducted a low frequency carrier 
current check of Electro Space, Inc., room 501, Crystal City 
Towers Building. This survey was based upon an inplace power 
line Monitor, Model "Linelock CCR-2," having indicated the 
presence of a signal on the power line. Utilizing a low 
frequency receiver, the signal was at 120, 240 and 360 KHZ. 
Is olating the p ower line at the power panel, it was demonstrate- 
to| | Electro Space, Inc., that the signal was not 

of a clandestine nature but was fed into the 5th floor on the 
Phase ”B" power feed. No further effort was made to loca t&/\ 
the source of the signal. / \ jj. 

If Electro Space, Inc., is to use their power / , Jy 

line monitor effectively, they must do one of two thingsL ^// 
One is to locate the source of the signal and repair theV_--^ 
faulty equipment or secondly, place a power line filter at 
the circuit breaker panel. 

Inquiries concerning this communication should be 

directed to Director, FBI, Attent ion: Technical Services _ 

Division, Engineering Section, SA| 




NOTE: The above check was^p erformed by ET 
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y.^E^Witzel 
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Date: 

To: 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


9/8/82 R e: Technical Equipment 

SAC PHILADELPHIA 



1 Ea. DEKTOR TELEPHONE ANALYZER Sn 4066 
1 Ea. SU 401 EXTENDER Sn 4066 


Ship 

Send to Springfield when finished with this item. 
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ATTENTION TECHNICAL SERVICES DIVISION, 

O 

COUNTERMEASUREwREQUEST 





RECEIVE") 
TELETYPE IHJiT 

17Sep82 17 44? 

FEDtrl. - .t-uiiAU 

OF INVESTIGATION 



T 


RE TEL TO BUREAU, SEPTEMBER 16, 19 82. 

ON SEPTEMBER 15, 1982 THE FEDERAL EMERGENCY MANAGEMENT AGENCY 
(FEMA) REQUESTED THE FBI TO CONDUCT A SECURITY SWEEP OF THEIR 
CONFERENCE ROOM 


KANSAS CITY, 


AS ^r, 

?2xtc. _ 
Exoc. A3l£S„ 
Asst, Or.; 
A*n.$er>& 
Orfm tnv 

Uwt- 

bisection _ 

tntoB- 

lafcoratwy - 
U 32 t Oowu 


~* f 

-V 

r 



TetgiBse Ra. 

KrfiC23'sfSjc'y„^. b6 

'hlC 


b7E 


MISSOURI. 

THE SWEEP IS TO BE CONDUCTED PRIOR TO SEPTEMBER 22, 19 82. ON) 
SEPTEMBER 22, 1982 A REGIONAL CONFERENCE IS BEING HELD TO DISCUSS 
HIGHLY CONFIDENTIAL MATTERS. THE FBI WILL PARTICIPATE IN THIS 
REGIONAL CONFERENCE. 

TSD IS REQUESTED TO FURNISH ELECTRONIC EQUIPMENT NECESSARY TO 
PROVIDE A COUNTERMEASURE CHECK OF RF, TELEPHONE AND PERIMETER WALLS. 
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FM LOSS' ANGELES (66-7378) (A-l) 


TO DIRECTOR ROUTINE 




UwCLAS 



ATTN: TECHNICAL SERVICES DIVISION * 

CP -7- 

ELECTRONI C COUNTERMEASURE S 

ON'SEPTEMBER 29, 1982 AN RF AND TELEPHONE COUNTER¬ 
MEASURES SWEEP WAS CONDUCTED AT 


_|LONG BEACH, CALIFORNIA. 

THE SWEEP REVEALED NO UNUSUAL RF EMISSIONS OR FOREIGN 
ATTACHMENTS TO THE TELEPHONES EXAMINED. , 

THIS FACILITY DOES HAVE AN EXECUTIVE OVERRIDE 
FEATURE ON THE TELEPHONE SYSTEM WHICH WOULD ALLOW EASE¬ 
DROPPING BY ANYONE HAVING THAT FEATURE. T 
INDICATED THAT HE WAS HAVING THAT FEATURE REMOVED. 
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SAC# Honolulu 


10-8-82 


XX 

Director, FBI (80-805) 

Q 

XQUNTERMEASURES MATTERS 


Reference your teletype dated February 8, 1982# 
requesting assistance by the Technical Services Division for 
the purpose of conducting audio countermeasures (ACM) surveys of 
your office and several other government offices* 


Personnel from the Technical Services Division (TSD) 
conducted audio countermeasures survevs of the Honolulu 

Field Office (HFO) on July 13* 1982? offices ofl1 

b6 

b7C 

b7E 

on Julv 14, 1982; the offices ofl i 


| 1 on July 15, 1982? 


Honolulu# on 



July 16, 1982? the 


on July 21# 1982, 



During the ACM survey of the Honolulu Field Office 
it was noted that the Federal Building alarm system which at f 
one time had speakers in the field office space were disconnected 
and all wiring associated with the alarm, system was rerouted, 
to the hallway. 

This left the Field Office space without alarm 
speakers and is dependent on the alarm speaker located in the 
hallway outside the office space for emergency information^. 

In the event that your office is‘required to havef 
alarm speakers within your space connected to the Federal 
Building alarm system, it is recommended that non-feedback 
isolation amplifiers be installed with every alarm speaker 
installed within your office space* 


Exec AO Inv, t _, 
Exec AO A<Jm, __ 
Exec AD LES — 
Asst, Dir.» 

Adm, Sttvt. _ r __ 

Crira, Inv. — L - 

Ident.-. ... 

Intell, 

Loborotory 
Legal Coun. - r - r . 
Plan. & Insp, 

Rec. Mgnt. . r . - 
Tech. Sen's. , T ..- 
Trainfng t— - , r - r .- , 
Public Affs. Ofl. * 
Telephone Rm. 

■f- Director's $ec'y 

I , 



approved: 

Bireotef _ 

Exec AD-A*n., 
Exec, AD-!nV. 
Exec. AO-LES 


Adm. Serve.. 
Crim.lnv. _ 


Ident,,._ 

Inspection 

tnteit—__ 


Coun. 
it Cong 




Tech, Serve.. 
Training- 


b6 

b7C 


FBI/DOJ 






Letter to SAC, Honolulu from Director, FBI (80-805) 
RE: COUNTERMEASURES MATTERS 


In addition to the ACM survey conducted at the Guam 
Resident Agency (RA) a physical check of the RA revealed that 
the door shunt lock was not connected to the Resident Agency 
Burglar Alarm System (RABAS) * It was also noted that the 
RABAS .telephone line to the local police department was not 
connected. TSD personnel were unable to determine if the RABAS 
system was programmed to ring the RA*s agent personnel telephone 
numbers when alarmed. The RABAS dialer-programmer was not 
available for reprogramming the proper telephone numbers to the 
alarm system. 

The surveys included a radio frequency spectrum 
check, a check of all telephones, telephone lines and a 
nondestructive physical search. No evidence of clandestine 
listening devices or tampering with the telephones or 
telephone lines was found at the time of the survey. Following 
each countermeasures survey/ the appropriate personnel in each 
office were orally advised of the results. 

Any inquiries concerning this letter should be di rected 
to Director FBI. Attention: TSD, Engineering Section, SA 
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Memorandum 


fH 


DIRECTOR, FBI 

■) .'U TSD - ENGINEER1NC 

W(kl)PsL (ATTN kJ 
WvfL®S ANGELES '"C6'6F-ir9> 


SECTION 
^Room # 1B053) 
l-2) 


10/13/82 


Subject: TECHNICAL EQUIPMENT 


v ne.ci<;u v-sl-S 


The following item is being returned to 
Engineering Section via Profit-by-Air, airbill #84467353: 


One (1) Model 1503 TDR Cable Tester, SN 
B010157, PN 00170971. 


$ 0 -% 05 ~ 

Q) - Bureau 

1 - Package Copy 
1 - Los Angeles 

MJL:jgk 
(4) 









DEC LASSISI CATION AUTHORITY DERIVED 

__ 

BY: I 


TRANSMIT VIA: 
I I Teletype 
I I Facsimile 
02 Airtel 


PRECEDENCE: 
I | Immediate 
I 1 Priority 
I | Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T 0 

□ UNCLAS 

IW. 9/17/82 


DIRECTOR, FBI (80-805) 


FROM: g^AC, HOUSTON (139-517) (C) 0 ' ' 

UNSUbA' _ W/j ] 

VICTIM 


W 


' \ V \ 

27 \ 


VICTIM 

IOC 

(00: HO) 


This entire communication is classified 


Re Houston teletypes, August 6, August 12; and 
Bureau teletypes, August 11, August 13, and August 19. 

The.following is a summary of captioned matter: 


lodged a complaint that victim,! I 

member of the Board of Directors]_|was experiencing serious 

"7 di fficutlites _with his new electronic dimension telephone system 
alfhis new offices, the | | Victim 

was cut off while in conversation with the White House on 
August 4 or August 5, 1982. • 




\ 

^Sb6 

^b7 


AND EXTENDED BY 220 L" 

REASON FOR EXTENSION FCIM, II, 1-2.4.2 (2) (3)^ f 
DATE OF REVIEW FOR DECLASSIFICATION 9/1 


■ 


(2) - Bureau f & ° 
1 - Houston 
JAL/bg 
(3) 


^ f0&" 

ttOT kecgsotiT 

1 2 NOY 1£32 


AA Approved: gaQ L _ 

<$> X Z KQV 5 1982 


Transmitted 


(Number) 


(Time) 
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HO 139-517 


contacts with the White House staff and notable 


politicians, including friends, Vice President George Bush and'. 
James Baker, indicated the possibility that he could be the target 
of an electronic intrusion. Secondly, victim's consultation wit h 


E 


gave some indication that \ 

harmful biological .effects such as. headaches and nausea can be 
caused by strong electro magnetic radiation of-the -type generated 
by a device capable of electronic intrusion. 


E 


]iden¬ 


tified strong FM (Frequency Modulated) broadcasts causing 
interference on the telephone and recording and dictating 
equipment in the surrounding offices as well as victim's offices. 

| | suspected that the stron g FM signals were being generated 

by the numerous FM antenna located ] I The 

plaza is located directly across from and in line of sight of 
victim's offices. 


] 


_! engineers were unable to determine the cause 

of the difficulties on the telephone system, and subsequently, 
the Technical Services Division >{TSD) provided a.team of .Audio - - 
Countermeasures (AC) experts to conduct an AC survey on August 16, 
1982. The survey consisted of a search.of the radio frequency 
spectrum, a check of the telephones in victim's offices including 
his secretary's office, and a non-destructive physical search. 

The survey revealed commercial radio broadcasts signals of 
unusually high intensity present on telephone lines and instruments. 
Examination of the electro magne tic rad iation present in victim's 
offices revealed no evidence that ] | is the-target of an Inter¬ 

ception of Communications (IOC) 1 attack. The physical search was 
negative for unauthorized listening devices. The AC survey did 
not address the possible harmful biological effects of the electro 
magnetic radiation present. 
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protectees including Vice President George Bush, former President 
Gerald Ford, and Mrs. Lyndon B. Johnson. 

Since .the TSD, AC survey team has determined no IOC 
violation exists, the Houston Division is considering this case 
closed. 
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I EACH TRIPLETT MODEL 3400 V-O-M (MODIFIED) 

SN/PN 464695 

NOTE: THIS V-O-M HAS BEEN ASSIGNED TO YOUR DIVISION TO BE 
USED IN COUNTERMEASURES. SURVEYS. , .. . . v 
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DEPARTMENT C? JUSTICE 
PSDiflAl BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


CONTINUATION SHEET 


$ 


THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS 
AT THE ITC. DUE TO THE ITC'S.LOCATION AND LACK OF ANY PUBLIC 

IS AUTHORIZED TO LEASE AN AUTOMOBILE 


TRANSPORTATION-, SA 


FOR THE DURATION OF THE TRAINING FOR THE USE OF BOTH SAS- -CU3- 
AS PER TELEPHONE CALL ON OCTOBER 4-, 1RB2i FROM FBIHfl 

SA ,_ 


-TO SAS 


RESERVATIONS HAVE 


BEEN MADE FOR BOTH SAS AT THE OAKldOOD APARTMENTS-, 14D SOUTH 
VAN DORN-, ALEXANDRIA-, VIRGINIAi TELEPHONE NUMBER: 

7D3-37D-47atj •' -CUJ 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 
TO FBIH<31 ATTENTION: TECHNICAL SERVICES DIVISION-, ENGINEERING 
|_SECTION-, SA I 

CL£5X3tRi££==BtCA 
DECLASSIFY ON: OADR 
BT 


3 EXTENSION 270D • -CU> 


DO NOT TYPE MESSAGE BELOW THIS LINE 
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DAT! 


SSIfICATIDN A'Jl 
UTOHMTC DEC LAi 
Q9-14-2017 

« * 


P.ITY DERIVED FRCEi: 
FICATION GUIDE 

I I 
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NOTE: 


ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
QUALIFIED COUNTERMEASURES TRAINED AGENTS (JILL BE AVAILABLE 
IN THE FIELD TO ADEQUATELY SUPPORT COUNTERMEASURES WORK- -CUI 


THERE IS NO TUITION INVOLVED AND THE COST IS APPROXIMATELY 
f^SO EACH F0R PE R , I>IEn - 1 , $375 EACH FOR CAR RENT AL £M£ f ART, 

TOTALING 


$170 TRAVEL FOR SA 
^LiLSO FOR BOTH SAS- -CUI 


AND $40D TRAVEL FOR SA 
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ON, OCTOBER 5 nfl2-, BY SA 


] ON SEPTEMBE R 13, nfl2, b6 
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